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Abstract— Offline, crime and resulting victimization is not 

individual incidence. It is also hampered or encouraged by 

the community in which it is situated. Are community 

characteristics relevant for victimization online? This paper 

presents a small sample study that examines whether 

economic, structural, and cultural characteristics of a 

community explain the incidence of Craigslist-based scams. 

How to avoid the scam depend upon the craigslist, deal 

locally, buy and sell locally with security system and find 

the product location and then proceed the transaction, with 

cash payment. 
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I. INTRODUCTION 

The Craigslist is limited by persistent scams. The possibility 

of being scammed could prevent transactions from being 

completed. In economic terms, the expected value of loss 

due to a scam can be thought of as a probable tariff towards 

future transactions. Given the positive effects of Craigslist 

for the economy, local governments should aim to minimize 

this expected loss. Thus, local governments should either 

decrease the probability of victimization or limit the 

magnitude of losses. The obvious solution is to decrease the 

number of attackers, for example through prosecution. 

 The alternative is to alleviate the number of attacks. 

Arguably, more scammers would be attracted to, and 

therefore post more fraudulent advertisements for a 

community, which in the past has more actively responded 

and been victimized. From an attacker perspective, posting 

the scam advertisement could be done through automated 

agents and thus requires minimum investment. However, 

follow up email exchanges require human engagement and 

thus become exponentially expensive. If these follow up 

emails do not result in actual victimization for certain 

neighborhoods, these scammers would rationally choose not 

to participate. There is limited understanding of online fraud 

victim. 

II. METHODOLOGY 

The scam occurrences happen as mentioned in following 

ways: 

A. Dependent upon Qualification: 

Simultaneously, those on the extreme ends of the 

educational spectrum, i.e. those without a high school 

degree as well as those with a graduate education, are less 

likely to be approached by fraudsters. Then a lower 

percentage of high school graduates should reflect a less 

number of Craigslist scams. Simultaneously, a higher 

percentage of individuals with a bachelor’s degree should 

also be negatively correlated with the number of scam 

postings on Craigslist. 

 
Fig. 1 : Scam Dependent upon Qualification 

B. Dependent upon Community: 
As per the results, scam occurred more in the Economical 

characteristics of a community, when compared with 

structural and cultural characteristics of a community is 

shown in the following graph. 

 
Fig. 2 : Scam Dependent upon community 

C. Dependent upon Gender:   

Gender composition of the city may also be relevant, as 

women are more risk averse than men .Thus, they are less 

likely to fall for scams. Simultaneously, women perceive 

higher risk online purchases and are less satisfied with 

ecommerce. Thus, women are less likely to respond to 

Craigslist based automobile scams. A potential hypothesis is 

that a higher population percentage of women would lead to 

fewer scams being posted, as the probability of victimization 

is lower. 

D. View the Geo map deal locally: 

Plate tectonics is the scientific theory that attempts to 

explain the movements of the Earth's lithosphere that have 

formed the landscape features we see across the globe today. 

By definition the word "plate" in geologic terms means a 

large slab of solid rock. "Tectonics" is a part of the Greek 

root for "to build" and together the terms define how the 

Earth's surface is built up of moving plates. 
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Depend upon the Latitude and Longitude view the 

product area in particular location. The Latitude and 

Longitude values are place in Craigslist-post itself. 

III. CONCLUSION 

We find that Craigslist scams are targeted and influenced by 

community characteristics and composition. Communities 

with higher proportion are most exposed to online fraud. 

The likely explanation is purchasing behavior. Local 

government initiatives, such as public awareness campaigns 

and education efforts should take this vulnerability into 

account. The obvious first step for future research is to 

analyze a larger set of scams over a broader range of cities 

ideally over different advertising platform. 
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