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Abstract— The latest trend setters in the cloud technology 

are public clouds which offer a tremendous help to 

businesses in terms of elasticity, agility and economical 

benefits. Such type of technology when there was a need for 

sharing and managing of resources within areas of different 

geographical conditions and time zones, so, the need for 

deploying such type of clouds through which one can share 

and manage resources around the world in no time and also 

consists of properties like elasticity, agility etc. the public 

cloud came into existence. This paper dealt the basic go 

through about public clouds and their related issues which 

surround their usability. This paper also discusses some of 

the properties of public cloud which has made it famous 

around the cloud computing world. 
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I. INTRODUCTION 

A public cloud is the availability of on demand resources 

such as storage, computation, platforms, and softwares and 

so on. There are provided as in the form of a service or a 

package of service which can be used through a personal 

portal. Public clouds are very adequate in providing good 

amount of elasticity and scalability as per the requirement. 

Basically, what a public cloud does is that it acts as a 

datacenter for multiple customers and is controlled by 

particular service providers.[2] Thus, the property of public 

clouds to share it helps to reduce cost hence helping in better 

cloud economics. But, though after all these advantages 

there is a concern of  However, there is also less visibility 

and control in a public cloud than a private cloud because 

the underlying infrastructure is owned by the service 

provider. The degree of visibility and control depends on the 

specific public cloud delivery model. 

A. Benefits 

The fact that public cloud services  come with some big 

advantages and the third party providers make it sure that 

they are exclusive for public clouds an don’t for private 

clouds.[1-3] 

Shifting of the responsibilities such as managing 

the complex IT is removed when it comes to other usage of 

public cloud services and the companies using it are happier 

because that is not their core business. So, the providers tend 

to offer some of the unique advantages which are non either 

the privileges of using a public loud. They are listed as 

below: 

B. Cost Savings 

It washes out the capex and provides reduced opex as the 

maintaining part and labor costs allocated to managing a 

infrastructure is loaded to a third-party provider. 

It gives assurance of the pay-per-uasge model and 

thus adds to the cost efficiency. Service providers charge by 

the usage may it be an hour or day as this helps the company 

and avoids the situation of building an internal infrastructure 

for a temporary consignment.  

As the human intervention is decreased in the 

scenario, it creates a great lowering of the cost and betters 

the agility. [5] 

C. Business Agility 

It gives the chance to have massive scalability and the 

flexibility to re-size the resources based on the necessity of 

the organization. 

Provides a programmable access to the users for 

the handling of resources through API and it helps to scale 

out applications without human intervention. 

 It supplies accurate and precise infrastructure with 

better support team in this arena of sinking skilled staffs. [3] 

The security issues as related by te modern world are 

somewhat created as a hype. The real threats of having a 

public cloud infrastructure are not the vulnerability of the 

data getting stolen but the other real threats. There is reason 

for the intention of a thought like that because the providers 

knowing that  public cloud is a easy target for any intruder, 

maintains the best security system it can afford to save its as 

well as the customers data. So, the stealing of data scenario 

only comes after some of the concerned threats. They are 

listed below: 

II.  SECURITY ISSUES IN PUBLIC CLOUD 

A. Assessment of the CSP 

No small company can provide a service to the users 

because it has to have legitimate security arrangements for it 

users. So, when a company provides these services it is 

necessary to make sure that is it capable enough to make the 

user’s data safe? 

B.  Security of the communication channels  

The transfer of the data is the key concern when the service 

provider is far away from the user. Data communication is 

quit the area of attention as the data travels through different 

networks and it is very much necessary for the channel to be 

secure. It should restrict intrusion and it should encrypt as 

well.[6] 

C.  Transparency of security processes  

All the above points become null valid if the service 

providers do not explain their security procedures to their 

clients. Normally, the providers don’t explain their security 

processes for their own security purposes which are a reason 

for tension.  

D. Compliance with Regulations  

 Payment Card Industry Data Security Standard 

(PCI DSS)  

 Sarbanes-Oxley Act (SOA)  

 Health Insurance Portability and Accountability 

Act (HIPAA) 

 Proper implementation of the CIA triad 

(Confidentiality, Integrity, Assurance) [4] 

E.  Geographical borders  

 The service providers apply robust data duplication 

mechanisms to safe guard server failures. This may conflict 

with the clients need to make their data stable within the 

specific parameters or borders.  

F. Access control mechanisms  
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The mechanisms used for the security of the data of a user 

can be controlled. 

G. Data Loss 

Cross-tenant data leakage – dangers in a shared network 

such as dangers in a DNS server, Dynamic Host 

Configuration Protocol, and IP protocol vulnerabilities, 

might enable network-based cross-tenant attacks in an IaaS 

infrastructure[1] 

III.  SECURITY BEST PRACTICES 

This section mainly concentrates on the security which can 

be provided to the clients without the danger of hanging out 

advantages of public cloud. Though the IaaS gas some 

disadvantages still through some maintenances from the 

sides of the service providers it can ruled out and hence 

provide the best facilities to the user by keeping most of the 

advantages of the public cloud handy. 

Public cloud needs businesses to go out to search 

for some traditional security practices. This section 

specializes in highlighting some of the best practices that 

can decrease the risk in great amount. With reduction in 

risk, public cloud can consist of more business’ data, 

helping them to feel and take more advantages of IaaS 

benefits. There are some of the following steps that can be 

taken to secure public clouds even better. 

A.  VM-level security 

 As in contrary to the traditional model or private clouds, the 

security of a defined perimieter goes far away. So, within 

the technology of public cloud, it should be done within the 

VM level such that it goes with virtual machine in cloud 

infrastructure. Security should done in VM level. 

B. Multi-layered defense 

 As discussed in the above pint, the security level should 

drawn up to the VM level. Tolls like IPS/IDS should be 

used in the VM. Moreover, the traffic through the VM 

should continuously checked and verified. Thus, by 

combining this techniques with the security level provided 

by the providers, the clients can enjoy a begtter cloud 

service experience. 

C. Data and encryption 

Encryption should be used on the data stored in the public 

clouds. The key ownership of the encrypted file should be 

handled by the businesses. In this way, any transparency in 

the security sector from the service provider can be outruled, 

as the total control lies with the user. 

D. Patch management 

Patching management is key play in this segment. Patching 

is very important and even more difficult in the cloud 

environment as the virtual machines can be moved or turned 

on or off as per will.  

E. Identity and access 

 Third party tools should be used for signing on and the 

businesses should not merely depend on the console given 

by the provider of the service.  

F. Compliance of Regulation 

The changing riles and policies of a cloud service providers 

should be invigilated by the businesses. The company 

should hire an auditor asit advantageous for the company 

that the auditor can understand the dynamic nature and 

changes of the cloud service providers regulations and can 

easily tackle its challenges. Moreover, it should keep a 

record of the policies of the service providers offline for its 

benefits.  

IV. PUBLIC CLOUD USE CASES 

The usage of cloud computing can be done by the 

businesses when they think or face an emergency for the 

resources. They can take care of the advantages of cloud like 

elasticity and cost benefits. A video manufacturing division 

can use a cloud service when they have urgent demand for 

the resources. A pharmaceutical company can take 

advantage of cloud when they want to run their drug design 

processes on cloud and make the time short for delivering 

the drug to the market. A company can use cloud to promote 

its product in short time. In fact, public clouds can be 

dependable in terms of availability and business continuity 

when compared to private ones. 

V.  CONCLUSION 

Public clouds have many advantages such as it offers huge 

value and assistance for businesses of variant sizes. Even 

with those hard to stick regulations, businesses can take 

advantage of public clouds such as elasticity, cost 

effectiveness, agility and so on. They have some security 

issues which have to be taken care of but by following the 

above prescribed methodologies, such as self-depending 

virtual machines and security in the VM level with 

encryption in cloud, data can be made safe.  
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