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Abstract— Network security in today’s world is an
important issue among all who share their important images
via internet. This security is possible by cryptography.
Cryptography, a word with Greek origin means “secret
writing”. Cryptography is an art of hiding data and
transforming messages or images to make them secure and
immune to attacks. Cryptography mangles the images. This
can be done by so many methods and techniques.
Cryptography offers many types of security facilities to send
data on insecure channel. Basically, this paper proposing the
techniques of cryptography of images which have been used
till and security services offered by cryptography.
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I. INTRODUCTION

Secured data transfer in real world is still a major challenge.
Nowadays, mostly data is sent through internet which means
open sharing of data through wireless channel. Therefore, it
is more threat to data that it can be leaked or moved to any
wrong user. Data confidentiality is necessary in almost all
type of communication fields like military, space
communication, etc. Images sent must be secured and it can
be done by using cryptography. Cryptography is an art of
hiding data and transforming images to make them secure
and immune to attacks. Cryptography of images is more
difficult due to high correlation between the pixels of an
image.

Cryptography is completed in two steps i.e.
encryption and decryption. Original or plain text is
converted into cipher text via encipherment or encryption.
The reverse process of converting ciphertext into plain text
is called decipherment or decryption. Encryption and
decryption is done with the help of key which is like
password[1].

Private/ Public Key

Private Key

Secret Data Received Secret

Coded/ Cipher Text Data

Encryption Technigue Decryption Technigue

Fig. 1: Basic Cryptographic Model

Il. CRYPTOGRAPHIC TECHNIQUES

There are many methods or
cryptography is done.

A. According to key used[6]:

1) Symmetric Key Cryptography:

It is also called secret/ private key cryptography in which
only one key is used for encryption and decryption both
means key is shared.

techniques by which

2) Asymmetric Key Cryptography:

It is also called public key cryptography. Two keys private
key and public keys are used for encryption and decryption.
Sender announced the encryption key in public and used
different key called private key for decryption. But
symmetric key cryptography is more used for longer
messages than asymmetric because of its efficiency.

3) Hash function:

it is also called one way encryption technique. This method
is used to preserve the integrity of message. Hash function is
an encrypted algorithm which convert original message to
compressed image called message digest and message digest
needs to kept secret.

B. According to Ciphers:
1) Traditional Ciphers[6]:
These are character oriented and having types

Substitution Ciphers: In this, one pixel value is replaced by
another different pixel value. If one pixel value is replaced
always to same value in each time of occurrence then it is
called mono pixel. If each pixel is replaced with different
pixel in each time of occurrence then it is called polypixel
cipher.

Transposition Cipher: In this, locations of pixels will be
changed but the values remain same. Reordering of pixels is
done in such a way to render the image unreadable without
knowing how to reorder the letters.

Permutation Cipher:In this type of cipher, key length has to
be chosen which is denoted as ‘n’ and permutation of
numbers 1,2......... ,n Suppose if n=4 and permutation
would be 324 1.

Plain text: myna meisasha

Cipher text: nyamiesmhsaa

In each block of 4, we place 3" plaintext character 1% in
cipher text and so on

2) Modern Ciphers[6]:

These are bit oriented and of many kinds like

XOR ciphers: this is also called one time pad. In this,
plaintext and key is xored and size of input image, key and
cipher text are all same.

Rotation Cipher: In this, bits are left or right rotated and it
can be keyed or keyless

Block Encryption: It is a method of encryption text in
which key is applied to block of data at a time rather than
one bit at a time

C. According to Existing Cryptographic Standard[5],[6]:

1) RSA(Rivest Shamir and Adleman:

It is asymmetric key algorithm so uses one private and one
public key. It chooses prime large numbers as private and
public key and calculates the ciphertext and then decipher
the code by RSA algorithim. RSA is very slow if the
message is long so suitable only for small messages.
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2) DH(Diffie Hellman):

It was designed for key exchange. In this, two parties create
a symmetric session key to exchange data without storing
the key for future use. Two parties create secret key in three
parts and first part is public and other two parts are added by
two parties secretly to complete the session key. DHA was
good algorithim but the main drawback is lack of
authentication between two parties. Due to absence of this
authentication, man in the middle attack occurs and the
message can be changed by middle attacker by changing the
key. This is known as Bucket Brigade Attack.

3) DES(Data Encryption Standard):

It is a symmetric key technique. DES is a conventional
cryptosystem means one key is used for encryption and
decryption. It is a 64 bit block cipher method which explain
that 64 bit data encrypted at a time rather than single bit. But
it was easily breakable technique for brute force attack due
to its small size. It is based on Fiestal block cipher.

4) AES(Advanced Encryption Standard):

It is an advanced technique of DES and it was designed
because DES is very small. AES encrypt the 192 and 256
bits of data at a time. AES is secure enough to protect
information means had intense security.

5) Blowfish:

Blowfish is symmetric key based block cipher algorithim
used for encryption of data. It works on 64 bit block size and
uses variable length key from 32 bits to 448 bits. Blowfish is
basically a Feistel Network means it transform any function
into permutation. Blowfish uses 16 round Feistel Network.
Each round contains a key dependent permutation and key
dependent substitution. Blowfish is suitable where key
change does not needed oftenly[1].

6) SHA(Secure Hash Algorithim):

It is used to create a message disget of any size input
message so it is only one way cryptography. It has many
types like SHAQ, SHAL, SHA2, SHAS etc. according to the
the output bits size. For example, SHAO change input
message to 160 bit message digest and SHA2 changes to
256 and 512 bits message digest with different block size
also.

D. According to Decryption of images:

1) Lossless Cryptography:

In this type of technique, when decryption is done then any
type of distortion or change in input image is not tolerable
and decrypted image is vulnerable to distortion. It preserve
each and every single detail of an image.

2) Lossy Cryptography:

In this type of encryption technique, decrypted image is
distorted in some manner and this kind of technique is used
in applications where high image details are not required.

I1l. SECURITY FACILITIES BY CRYPTOGRAPHY[7]

Cryptography has several applications in security in almost
all filed of communication. Cryptography provides many
security services or facilities including:

(1) Authentication: Authentication means
confirming to reality and therefore worthy of
trust of the claimed source means receiver
should be sure of sender’s identity.

(2) Data Confidentiality: Cryptography offer this
facility in which the data will be protected
from unauthorized user means it should only
understood to the receiver. For all other, it
should be garbage.

(3) Integrity: This service guarantees that message
is received in the same form as it is sent. There
should be no kind of change or manipulation in
data.

(4) Non Repudiation: By this facility, receiver or
sender cannot deny of receiving or sending of
messages.

(5) Access Control: This will limit the access only
to authorized user that any unauthorized
usercan’t access the sent data.

(6) Awvailability: This service should guarantees
that all services are always available when
needed.

IV. CONCLUSION

In this paper, various types of exsistingcryptographic
techniques are studied and showed there comparison in
terms of performance and security services offered by
cryptography are discussed.
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