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Abstract— Web services based on SOAP are developed with 

a common XML-based protocol. The main objective is to 

create a decentralized, distributed system for a machine 

readable document to be passed over any multiple 

connection protocols. Since SOAP doesn’t provide message 

security, other ways of securing messages are required. The 

proposed system suggests models of securities like SOAP, 

WS-Security, and their related specifications. On the whole 

in addition to this specification it also describes encoding of 

binary security tokens, based tokens framework for XML, 

the process of inclusion of opaque encrypted keys. It also 

includes extensibility mechanisms that can be used to 

further describe the characteristics of the tokens that are 

included with a message. This paper also discusses the 

advantages and disadvantages of the SOAP protocol, how it 

compares to various other distributed system protocols such 

as; CORBA, XML-RPC, and JAVA-RMI, and how SOAP 

fits into the   distributed architecture. 
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I. INTRODUCTION 

This paper presents an elaborate view of purposes of 

standard set of SOAP extensions which are used to building 

secure Web services which allows message content integrity 

along with confidentiality. This specification can be referred 

as the “WSS-Core”. For securing Web services within a 

wide variety of security models including PKI, Kerberos, 

and SSL. Specifically, this specification provides support for 

multiple security token formats, multiple trust domains, 

multiple signature formats, and multiple encryption 

technologies this specification is used at the basic level. The 

token formats and semantics are explained inside clearly. 

There are mainly three main mechanisms used 

here: 

(1) Ability to send security token as part of a message,  

(2) Message integrity, 

(3) Message confidentiality.  

These mechanisms cannot provide a complete security 

solution for Web services on their own. But, it provides a 

building lock that can be used in mixing of Web service 

extensions and higher-level application-specific protocols to 

accommodate wide technologies. Variety of security models 

and security, These mechanisms can be used independently 

in a or in a tightly coupled manner i.e. to pass a security 

token or signing and encrypting a message or part of a 

message and providing a security token or token path 

associated with the keys used for signing and encryption. 

There are many advantages of using web services, One of 

the most important tasks performed by the web services is to 

provide the integration of applications, The integration is 

again of two types one is simple form of Enterprise 

Application Integration within a company’s networks, and 

the other is a Business to Business systems between 

companies, or sometimes it maybe even a separate a 

company. Integrating more applications and resources 

allows the user to access more number of applications 

available than before. At the same time as we have increased 

the access to more number of applications the risk of 

damage to these will also increase. If organizational and 

trust boundaries have to be crossed and valuable resources 

are concerned then Security of Web Services in any 

production environment is to be  maintained properly. On 

the other hand we also know that securing the Web Services 

is a challenge because of the existing security technologies 

like packet filters and transport security cannot provide best 

security for Web Service interactions. As the Web Services 

rely on SOAP rather than HTTP(S), typical perimeter 

security mechanisms like fire walls are effectively by passed 

as soon as SOAP/HTTP messages are allowed to cross the 

domain boundary then the connection-based security 

mechanisms such as SSL are not sufficient because the 

allows only point-to-point protections for messages, but they 

cannot achieve end-to-end security in environments where 

messages traverse. Since the most widely deployed security 

measures are not sufficient in a Web Services world, new 

technologies are to be introduced. 

II. RELATED WORK 

A. Message Integrity Techniques 

The Content-Length [9] header field and the Content-MD5 

[16] header field provided by HTTP are the message 

integrity techniques. The Content-Length header field gives 

the size of the entity-body and it is used in the detecting the 

modification of HTTP pages. It is not that difficult to 

modify HTTP pages as the Content-Length header field and 

the Content-Length header field itself can be forged or 

omitted. TheContent-MD5 [16] header field is more reliable 

than the Content-Length header field as it is hard to find a 

collision for the Content-MD5 header field because the 

Content-MD5 header field cannot be modified or omitted. 

The Content-MD5 header field is an optional header field 

and not widely used due to the overhead ofMD5 

computation. We found that using the Content-MD5 header 

field is helpful for HTTP page integrity and HTTP caching 

coherence. In our approach, we have decoupled a content 

hashing and header hashing by readily adopting the Content-

MD5 header field. 

With the Content-MD5 header field, HTTPI uses 

HMAC [20] to keyed-hash HTTP header fields and HTTP 

pages cannot be modified without being detected. Web 

Tripwire [10] is an integrity mechanism to detect the 

modification of HTTP pages in web applications by 

comparing requested HTTP pages with the known good 

representations of requested HTTP pages using a tripwire 

script. The detection mechanism of Web Tripwire is limited 

to receive contents, especially only an HTML page and 
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there is no page integrity from a client to a web server. In 

addition to that, there is no message integrity about HTTP 

redirection or error messages though these redirection or 

error message are easily used by attackers to trick users. 

Web Tripwire requires more bandwidth for the known good 

representations about 17 %. HTTPI requires two more 

header fields and the size of these header fields does not 

vary depending on the size of contents, but Web Tripwire 

requires more bandwidth depending on the size of contents. 

Nevertheless, Web Tripwire is not cryptographically secure 

[11] and a false positive and a false negative can occur. On 

the other hand, HTTPI provides a complete solution for 

message integrity in HTTP pages without a false positive 

and a false negative. HTTPI provides message integrity for 

both HTTP requests and HTTP responses and for any web 

objects. In [12], the authors proposed HTTP Response 

signing, but signing requires more computation than hashing 

and it only protects HTTP responses. 

B. Analogy used 

HTTPI is similar to IPsec [14] in their design. HTTPI 

provides Message integrity and IPsec also provides integrity 

with IP Authentication Header (AH) [22]. HTTPS provides 

both integrity and confidentiality as IPsec provides oth with 

IP Encapsulation Security Payload (ESP) [23]. IPsec [24] is 

a protection mechanism for the IP layer, while HTTPI isa 

protection mechanism for the Application layer. HTTPI uses 

a bid to identify the corresponding session key for each 

session. The session id in HTTP header fields is similar to 

the Security Parameter Index (SPI) in IPsec. HTTPI uses a 

session cache similar to the security database in IPsec. Since 

HMAC is a keyed hashing Message Authentication Code 

(MAC), browsers and web servers need to share keys. Keys 

can be shared by using appropriate cryptographic protocols 

or some other methods. HTTPI uses HTTPS to share keys 

between web clients and web servers. IPsec provides two 

ways to share keys, manual configuration and Internet Key 

Exchange (IKE)[21]. Key sharing with IKE in IPsec is 

similar to that with HTTPS in HTTPI. 

C. Solutions which are useful: 

The problems from P1 to P4 in Section 1 can be solved in 

many different ways but none of them provides the security 

guarantees of Section 4 like HTTPI totally. 

 Server Impersonation use: 

There are many server impersonation attacks like Pharming 

[3, 4, 5], DNS rebinding [18], DNS cache poisoning [6], and 

ARP poisoning [49, 47]. Locked Same Origin Policy 

(LSOP) [20] can be addressed for solving Dynamic 

Pharming attacks. LSOP assumes that users accept invalid 

certificates in Dynamic Pharming attacks. If we assume that 

accepting invalid certificate is allowed then it could cause 

more problems further. More than that LSOP solutions can 

not address Dynamic Phrasing attacks when the system uses 

http. It is also vivid that solutions to defend against DNS 

misbinding such as Phrasing, DNS rebinding, and DNS 

cache poisoning cannot be used to defend against MAC 

address misbinding by ARP poisoning. Finally any one 

solution for problems in server like impersonation attacks 

cannot address another problem in the same set of problems. 

To solve the problems like server impersonation attacks 

with server authentication HTTPI can be used. 

 Modification Of Headers 

Mostly HTTP headers are attacked whereas HTTP header 

fields are proposed to defend against web attacks. The TTP 

Referrer header field can be used to mitigate CSRF attacks, 

but the HTTP Origin header field [2] is Proposed due to the 

privacy leaks by the HTTP Referrer headerfield. More 

header fields can be proposed to ensure security in the 

future, but these header fields can be modified without any 

proper header protection. HTTPI provides message integrity 

for HTTP header fields, and HTTPI can be complementary 

to many proposals for security relying on HTTP header 

fields. 

 Theft of cookies: 

Several approaches are proposed for cookie protection. 

Session Lock [1] protects users from cookie eavesdropping. 

Session Lock secures web sessions from SideJacking [15] 

using a session secret shared between a browser and a web 

server over TLS. The browser uses the session secret to 

authenticate to the web server using the HMAC of 

timestamp and the request URL in every subsequent HTTP 

request. Fu et al.[13] proposes to use a server key to protect 

cookies from being forged, but the cookies using a server 

key can be replayed until the cookies expire. HTTPI defends 

against cookie eavesdropping by the cookie verifier and 

protects cookies from being forged and replayed. If a server 

key is only used, it protects cookies from being forged, but 

does not prevent cookies from being replayed. HTTPI 

protects cookies from being replaced by using a session key. 

 Redirection of HTTP-To-HTTPS : 

The HTTP-to-HTTPS redirection problem is addressed by 

Force HTTPS [17]. If Force HTTPS cookie is sector 

configured by a user, the user is redirected to HTTPS by 

URL rewrite rules. Force- HTTPS is a complementary 

mechanism for the error processing mechanism of browsers 

for HTTPS. On the other hand, HTTPI is a complementary. 

III. PROPOSEDSECURITY SYSTEM 

The above mentioned specifications do not, mean any 

particular architectural method to implement this type of 

security technology. A better method of security provision is 

to supply application developers with correct libraries so 

that apps can be programmed for performing security 

controls. For an example, Web Service Enhancements are 

provided by Microsoft as native libraries and an extension to 

its Visual Studio .NET environment. But, this approach is a 

burden for enforcing security correctly. The application 

developers should look on the security infrastructure and 

security administrators, which requires a significant amount 

of experience from developers. An approach called library 

approach may be combined with security services provided 

by the server side run time environment. The server 

administrator can only configure security policies that can 

be enforced by any application server, this would depend on 

client applications for provision of security to information or 

credentials for the security infrastructure in a suitable 

format. In such cases, the risk is on the client side tools to 

perfectly use security libraries like in order to create or 

obtain form third party products and provide SAML 

corrections that contain authentication statements into 

outgoing messages. An application that consists of services 

deployed on multiple, heterogeneous application server 

platforms which will have to be managed individually. 

Using typical separate management infrastructure and 
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concepts for each vendor’s products. An elegant and simple 

to deploy approach which do not have these limitations, like 

an application level security gateway “SOAP security 

proxy” as an implementation approach. SOAP security 

proxies can be transparently integrated into existing Web 

Services infrastructures. They do not require changing 

existing applications. 

They can perform security checks such as XML 

schema validation and content filtering that are not possible 

at the transport level which are performed at the application 

level. In addition to it, provision of typical application layer 

security functions such as role based access control, and 

auditing are done by SOAP security proxies. These 

components can interoperate with other enterprise security 

products based on open standards such as SAML. Like 

application-level proxies for other protocols IIOP, SMTP, 

HTTP, SOAP security proxies complement rather than 

replace existing packet filters. Configuration of the Packet 

filters is very essential for allowing traffic of these proxies 

which can be trusted and are to be analysed or restricted 

according to application level policies. The potential 

advantage of using library based solutions is reduced 

administrative overhead. These are provided by application 

servers or SOAP toolkits. A central component can be 

managed as a SOAP security proxy component, so the 

gateway approach thus provides a way to simplify 

deployment and integration, and helps unify security 

management. When the number of different server-side 

platforms is large this advantage becomes more apparent. 

Application developers or clients who need security 

management or the distribution of credentials requires 

management efforts which are decentralized, but this risk 

can be decreased by using of a client side SOAP proxy. 

Such a proxy would be placed within the trust domain of the 

application clients and can insert security information such 

as SAML a proxy or digital signatures to outgoing 

messages. An example for the implementation of the 

gateway approach which is said above, this entire section 

presents Teradyne’s Web Services Domain Boundary 

Controller. Figure 1 illustrates the architecture of the same. 

There are mainly three components of The Web Services 

DBC, they are deployed typically in separate parts of 

network. The component of proxy is the actual security 

enforcement mechanism and located in the demilitarized 

zone i.e., DMZ, so that it can be directly accessible from the 

Internet. 

There are mainly two main security functions which are 

performed by the proxy they are authentication of messages 

and authorization which can also be called access control. In 

addition to this, the proxy also verifies XML digital 

signatures which are present in message headers in order to 

validate the message integrity, and this can also perform 

XML schema validation to ensure that message content is 

unaltered. This feature is used to differentiate application-

level attacks, such as SQL injection [1].Finally, the 

notifications for security-critical events for auditing 

purposes are sent out by the proxy, and can create SAML 

corrections that are included with outgoing messages. To 

perform security decisions, the policy server is consulted by 

the proxy for policy information. Since the proxy is a 

performance based critical component, Xtradyne’s 

implementation realizes the proxy as a highly optimized 

native C++ implementation for high throughput rather than 

as a Java servlet that runs embedded in a Web server. The 

security policy server is used to hold the security policies 

and to configure the proxy component. The most important 

and sensitive aspect in the security architecture is, if a 

hacker can hack and alter the policy server and reconfigure 

the proxy or manipulate the policies then we cannot provide 

security for the resources protected by the proxy. It is hence 

suggested to deploy it in a more restricted network domain 

rather than exposing the security server in the DMZ. User, 

group, and role information as well as access and audit 

policies are stored in either flat files on the policy server, or 

in a remote LDAP repository. The security policy server 

answers policy requests from the proxy and receives event 

notifications for auditing. The administration console which 

is a Java implementation which provides admins with a 

convenient and powerful user interface for managing the 

security.  

It will display all the configuration and policy 

information and shows the event notifications. The Generic 

User Interface also supports the convenient use of Web 

Services through the import of WSDL descriptions. 

For the services imported in this way,a template 

security policy from the WSDL descript now those console 

is refined by administrators. Instead of using the original 

service address we will use the description of WSDL which 

is modified during the import to contain the proxy address, 

so that client obtain the WSDL for a secure service from the 

proxy will automatically receive the “proxified” addressing 

information. The administration console relies on a secure 

CORBA transport (IIOP over SSL) to communicate with the 

security policy server. The security server uses the same 

transport to talk to the WS-DBC proxy. 

IV. IMPLEMENTATION AND EXPERIMENTAL RESULTS 

The implementation is able to query real-time stock quotes 

from Yahoo. Website applying SOAP services on two 

different programming platforms (ASP in Microsoft 

Windows, and JSP in Java Virtual Machine) are financed. 

The system requirements, installation and setup procedure 

are also mentioned in the following .The following are used 

in this experiment: a. MS Windows 2000 Professional 

platform. b. MS IIS5.0 c. Apache SOAP server d. A website 

which affords SOAP (components) services (Yahoo! 

Finance service is used here). 

<form method=post> 

<p><dd>Ticker Symbols: 

<input type=text name=ticker value="IBM INTC MSFT 

ORCL 

SUNW" size=35> 

<input type=submit value=" Get Data "> 

</form> 

<Br> 

<% 

If Request("REQUEST_METHOD") = "POST" Then 

Setwebform= Server.Create Object 

("IPWorksASP.WebForm") 

Webform.AddForm Var "s", Request.Form ("ticker") 

webform.AddFormVar "e", ".csv" 

webform.AddFormVar "f", "sl1d1t1c1ohgv" 

webform.Encoding = 2 'Query String 

webform.SubmitTo "http://quote.yahoo.com/d/quotes.csv" 
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Rows = Split (webform.TransferredData, Char (10)) 

%> 

         At runtime, the application must also be installed in to 

the Server or SOAP class paths. The classes must be visible 

to the SOAP Web app so it is necessary to either add the 

application jar to the server’s class path (how to do this is 

specific to each application server so follow the instructions 

provided by the server) or add the application jar to the 

SOAP Web application by adding the Jar to the soap/WEB-

INF/lib directory or adding the classes to the soap/WEB-

INF/classes directory 

<!--#include file="include.inc" --> 

<% Title "Use SOAP to get Exchange Rate", "SOAP" %> 

<% 

DimSTRValue 

If Request("REQUEST_METHOD") = "POST" Then 

Set soap = Server.CreateObject ("IPWorksASP.SOAP") 

soap.AddParam "country1", Request.Form ("country1") 

soap.AddParam "country2", Request.Form ("country2") 

soap.MethodURI = "urn: xmethods-CurrencyExchange" 

soap.Method = "getRate" 

soap.URL = "http://services.xmethods.net/soap" 

soap.SendRequest 

StrValue = soap.ReturnValue * Request.Form ("exchange") 

Set soap = Nothing 

End If 

%> 

V. CONCLUSION 

This paper summarized the security challenges posed by 

Web Services and described a number of important 

emerging standards in field. We discussed the architectural 

advantages of gateway-based implementations of security 

services and presented a yahoo financial service example to 

prove the feasibility of the approach. By observing and 

analysing the types of attacks such as server impersonation, 

message modification, cookie theft and cookie injection, we 

have found that these categories of attacks are related to 

integrity rather than confidentiality. To counter these types 

of threats, we have designed a protocol for secure web, 

HTTPI. By doing so, we have decoupled HTTP headers and 

contents for hashing and support the caching mechanism of 

HTTP. 
Thus, HTTPI is scalable like HTTP. We have 

shown that theContent-MD5 header field is useful for 

caching and security. The Content-MD5 header field is an 

optional header field and not widely used by many websites. 

We claim that any website reluctant to adopt the Content-

MD5 header field should rethink that the computational 

power to compute the Content-MD5 header field is not 

wasted. Rather, it can be played with a bigger reward in 

terms of caching and security. We have used realistic 

replicas of websites such as Face book for social 

networking, the Yahoo Finance service for administration, 

and Amazon for online shopping for our experiment and 

have shown that HTTPI outperforms HTTPS in terms of 

throughput, and CPU time. We have shown less than 10 

%performance degradation compared to HTTP. 
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