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Abstract— Openness is a key criterion of protection 

algorithms and protocols which enable them to be subjected 

to scrutiny by independent security experts. The alternative 

“methodology” of hidden proprietary algorithms and 

protocols has frequently concluded in useful breaks, e.g. of 

the MIFARE Oyster cards for area transport or the Keelson 

remote control systems. Open evaluation is public for 

finished requests of security ,e.g. the NIST competitions for 

selection of the Elevated Encryption Standard (AES) and the 

Safeguard Hash Algorithm 3 (SHA-3). Now a days an rising 

number of embedded protection requests apply the principle 

of open evaluation as well. A present example is the 

specification of an open protection protocol stack for car 

immobilizer requests by Atmel, that has been gave at 

ESCAR 2010. This stack is primarily intended to be utilized 

in conjunction alongside automotive transponder chips of 

this producer, but might in principle be used on each 

suitable type of transponder chip. In this paper we examine 

the protection of this protocol stack. We were able to 

uncover a number of possible security vulnerabilities, for 

that we counsel fixes. 
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I. INTRODUCTION 

Securing arrangements across secrecy of the encompassed 

algorithms and protocols is not always successful. Often, 

after the features of the algorithm have been disclosed 

through assorted channels, useful aggressions swiftly come 

to be probable, e.g. on the MIFARE Oyster card for the 

London transport arrangement [6] or the KeeLoq algorithm 

utilized in remote manipulation arrangements [7]. In 

difference, subjection of cryptographic methods to area 

scrutiny is a extensively consented method of preventing 

such breaks across deployment. Prominent examples of this 

strategy are the Advanced Encryption Average (AES) 

contest [11] and the Safeguard HashAlgorithm-3 (SHA-3) 

contest [12]. In this paper we examine the protection of a car 

immobilizer protocol stack that is enabled by its openness. 

A car immobilizer is a arrangement that needs the 

attendance of a protection token(often in the form of a key 

fob) to permit a car to run. If this token is not present, the 

car’s Engine Domination Constituent (ECU) interrupts key 

constituents like the combustion, the starter motor route, or 

the gas pump. The contact amid car and key fob is normally 

completed via RFID, whereas the car is tied alongside an 

RFID reader and the key fob encompasses an RFID tag. As 

preceding models utilized a static code in the key fob, 

present immobilizers use whichever rolling codes or 

cryptography to stop duplication of the key fob. Contact 

amid car and key fob involves the use of a protocol stack 

that defines construction sizes, data formats, error detection, 

data makeovers, etc. An open protection protocol stack for 

car immobilizer requests has been presented in [8]. It is 

generally aimed for use alongside specific automotive 

transponder chips. According to [8], the stack consists of a 

physical layer, a logical layer, a protocol layer, and the AES 

crypto layer. The physical layer deals with modulation 

kinds, data encoding, and bit timing. The logical layer 

defines the functional deeds of the reader and the 

transponder and includes communication link controls, 

controls configuration, setup of useful dependencies and 

error resolution. The protocol layer allocates data 

constructions and buffers for reading and writing. It 

implements the user order interface, authentication, and key 

learning (i.e. changing cryptographic keys beforehand and 

afterward deployment). The AES crypto layer controls the 

data authentication results  Both physical and AES crypto 

layer are by now industry standards. The logical and 

protocol layer, which are normally proprietary, are made 

open. This way the specification of these layers is obtainable 

for examination and modification. The protocol stack 

implements a number of commands to be delivered by the 

reader to the key fob. In most cases, the car featuring the 

immobilizer functionality deeds as reader but the reader can 

additionally be a software design device used by the car 

producer or distributor. The contact amid reader and key fob 

uses the LF group at 125 kHz. In this group, the normal 

elucidate range is normally extremely manipulated 

(commonly a insufficient centimeters), but there are readers 

available that can spread it to up to one meter [3, 5] and 

therefore permitting for attacks in close proximity of the key 

fob. The order set out in the protocol stack’s specification 

[1] encompasses eleven commands. They contain reading of 

the key fob’s exceptional ID (UID) and error rank, initiation 

of authentication, setting of the utilized hidden keys, 

initiation and departing of the so-called enhanced mode (for 

RF contact ran by the battery), an appeal to recap the last 

reply, reading and including of user memory as well as 

setting recollection admission protection to precise 

recollection sections. Authentication can be configured to be 

unilateral (only key fob authenticates itself to the reader) or 

bilateral (both key fob and reader authenticate themselves to 

every single other). If bilateral authentication is configured, 

a little commands like reading and including user  

recollection can merely be gave after there has been a 

previous prosperous authentication. 

II. TRACKING 

The protocol stack includes the “Read UID” command to 

retrieve the 32-bit UID from the key fob. There is no 

security mechanism in place which would require 

authentication by the reader. Therefore, any reader can 

request the UID and the key fob can be potentially tracked 

via a number of readers installed at various places. Tracking 

could be prevented if the UID is not returned in clear text, 

but dependent on a shared secret and a nonce. A simple 

example is to use the existing AES encryption E with one of 
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the pre-shared keys K in a tweak able block cipher 

construction The consequence of EK will vary alongside the 

nonce and the UID will be protected even when the nonce is 

revealed. Thus, even nevertheless the key fob can be yet 

queried by each reader, the consequence cannot be utilized 

each extra to trail it. There are two options for the benefits 

returned by the key fob reliant on the actual useful 

requirements. If the finished consequence of E is returned 

along side with the nonce, the reader can decrypt it and 

appear at the early UID. Thus, the maximum functionality of 

the early “Read UID” order is retained. This come sat the 

worth of a moderately elevated contact overhead as the key 

fob needs to dispatch the 128-bit cipher text EKK and the 

nonce. The computational overhead would vitally be the 

creation of the nonce and two AES encryptions on the key 

fob side and two AES decryptions on the reader side. 

Alternatively, the reader might yet check for a specific UID 

if merely a part of the consequence of E were returned 

alongside the nonce. This might be functional if the reader 

needs the “Read UID” order completely to check for a 

specific UID. We denote this new order as “Check UID” and 

its functionality is shown in Figure 2. It’s supremacy is a 

shorter reply and a larger reply period of the key fob 

contrasted to the enhanced “Read UID” command. K By 

fluctuating the size of the nonce and the serving of E to be 

checked (M-bit Resp M), the protection and contact 

overhead can be balanced. For example, employing a 32-bit 

serving of EKK for checking, a comparable strength 

opposing accidentally matching UIDs should be gave as in 

the early protocol stack with 32-bit UIDs. The contact 

overhead should encompass of the supplementary bits of the 

nonce and the computational overhead should be the 

creation of the nonce for the key fob and two supplementary 

AES encryptions for key fob and reader each. The encrypted 

UID (E(UID)) might additionally be pre-computed and 

stored that would reduce the computational overhead by one 

AES encryption for every single side. K In both cases, the 

key fob have to be able to produce nonce. This might 

require a key fob alongside somewhat higher skills as set out 

in the protocol stack specification. Creation of nonce is 

additionally needed by the countermeasure to the attack 

delineated in Serving 5. 

III.          DENIAL-OF-SERVICE ATTACKS 

The protocol stack includes commands for including new 

cryptographic keys to the key fob that replaces the aged 

keys utilized for authentication. There are two different 

modes for acting this: In open mode, a “Learn Hidden 

Key1” or “Learn Secret Key2” can be delivered by each 

reader in order to set new keys. In secure mode, an 

encrypted key is dispatched by the reader mechanism, 

decrypted by the key fob and the consequence is set as new 

key as shown in Figure 3. The key utilized for encrypting 

the new key is the so-called Default Hidden Key that is 

factory set. Overwriting keys in open mode is trivial, as the 

malicious reader merely hast o dispatch the according order 

to set the keys to those of her choice. Though, even in 

safeguard mode it is rob able to overwrite keys nevertheless 

the worth of the new keys stays hidden to the attacker. This 

is probable because the safeguard key learn command 

merely uses the encrypted key but no integrity check for it. 

Therefore, an attacker can dispatch a random worth as 

encrypted key and the key fob will set the decrypted worth 

as new key. Thus, in both open and safeguard mode, keys 

can be overwritten lacking the need of knowing a public 

secret. After this has been completed, the key fob will no 

longer work alongside the car. If the key fob is queried in 

intervals as the car is in gesture, it could even be probable to 

power the immobilizer to halt the car by overwriting the 

keys. The open mode is vulnerable opposing this attack each 

design. To defend against the attack in safeguard mode, a 

memo authentication program (MAC) should be 

encompassed alongside the encrypted key and the key ought 

to merely be overwritten when the MAC is verified 

successfully. This entails contact overhead for transmission 

of the MAC from the reader to the key fob and 

computational overhead of MAC creation in the reader and 

MAC verification in the key fob. 

IV. RELAY ATTACK ALONGSIDE GENUINE KEY FOB 

Another kind of attack tricks the car into thinking that the 

key fob is in its immediate vicinity after it is truly placed 

more away. Such relay attack shave been recognized as 

main as 1976 [2] and have been usefully demonstrated, e.g. 

in [4] for the EMV chip and PIN setting. In the present 

setting, this attack relays memos amid the genuine key fob 

and the car across a transparent reader (close to the genuine 

key fob) related to a transparent key fob (closet the car) as 

shown in Figure 4. Such an attack should need two 

cooperating attackers, one carrying the transparent reader 

close to the genuine key fob and the supplementary 

obtaining entry to the car and carrying the transparent key 

fob close to the car’s reader.  

V. REPLAY ATTACK ON AUTHENTICATION 

An exceptional property of the bilateral authentication 

protocol in the immobilizer stack is that the key fob is not 

needed to produce nonce. Instead, the encrypted nonce from 

the reader is “reused” as the trial from the key fob. As this 

makes the construction of the key fob simpler, it 

additionally way the commands from the reader can be 

recorded and replayed at an afterward period to accomplish 

authentication. Thus an attacker can pretend to be an 

authenticated reader, that gives her admission to elevated 

commands like ”Read User Memory” and ”Write User 

Memory”. A protection opposing this attack is to have the 

key fob produce the challenges for the reader. Lacking a 

trial from the key fob, the replay of the reader command will 

lead to a prosperous authentication of the reader. 

VI. SPOOFING ATTACK ON RECOLLECTION ADMISSION 

PROTECTION 

The protocol stack permits the reader to lock the EEPROM 

servings AP1 to AP3via a “Write Recollection Admission 

protection” command. This order is accepted by the key fob 

lacking prior authentication. Reliant on the actual use of 

these EEPROM servings, an attacker might impair the 

functionality of the key fob by locking them alongside a 

spoofed command. 

VII. CONCLUSIONS 

In this paper we have identified a number of possible 

protection vulnerabilities in an open car immobilizer stack. 
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The vulnerabilities contain pursuing of key fobs, denial-of-

service aggressions to portray key fobs unusable, 

accomplished key fob authentication despite nonexistence of 

the key fob (relay attack), accomplished reader 

authentication via a replay attack, and a poof attack to lock 

out EEPROM servings of the key fob. For every single of 

the identified vulnerabilities we counsel countermeasures. 

This proves the outstanding worth of the openness of the 

protocol stack to area review. Some of our counseled 

countermeasures can be requested rather facilely while 

others need enhanced functionalities from the reader and/or 

the key fob. Acknowledgements. The scrutiny delineated in 

this paper has been supported by EPSRC grant 

EP/H001689/1. The data in these document reflects only the 

author’s sights is endowed as is, and no promise or warranty 

is given that the data is fit for each particular purpose. The 

user thereof uses their formation at its merely chance and 

liability. 

  

 


