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Abstract— In multi-hop wireless networks (MWNs), the 

mobile nodes usually act as router store lay other nodes 

„packets to enable new applications and enhance network 

performance and deployment. However, selfish nodes may 

not cooperate and make use of the cooperative nodes to 

relay their packets, which has a negative effect on network 

fairness, security, and performance. Incentive systems 

implement micropayment in the network to stimulate the 

selfish nodes to cooperate. However, micropayment 

schemes have originally been proposed for Web-based 

applications; therefore, a practical incentive system should 

consider the differences between Web-based applications 

and cooperation stimulation. In this pa- per, first, these 

differences are investigated, and a payment model is 

developed for the efficient implementation of micropayment 

in MWNs. Second, based on the developed payment model, 

an incentive system is proposed to stimulate the nodes‟ 

cooperation in MWNs. 
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I. INTRODUCTION 

THE INTEREST in multihop wireless networks (MWNs), 

such as the mobile ad hoc network, the vehicular ad hoc 

network, the multihop cellular network, and the wireless 

mesh network, has significantly been increasing. In these 

networks, the traffic originating from a node is usually 

relayed through other nodes to the destination. Multihop 

relaying can extend the communication range using limited 

transmit power, improve area spectral efficiency, and 

enhance the network throughput and capacity . Moreover, 

these networks can be deployed more readily and at low 

deployment cost in developing or rural areas. However, due 

to involving autonomous nodes in packet relay, the routing 

process suffers from new security challenges that endanger 

the practical implementation of MWNs. Most existing 

routing protocols assume that the nodes of MWN are willing 

to relay other nodes‟ packets. This assumption is reasonable 

in disaster recovery and military applications because the 

nodes belong to a single authority and pursue a common 

goal, but it may not hold for civilian applications, where the 

nodes are autonomous and aim to maximize their welfare. 

Although proper network operation requires the nodes to 

collaborate, collaboration consumes their valuable 

resources, such as energy and computing power, which 

stimulates the nodes to behave selfishly. Therefore, in 

civilian applications, selfish nodes are not voluntarily 

interested in cooperation with- out sufficient incentive and 

make use of the cooperative nodes to relay their packets, 

which has a negative effect on network fairness, 

performance, and security. The fairness issue arises when 

selfish nodes take advantage of the cooperative nodes 

without any contribution to the network. 

Network and Communication Models The 

considered MWN includes AC, mobile nodes, and base 

stations in some types of MWNs. The AC stores and 

manages the nodes‟ credit accounts and generates 

private/public key pair and certificate with unique identity 

for each node to participate in the network. Once the AC 

receives a receipt (proof of payment), it updates the relevant 

nodes‟ accounts and identifies and revokes the misbehaving 

nodes. An on-demand routing protocol, such as dynamic 

source routing and ad hoc on-demand distance vector 

(AODV) , is implemented to establish an end-to-end 

communication session between the source and the 

destination nodes. The source node‟s packets may be 

relayed in several hops by the intermediate nodes to the 

destination. The network nodes can contact with the AC at 

least once during a time interval, which can be in the range 

of a few days. This connection can occur via base stations, 

Wi-Fi hotspots, or wired networks (e.g., Internet). During 

this connection, a network node renews or revokes its 

certificate, submits the payment receipts, and purchases 

credits by real money. Threat and Trust Models Since the 

mobile nodes are autonomous, we assume that an attacker 

has full control on his mobile node, and thus, he can change 

its operation and infer the cryptographic data. Attackers can 

work individually or collude with each other under the 

control of one attacker to launch sophisticated attacks. 

Attackers are rational in the sense that they misbehave when 

they can achieve more benefits than behaving honestly. 

Specifically, attackers attempt to steal credits, pay less, and 

communicate freely. The base stations and the mobile nodes 

are probable attackers because they are motivated to 

misbehave to increase their welfare. 

 
Fig. 1: Basic Structure of Multi-Hop network 

II. RECEIPT SUBMISSION PHASE 

For each session, one receipt containing the 

payment data for all the intermediate nodes can be 

composed. It can be seen that a session receipt contains two 

main parts: Descriptor and Evidence. The Descriptor 

contains the payment data, i.e., the identities of the payers 

and the payees, the messages‟ number, and the session TS. 

The Evidence is a security token that prevents payment 

repudiation and manipulation and thus ensures that the 

receipt is non deniable, non modifiable, and non forgeable. 

The Evidence consists of hashing the session payment proof. 

Attaching the hash of the payment proof instead of the 

payment proof can reduce the receipt‟s size significantly. 



A Practical Incentive System for Multihop Wireless Networks 

 (IJSRD/Vol. 2/Issue 05/2014/134) 

 

 All rights reserved by www.ijsrd.com 524 

For Free Calling (or Riding) attacks, the attackers attempt to 

communicate freely. Two colluding intermediate nodes on a 

legitimate session may manipulate the session packets to 

add their data. If the intermediate nodes cannot verify the 

payment data, then the source node may transmit packets 

with invalid payment data. Internal and external attackers 

may record valid packets and replay them in a different 

place and/or time, claiming that they are fresh to establish 

sessions under the names of others. For Message and 

Payment Repudiation attacks, the attacker attempts to deny 

initiating a session or the payment in order to not pay. To 

thwart these attacks, the communicating nodes‟ signatures 

can prevent the denial and the manipulation of the messages 

and the payment. 

Particularly, a rational node can exhibit one of the 

following actions. 

(1) To increase their rewards with consuming low 

resources, a node may compose the receipt but does 

not forward the message, or a group of colluding 

nodes may forward only the receipt instead of the 

message because submit- ting a receipt to the AC is 

sufficient to earn credits. In our payment model, 

the nodes are motivated to relay the messages 

because they are rewarded only when the 

destination node acknowledges receiving the 

messages.  

(2) The destination node receives a message, but it 

does not send ACK in order to not pay. To prevent 

this, both the source and the destination nodes are 

charged for undelivered messages. 

(3) The A-submitter colludes with the communicating 

nodes and claims that a message does not reach the 

destination node to increase their welfare. In our 

payment model, the communicating nodes are 

charged for undelivered messages. 

III. SIMULATION SETUP 

MATLAB is used to simulate MWN by randomly deploying 

35 mobile nodes with 125-m transmission range in a square 

cell of 1000 m × 1000 m. The constant bit rate traffic source 

is implemented in each node as an application layer, and the 

source and destination pairs are chosen randomly. To 

emulate node mobility, we adopt the modified random 

waypoint model. Specifically, a node travels toward a 

random destination uniformly selected within the network 

field; upon reaching the destination, it pauses for some time, 

and the process repeats itself afterward. A node‟s speed is 

uniformly distributed from the range [0, 3] m/s, and the 

pause time is 20 s. We simulate the AODV routing protocol 

over an ideal and contention-free channel, i.e., all the nodes 

within transmission range receive packet transmission 

correctly. The TS, node‟s identity (IDi), and message 

number (C) are 5, 4, and 2 B, respectively. The simulation 

results are averaged over 400 runs. MATLAB issued instead 

of network simulator such as NS2 because the intention is to 

compare the receipts‟ overhead of our incentive system with 

the existing systems. The effect of the un-simulated models, 

such as non ideal channel, channel contention, node buffer, 

etc., should be the same on all the systems. For DSC, fewer 

receipts may be generated with the increase of S because a 

receipt can contain payment data for more packets. The 

increase of S from 11 to 22 can halve the receipts‟ number, 

but the increase from 22 to 33 reduces the receipts‟ number 

less because the routes are broken before releasing all the 

elements in the hash chain. When a route is broken, the 

unused hash values of the hash chain should not be used for 

other routes to secure the payment. Moreover, it is difficult 

to compute an optimal value for S due to the difficulty of 

estimating the number of transmitted packets before the 

route is broken. Consequently, to reduce the receipts‟ 

number in DSC, each node has to compute and store a large 

number of long hash chains. In other words, DSC can 

reduce the ACK packets‟ processing overhead by replacing 

the destination‟s signatures with hashing operations but at 

the expense of increasing the receipts‟ size and number. 

Certainly, more receipts are generated by considering the 

effect of the non ideal channel, but our incentive system still 

generates fewer receipts compared with the existing systems 

because the non ideal channel has a similar effect on all the 

systems. 

IV. CONCLUSION 

In this paper, we have proposed an incentive system to 

stimulate the nodes‟ cooperation in MWNs Reducing the 

overhead of the payment receipts is necessary for the 

practical implementation of an incentive system due to the 

high frequency of low-value transactions. Therefore, one 

fixed-size receipt is generated per session, regardless of the 

packets‟ number. Attaching the hash of the signatures 

instead of the signatures can reduce the receipt size 

significantly, and the receipt-aggregation technique has been 

used to generate a smaller size receipt for multiple sessions. 
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