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Abstract— Mobile Ad Hoc Networks (MANET) are 

autonomous and decentralized wireless systems. MANETs 

consist of mobile nodes that are free in moving in and out in 

the network. The main classes of routing protocols are 

Proactive, Reactive and Hybrid.[1]  A Reactive (on-demand) 

routing strategy is a popular routing category for wireless ad 

hoc routing. In  black  hole  attack,  a  malicious  node  

sends the route reply message(RREQ) to the source node in 

order to advertise  itself  for  having  the  shortest  path  to  

the destination  node. we propose a new route maintenance 

algorithm to avoid black hole attacks. We propose this 

algorithm based on AODV (Ad-hoc On-demand Distance 

Vector routing protocol). 
Key words: AODV, throughput,  ad-hoc network, MANET, 
Routing. 

I. INTRODUCTION 

Wireless ad-hoc network can be classified by several 

categories like Mobile ad-hoc network, Vehicular ad-hoc 

network and wireless sensor network. MANET often suffer 

from security attacks because of the its features like open 

medium, changing its topology dynamically, lack of central 

monitoring and management, cooperative algorithms and no 

clear defense mechanism. These factors have changed the 

battle field situation for the MANET against the security 

threats. MANETs must have a secure way for transmission 

and communication and this is quite challenging and vital 

issue as there is increasing threats of attack on the Mobile 

Network.[11] MANET  has  dynamic  topology where  

devices  or  nodes  in  the  network can  change  their  

position  or  disappear from  the  network  rapidly.  One  of  

the challenges faced by nodes in a MANET is  limited  

resources  such  as  battery lifetime  and  also  the  security  

of its routing  protocol.  

 
Fig. 1: Mobile Ad-hoc Network 

Routing protocols in MANETs are classified into 

three different categories according to their functionality 1. 

Reactive protocols 2. Proactive protocols 3. Hybrid 

protocols . Reactive protocols also known as on demand 

driven reactive protocols. The fact they are known as 

reactive protocols is, they do not initiate route discovery by 

themselves, until they are requested, when a source node 

request to find a route.[5] These protocols setup routes when 

demanded. Example of this type includes Dynamic Source 

Routing (DSR) and Ad Hoc On-Demand Distance Vector 

(AODV). Another type of MANET routing protocols. 

Proactive routing protocols works the other way around as 

compared to reactive routing protocols. These protocols 

maintain constantly updated topology of the network. 

Hybrid protocols exploit the strengths of both reactive and 

proactive protocols, and combine them together to get better 

results. Example of this type includes Zone Routing 

Protocol (ZRP). 

II. RELATED TO WORK 

A. AODV ROUTING PROTOCOL 

 In  this  paper  we have tried to  focus  on  Ad  hoc  On 

demand  Distance  Vector  (AODV) protocol which is one 

of the reactive ad hoc routing protocols in MANET. One  of  

the  strengths  of  AODV  is  its capability  to  adapt  

smoothly  in  a dynamic network  environment  like 

MANET  because  of  its  low control message overhead. 

AODV allows mobile  nodes  to  obtain  routes  quickly  for  

new destinations,  and  does  not  require  nodes  to  

maintain routes  to  destinations  that  are  not  in  active  

communication.[4,5] There are three types of 

control messages for route discovery and maintenance 

which are described below. 1. Route Request Message 

RREQ: Source node that needs to communicate with 

another node in the network transmits RREQ message. 

AODV floods RREQ message, using expanding ring 

technique. 2. Route Reply Message RREP: A node having 

a requested identity or any intermediate node that has a 

route to the requested node generates a route reply RREP 

message back to the originator node.3. Route Error 

Message RERR: Every node in the network keeps 

monitoring the link status to its neighbor’s nodes during 

active routes. When the node detects a link crack in an 

active route, Route error (RERR) message is generated by 

the node in order to notify other nodes that the link is 

down[6,7].  

1) Route Discovery Mechanism in AODV 

When a node “A” wants to initiate transmission with another 

node “G”, it will generate a route request message (RREQ). 

This message is propagated through a limited flooding to 

other nodes[10]. This control message is forward to the 

neighbors, and those node forward the control message to 

their neighbors’ nodes. This process of goes on until it finds 

a node that has a fresh enough route to the destination or 

destination node is located. Once the destination node is 

located or an intermediate node with enough fresh routes is 

located, they generate control message route reply message 

(RREP) to the source node.[2] 

When RREP reaches the source node, a route is 

established between the source node “A” and destination 
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node “G”. Once the route is establish node “A” and “G” can 

communicate with each other. The following diagram show 

exchange of control messages between source node and 

destination node.[3,4] 

 
Fig. 2: AODV Route Discovery 

When there is a link down or a link between 

destinations is broken that causes one or more than one links 

unreachable from the source node or neighbors nodes, the 

RERR message is sent to the source node. When RREQ 

message is broadcasted for locating destination node i.e. 

from node “A” to the neighbors nodes, at node “E” the link 

is broken between “E” and “G”, so a route error RERR 

message is generated at node “E” and transmitted to the 

source node informing the source node a route error. The 

scheme is shown in the Figure below. 

 
Fig. 3: Route Error Message in AODV 

B. Black hole attack in MANET 
Two types of black hole attack can be described in AODV 

in order to distinguish the kind of black hole attack.  

1) Internal Black hole attack  

This type of black hole attack has an internal malicious node 

which fits in between the routes of given source and 

destination.[1,2] As soon as it gets the chance this malicious 

node make itself an active data route element. At this stage 

it is now capable of conducting attack with the start of data 

transmission. This is an internal attack because node itself 

belongs to the data route. Internal attack is more vulnerable 

to defend against because of difficulty in detecting the 

internal misbehaving node. 

2) External Black hole attack  

External attacks physically stay outside of the network and 

deny access to network traffic or creating congestion in 

network or by disrupting the entire network. External attack 

can become a kind of internal attack when it take control of 

internal malicious node and control it to attack other nodes 

in MANET. External black hole attack can be summarized 

in following points [8,9] 

(1) Malicious node detects the active route and notes 

the destination address. [8] 

(2) Malicious node sends a route reply packet (RREP) 

including the destination address field spoofed to 

an unknown destination address. Hop count value 

is set to lowest values and the sequence number is 

set to the highest value.[8,9]  

(3) Malicious node send RREP to the nearest available 

node which belongs to the active route. This can 

also be send directly to the data source node if 

route is available.  

(4) The RREP received by the nearest available node 

to the malicious node will relayed via the 

established inverse route to the data of source node.  

(5) The new information received in the route reply 

will allow the source node to update its routing 

table.  

(6) New route selected by source node for selecting 

data. 

(7) The malicious node will drop now all the data to 

which it belong in the route.[8,9] 

 
Fig. 5: Black hole attack specification 

In AODV black hole attack the malicious node “A” 

first detect the active route in between the sender “E” and 

destination node “D”. The malicious node “A” then send the 

RREP which contains the spoofed destination address 

including small hop count and large sequence number than 

normal to node “C”. This node “C” forwards this RREP to 

the sender node “E”. Now this route is used by the sender to 

send the data and in this way data will arrive at the 

malicious node. These data will then be dropped. In this way 

sender and destination node will be in no position any more 

to communicate in state of black hole attack. 

C. Simulation of AODV in Black hole attacks 
Simulation is one of  the  important  technologies  in  

today’s technological life time.  The simulation in computer 

can model hypothetical and real-life objects on a computer 

so that it can be studied.[9] The simulation is done  using  

Network  Simulator  2  to  analyze  the performance  of  the  

network  by  varying  the  nodes mobility.  The Main 

features  used  to  calculate  the performance are given 

below.[10] 

Packet  Delivery  Ratio:  The  ratio  between  the number  

of  packets  generated  by  the  “application layer”  CBR  

sources  and  the  number  of  packets received by the CBR 

sink at the final destination. [8,12] 

Average  End-to-End  Delay:  This  is  the  average delay 

between the sending of the data packet by the CBR  source  

and  its  receipt  at  the  corresponding CBR  receiver.  This  

includes  all  the  delays  caused during route  acquisition, 

buffering and processing at intermediate  nodes,  

retransmission  delays  at  the MAC layer, etc. It is 

measured in milliseconds.[7]  

Simulator Ns-2(version 2.32) 

Simulation Time 500 (s) 

Number of Mobile 10, 15,20,25,30 
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Nodes 

Topology 750 * 750 (m) 

Routing Protocol AODV 

Traffic Constant Bit Rate (CBR 

Pause Time 10 (m/s) 

Max Speed 20 (m/s) 

Table -1 Simulation Parameter 

Here, we assume that the black hole attack enter 

after the attacking node received RREQ for the destination 

node that it is going to impersonate. We also  assume  that  

the  communication  started  from  a source  node  to  a  

destination  node  and  the  node numbers  of  the  source  

node,  destination  node  and attacking node are 3, 4 and 8, 

respectively, as shown in Figure 5 (for 10 nodes). We have 

carried out the simulation by considering the different 

number of nodes 10, 15, 20, 25, and 30. 

 
Fig. 6: Node Description 

From  Figure  7,  we  can  see  that  when  the 

number  of  connection  is  4,  the  more  Dst  Seq  is 

increased  in  black hole  attack  the  more  packet delivery 

ratio will decreased. However, when the number of 

connections  increases,  the  packet  ratio  increases even  

when  black hole  attack  entered.  This  is main reason for  

the  destination node’s  Dst  Seq  tends  to  be higher than 

the attacker’s Dst Seq, since attacker set the  Dst  Seq  based  

on  the  Dst  Seq  contained  in RREQ  coming  from  the  

source  node.  We  can  see that the more the attacker 

increases the Dst Seq, the delivery rate of packers  is 

become lower. 

 
Fig.7: Packet Delivery ratio 

D. Result and Discussion 
 

Figure 7 shows the packet delivery ratio of AODV protocol 

without presence of black hole attack and in the presence of 

black hole attack. In AODV the packet delivery ratio is 

reduced up to 80%. From this it is clear that when the 

malicious node is present in the network, it reduce the 

packet delivery ratio. 

E. Conclusion 
Black hole  attack  is  one  of  the  most important  security  

problems  in  MANET.  It  is  an attack  that  a  malicious  

node  impersonates  a destination  node  by  sending RREP  

to  a source  node  that  initiates  route  discovery,  and 

consequently  divert  data  traffic  from  the  source node. In 

this paper, we have analyzed the effect of black hole attack 

on AODV protocol. The result shows significant 

degradation in performance of ad hoc on demand vector 

routing protocol (AODV) under black hole attack 
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