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Abstract— Speech being a unique characteristic of an 

individual is widely used in speaker verification and speaker 

identification tasks in applications such as authentication 

and surveillance respectively. The proposal presents 

framework for privacy- preserving speaker verification and 

speaker identification systems, where the system is able to 

perform the necessary operations without being able to 

observe the speech input provided by the user. In a speech-

based authentication setting, this privacy constraint protect 

against an adversary who can break into the system and use 

the speech models to impersonate legitimate users. In 

surveillance applications, we require the system to first 

identify if the speech recording belongs to a suspect while 

preserving the privacy constraints. This prevents the system 

from listening in on conversations of innocent individuals. 

In this project the privacy criteria for the speaker 

verification and speaker identification problems is 

formalized and Gaussian mixture model-based protocols is 

constructed. 
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I. INTRODUCTION 

As speech is unique characteristics of an individual, a 

person‟s voice and manner of speaking are his/her biometric 

signatures. This property allows s to classify speech samples 

by their speakers using probabilistic representation such as 

Gaussian Mixture models (GMMs), and forms the 

underlying principle of speaker verification and speaker 

identification tasks. Speech verification uses speech 

recognition to verify the correctness of the pronounced 

speech. Speech verification doesn‟t try to decode unknown 

speech from a huge search space, but instead, knowing the 

expected speech to be pronounced, it attempts to verify the 

correctness of the utterance pronunciation, cadence, pitch, 

and stress. Pronunciation Assessment is the main application 

of this technology which is sometimes called computer-

aided pronunciation teaching. In speaker verification, a 

person based on speech input is authenticated. Speaker 

recognition is the identification of the person who is 

speaking by characteristics of their voices, also called voice 

recognition. In speaker identification the objective is to 

identify the which, if any, of given set of speakers produced 

a given speech sample. 

In order to perform authentication, the speaker 

verification system needs to store the speech patterns of all 

the enrolled users. Speaker identification finds the 

application in audio surveillance applications. The audio 

based surveillance can be in form of wiretapping, where a 

security agency, e.g., police, listens in on telephone 

conversations or the audio captured by the hidden 

microphones in the public areas. Although listening in on 

personal conversation either over the telephone or from 

physical sources is an effective surveillance method to 

identify the credible security threats, this directly infringes 

on the privacy of the innocent individuals who may not be 

intended targets of the surveillance. To prevent this, the 

agency would first need to perform the speaker 

identification to determine if the speech input belongs to a 

speaker who is supposed to be under surveillance. In order 

to perform speaker identification using a conventional setup, 

the agency would need complete access to speech input. 

II. FUNDAMENTALS OF THE PROJECT 

A. Speaker Verification using GMMs 

In speaker verification task, authenticating an individual 

based on the characteristics of his/her speech is attempted. 

The speech samples by the sequence of Mel-frequency 

cepstrum augmented by difference and double differences, 

i.e., a recording consists of a sequence of feature vectors is 

parameterized. In the enrollment phase, each user as to 

submit a set of speech samples. A person‟s speech 

characterized by a Gaussian Mixture Model (GMM). The 

GMM has the following form: 

 
Where             is the      multivariate Gaussian 

distribution with mean    and covariance  . These 

parameters are from the expectation minimization (EM) 

algorithm. 

Although the speaker model can be potentially 

learnt from the enrollment samples for the speaker, learning 

the GMM for the imposter class is less obvious as an 

imposter could potentially be from a very large set of 

speakers. The generic speaker is represented by a universal 

background model (UBM)    that is trained on a large set of 

speakers. In the verification phase, given a test sample x, it 

is checked if it is likely to be uttered by the enrolled speaker 

or by an imposter. Then the probabilities of x using the 

speaker models    and the (UBM)    is computed. The 

verification using the following likelihood ratio test with 

respect to a pre-calibrated threshold    is performed. 

 

B. Model Adaptation 

In practice, the speaker models obtained from maximum a 

posterior (MAP) adaption with the UBM empirically 

outperform the models directly on the enrollment data. The 

MAP adaption procedure consists of sample estimate of the 

speaker‟s parameters, followed bu interpolation with the 

UBM. Given set of enrollment samples        , first the 
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a posterior probabilities of the individual Gaussian in the 

UBM is computed. For the mixture component of the UBM, 

   |     
  

         
     

  

   
         

     
   

  (2) 

Similar to the M-step of EM, the a posteriori probabilities to 

compute new weights, mean, and second parameters is used 

as 

 
Finally, the parameters of the adapted model from 

the convex combination of the above parameters and the 

UBM parameters are obtained as follows, 

 
The adaption coefficients control the amount of 

contribution of the enrollment data relative to the UBM 

C. Speaker Identification Using GMMs 

Speaker identification can be considered to be generalized 

of speaker verification task to the case of multiple speakers. 

Consider the setting there is already a set of speakers, and 

given a test speech sample, we are interested in assigning it 

to one of the speakers. In open-set speaker identification, 

consider a default or none of the above case in which the 

speech sample does not correspond to any of the speaker. 

Similar to speaker verification, the speakers are represented 

by {  ,….  } and the default case by the UBM   . The 

spaeker models either by learning a GMM directly from the 

speech dta for that speaker or by adapting the UBM to the 

training data for individual speakers. In the identification 

step, individually the probabilities of the speaker models 

with respect to the given test speech sample x is computed. 

The speaker corresponds to the model having the highest 

probebility is chosen. 

D. Homomarphic Encryption 

Homomarphic encryption scheme allow for oprations to be 

performed directly on encrypted data (cipher text) without 

requiring knowledge f their unencypted data (plain text). If 

the homomarphic encryption scheme is asymmetric, i.e., 

provides public and private keys, the party with private key 

“Alice” can encrypt its input and transfer it to the party with 

the public key “Bob”, who can perform necessary oprations 

on the encrypted data alone. The operations on encrypted 

data protect privacy as Bob cannot decrypt and observe the 

input provided by Alice. This property is the foundation of 

our privacy preserving mechanisms. A cryptosystem in 

which we can perform any operations on the plaintext by 

performing operations on corresponding cipher text is called 

a fully homomarphic cryptosystem (FHE). Although the 

construction satisfies the necessary properties for FHE, it is 

found to be computationally inefficient to be used in 

practice. There are well-established efficient partially 

homomarphic encryption schemes that allow a few 

operations to be performed on plaintext by performing 

operations on cipher text, e.g., unpadded RSA is 

multiplicatively homomarphic, ElGanal and Pailler are 

additively homomrphic. In our project we are using RSA as 

homomarphic encryption algorithm.    

III. BLOCK DIAGRAM OF THE PROJECT 

The process of speaker identification and verification is 

mainly divided into two phases. During the first phase 

enrollment, speech samples are collected from the speakers, 

and they are used train their models. The collection of 

enrolled model is also called speaker database. In second 

phase identification or verification phase, a test sample from 

an unknown speaker is compared against the speaker 

database. Both the phases include the same first step, feature 

extraction, which is used to extract speaker dependent 

characters from speech. The main purpose of this step is to 

reduce the amount of test data while retaining the speaker 

discriminative information. After feature extraction the 

features are encrypted using public key cryptosystem and 

these are modeled and stored in the database to protect from 

an adversary who can break the system. This process is 

represented in the figure 1. 

User‟s speech samples 

 
Fig 1: Enrolment phase 

In identification or verification step, the extracted 

features are compared against the models stored in the 

speaker database. Based on these comparisons the final 

decision about the speaker identity is made. This process is 

represented in figure 2. 

 
Fig 2: Identification or Verification phase 

However, these two phases are closely related. For 

instance, identification algorithm usually depends on the 

modeling algorithm used in the enrollment phase. This 

thesis mostly concentrates on the algorithms in the 

identification phase and their optimization. 

The main steps involved in the both enrollment and 

identification phase are given below: 

(1) Feature Extraction. 

(2) Public key Cryptosystems. 
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(3) Feature matching 

A. Feature Extraction 

In our project we are using Gaussian Mixture models for 

feature extraction. The steps involved in the feature 

extraction are given below: 

(1) First speech signal is read using the audio read 

function and converted into the digitized format. 

(2) The digitized speech vector can be resized to 20000 

samples. 

(3) The resized vector can be divided into 20 blocks, 

each block consisting of a 1000 values. 

(4) Each block is applied to gm distribution function 

for feature extraction. The GMM function is given 

by, 

 
Where             is the      multivariate Gaussian 

distribution with mean    and covariance   . These 

parameters are from the expectation minimization (EM) 

algorithm. 

(5) After performing the gm distribution the sample 

which is having maximum probability can be 

chosen by using maximum a posterior algorithm 

for each block of speech. 

(6) And finally the entire feature vector is stored. 

B. Public key Cryptosystem 

Public key Cryptography is also known as asymmetric 

cryptography, is a class of cryptographic algorithms which 

require two separate keys, one of which is secrete (or 

private) and one of which is public. Although different, the 

two parts of the key pair are mathematically linked.  

 The public key is used to encrypt plaintext or to 

verify digital signature; whereas the private key is used to 

decrypt the ciphertext or to create a digital signature. The 

term “asymmetric” stems from the use of different keys to 

perform these opposite functions, each the inverse of the 

other – as contrasted with conventional (“symmetric”) 

cryptography which relies on the same key to perform both. 

C. Feature Matching 

Matching (Euclidian Distance) in mathematics, the 

Euclidian distance or Euclidian metric is the “ordinary” 

distance between two points that one would measure with a 

ruler, and is given by the Pythagorean formula. By using 

formula as distance, Euclidian space (or even any inner 

product space) becomes a metric space. The associated norm 

is called The Euclidean norm. Older literature refers to the 

metric as Pythagorean metric. The Euclidean distance 

between points p and q is the length of the line segment 

connecting them (pq). In cartesian coordinates, if 

p = (p1, p2,..., pn) and q = (q1, q2,..., qn) are two points in 

Euclidian n-space, then the distance from p to q is given by: 

 

The position of a point in a Euclidean n-space is a 

Euclidean vector. So, p and q are Euclidean vectors, starting 

from the origin of the space, and their tips indicate two 

points. The Euclidean norm, or Euclidean length, or 

magnitude of a vector measures the length of the vector: 

 

IV. RESULTS 

A. Results of the Enrolment Phase 

In enrollment phase after extracting feature vectors they are 

stored in the database. Database is as shown in the table 

below. It contains the speaker name in the first line and in 

second line it contains the address of the feature vector of 

the respective speaker. 

No Name Address of feature vector 

1 Akilesh1 .\database.xlsx\Feature\akileh1.fe 

2 Basav1 .\database.xlsx\Feature\basava1.fe 

3 Chandu1 .\database.xlsx\Feature\chandu1.fe 

4 Chetan1 .\database.xlsx\Feature\chetan1.fe 

5 Harish1 .\database.xlsx\Feature\harish1.fe 

6 Madhu1 .\database.xlsx\Feature\madhu1.fe 

7 Shiva1 .\database.xlsx\Feature\shiva1.fe 

8 Sujan1 .\database.xlsx\Feature\sujan1.fe 

9 Venu1 .\database.xlsx\Feature\venu1.fe 

10 Vishwa1 .\database.xlsx\Feature\vishwa1.fe 

Table 1 :Database of Enrolled Speakers 

For example let us consider a speaker „harisha1‟ 

his speech signal and the feature vectors and the encrypted 

feature vector plots are as shown below in figure 3. 

 
Fig. 3: Input speech, feature vector and encrypted feature 

vector plots. 

B. Results of the verification and identification (Testing) 

In testing phase we will take the speech sample and we find 

its feature vector. And encrypt the feature vector and sends 

to the system. The system performs the necessary matching 
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algorithm to identify the actual speaker of the speech. The 

system compares the test feature with the features stored in 

the database and finds the distance between the feature 

vectors. Which speaker is having the minimum distance is 

the actual speaker of the speech. System then displays the 

speaker name. 

 For eg: Consider the test speaker „harish2‟, this 

speaker features are compared with the database and display 

the output as „harish1‟, which is the actual speaker of the 

speech.   

The figure 4 below gives the Graphical user 

Interface of the verification and identification results. Here it 

contains the test speech sample, its feature vector and the 

encrypted feature vector. 

 
Fig 4: GUI of the verification and identification result 

C. Accuracy of the GMM algorithm 

The accuracy calculation for the GMM algorithm is given 

below in the table. Here there are 10 speakers in the 

database out of that we are identifying 8 speakers. That is 

the accuracy of the GMM algorithm is equal to 80%. 

Enrolled speaker Tested speaker Identification 

Akilesh1 Akilesh2 Yes 

Basav1 Basav2 Yes 

Chandu1 Chandu2 Yes 

Chetan1 Chetan2 Yes 

Harish1 Harish2 Yes 

Madhu1 Madhu2 Yes 

Shiva1 Shiva2 No 

Sujan1 Sujan2 Yes 

Venu1 Venu2 No 

Vishwa1 Vishwa2 Yes 

Table 2: GMM Accuracy calculation 

V. CONCLUSION 

In this article we developed the privacy-preserving protocol 

for GMM-based algorithm for speaker verification using 

homomorphic cryptosystems such as RSA encryption.  The 

system observes only encrypted speech data, and hence, 

cannot obtain information about the user‟s speech.  

 

 We also developed a framework for privacy 

preserving speaker identification using GMM and 

cryptosystem such as RSA.  In this model, the server is able 

to identify which of the speaker‟s best correspond to the 

speech input provided by the client without being able to 

observe the input. 

From this work we can conclude that in speaker 

identification process matching between test vectors and 

speaker models is the most time consuming part. Using 

GMM algorithm we indentified 80 percent of the speakers 

from their speech samples. I.e. the accuracy of the GMM 

algorithm is 80%. We can improve the accuracy of this 

algorithm by taking some measures at the time of recording 

of the speech samples without any external noises. Also we 

can get still more accurate results by optimizing some 

factors. 
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