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Abstract— Cloud computing is the most useful technology 

which is meets the day to day improvement in IT Industries. 

The cost computing is reduced, and it meets the rising 

flexibility and scalability for computer processes. In past 

few years, cloud computing has been the fastest growing 

technology of the IT industry. Many organizations have 

expressed their concern about security issues that are to be 

implemented on cloud computing. Most complicated issue 

in cloud computing is „Security‟. Some enterprises look at 

cloud computing cagily due to its security risks. Therefore, 

some issues happen in the cloud storage as all the data is 

stored in a remote system. This paper summarizes about the 

reliability, availability, security issues of cloud like RAS 

issues, and proposes viable and available solutions.  
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I. INTRODUCTION 

Cloud computing is a network-based computing process 

which focuses on sharing computations process and 

resources. Actually, a cloud is an Internet-based service and 

it tries to maskup the complexity for the clients. Cloud 

computing means both services over the Internet as 

hardware and the service over the software in the 

datacenters. Cloud providers usevirtualization technologies 

which meet the abilities for computing resources through 

network based systems. In cloud computing environment, 

there are several kinds of virtual machines which are hosted 

together on the same physical server as infrastructure. Users 

of cloud only pay for what they use as resources for storage 

or infrastructure. There three types of cloud: Public, Private, 

and Hybrid clouds. 

A. Public cloud: 

It is the regular model in which providers makes several 

resources for the users, such as applications and storage 

infrastructure which is available to the public. Most of the 

Public cloud services are free. 

B. Private Cloud:  

It refers to computing services which are available for 

business use.This private cloud is not available for ordinary 

people. Private clouds are the marketing clouds for an 

architecture that provides services to the particular group of 

people who are at the other end of firewall. 

C. Hybrid cloud: 

It is an environment of computation technique in which a 

company provides and has controls over some resources 

internally and has some of the other computation technique 

for the public use. Sometimes thecombinations of private 

and public clouds are known as Hybrid cloud.  

There are three major types of service in the cloud 

environment:  

D. Software as a Service (SaaS): 

Is a software distribution model in which applications are 

hosted by a vendor or service provider and made available 

to customers over a network, typically the Internet.  

E. Infrastructure as a Service (IaaS): 

Is a provision model in which an organization outsources the 

equipment used to support operations, including storage, 

hardware, servers and networking components.  

F. Platform as a Service (PaaS): 

is a way to rent hardware, operating systems, storage and 

network capacity over the Internet. The service delivery 

model allows the customer to rent virtualized servers and 

associated services for running existing applications or 

developing and testing new ones. 

 
In cloud, for every proposed technology, there are some 

issues which involved with it. One such issue is RAS factor. 

For high performance of cloud computing, cloud provider 

should meet several features to make sure the improvement 

of RAS parameters of its service such as: 

 Resource availability management. 

 Access over control management. 

 Vulnerability and problem maintenance. 

 Monitoring over access of cloud system. 

II. SECURITY POLICIES 

In Cloud technology there are a set of important policy 

issues. These include issues such as security, privacy, 

reliability, liability, anonymity, telecommunications 

capacity, and government surveillanceand others. The most 

important of these all is security and how the cloud provider 

assures security. In generally, Cloud computing has several 

userswho use cloud for different motive. 

There are about seven security issues which cloud 

usersshould advert as mentioned 

 User access privilege: Sensitive data should be 

processed externalto the enterprise. It brings an 

inherent level of risk because the services bypass 

the physical, logical and personnel controls. 

 Regulatory compliance:Users are eventually 

responsible for the security and integrity of their 

own data stored. Even when it is stored by a service 
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provider remotely. Some service providers provide 

external audits and security certifications.  

 Location of data: When users use their cloud, they 

won't know exactly where their data has been 

stored or hosted. Distributed data storage is a usual 

way of cloud providers that cause lack of controls. 

 Segregation of data: Data in the cloud is usually 

in a shared environment along data from other 

customers. Encryption and decryption technique is 

a classic method to ensure security issues. But this 

couldn't ensure or provide a perfect solution for 

security 

 Recovery of data: If there is any technical 

problem in cloud, what willhappen to users' data 

which is stored? Can cloud provider restore the 

data completely? Moreover clients don't 

getpermission or access to the third-party 

companies to control theirdata. This issue can 

cause an impasse in security of cloud. 

 Investigative support: Cloud services are tricky to 

investigate, because taking down of data for 

numerous users may be co-located. This may also 

be stretch across an ever-changing setof data 

centers. 

 Long-term feasibility:In an ideal world cloud 

computing provider will never get acquired by a 

larger company with new policies. But the clients 

must be sure that their data will remain even after 

such an event. 

III. RAS ISSUES 

Use of Cloud results applications and data which moves 

under third-party or remote control. The cloud services 

deliver model which create clouds as a virtual parameter as 

well as a security model with responsibilities which are 

shared between the user and the cloud service supplier. This 

shared model will bring innovative security challenges to 

the organization's and IT operations staffs. 

A. Leakage of data 

Inherently, when we move to a cloud there are two changes 

for customer's data. First, the data will be store in remote 

machine other than the customer's local machine. Second, 

the data is moved from single-tenant environment to a multi-

tenant environment. This change can give raise to an 

important concern that is called as data leakage. Because of 

this, Data leakage has become one of the organizational 

risks from security point of view. 

These days, mitigating such problem there has been 

involved in the use of data leakage prevention (DLP) 

applications to guard sensitive data. If the data is stored in a 

public cloud because of the nature of it, using these DLP 

products is worthless to protect the confidentiality of that 

data in all of these types of cloud services. Naturally, in 

SaaS and PaaS the discovery of client's data with DLP is not 

possible except when the providers put thecapability of it to 

its service. Nevertheless, it is possible of embedding DLP 

agents into virtual machines. 

In private clouds, users have direct management it 

is not a policy issue where the DLP agents can deploy it in 

the connection with SaaS, PaaS, or IaaS services. 

B. Security issues of Cloud 

Innately, Internet is the communication infrastructure for the 

cloud providers that usefamiliar TCP/IP protocols which 

users IP addresses to recognize them through the Internet. 

Similar to the physical computer in the Internet these have 

an IP address, a virtual machine in the Internet has an IP 

address. Malicious user, whether internal or external, like 

anofficial user can locate this IP addresses. In this case, 

malicious customer can find out which physical servers the 

casualty is using then by implanting a malicious virtual 

system at that place to initiate an attack. Because of all the 

users who use the similar virtual machine as an 

infrastructure, if hackers steal a virtual machine, he will be 

capable to access all the users‟ data. Therefore, the hacker 

copy their data into his local machine or system before 

cloud provider detect the virtual machine is in 

unmanageable then the hacker with analysis the data can be 

find important data later. 

IV. CLOUD ATTACKS 

At the present time, there are numerous attacks which take 

place in the IT world. Mostly, as the cloud gives services to 

legal users it can also service to users that have malicious 

purposes. A hacker can use a cloud for malicious application 

to achieve this object which can be a DDoS attacks against 

the cloud itself or arranging another user in the cloud 

environment. Consider an example, suppose an attacker 

knows that his victim is using classic cloud provider, now 

attacker by the way of same cloud provider can draft an 

attack against his victim. This situation is related to this 

situation that both attacker and victim are in similar network 

but through this difference that they use virtual machines as 

an alternative of physical network. 

 

A. DDoS attacks against Cloud 

Distributed Denial of Service (DDoS) attacks naturally 

focus high capacity of IP packets at particular network entry 

elementsregularly any type of hardware that operates on a 

Blacklist model is rapidly overrun and will turn into out of- 

service condition. In this cloud computing where 

infrastructure is being shared by a large number of clients 

and users, DDoS attacks makes them to have the possible of 

having much better impact on that against single tenanted 

architectures. If a cloud does not have a plenty of resource 
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to provide the services to its clients then this may cause 

unwanted DDoS attacks. 

A way out for this event is a long-established 

solution that is to increase the number of such critical 

resources available. But the serious problem occurs when a 

malicious user intentionally does a DDoS attacks using bot-

net.  

A large amount network countermeasure cannot 

guardit against DDoS attacks as they cannot prevent the 

torrent of traffic and typically cannot differentiate good 

traffic from bad traffic. Intrusion Prevention Systems (IPS) 

are successful if the attacks are recognizedand have pre-

existing signature but are incompetent if there is an 

justifiablecontented with bad intention. Unfortunately, 

similar to this IPS solutions, firewalls are vulnerable and 

unproductive against DDoS attacks because invader can 

easily bypass firewalls and also IPSs ever since they are 

intended to conveyjustifiable traffic and attacks to generate 

so much traffic from so many discrete hosts that a server, or 

for cloud its Internet connection, cannot handle the traffic. 

B. Cloud against DDoS attacks 

DDoS attacks are one of the powerful threats existing in 

world, particularly when launched from a botnet with 

enormous numbers of zombie machines. When a DDoS 

attack is executed, it sends a heavy overflow of packets to a 

Web server from several sources. In this condition, the cloud 

is a part of the solution. It‟sexciting to consider that websites 

experience DDoS attacks which have restriction in server 

resources. This can take several advantage of using cloud 

that provides more sources to tolerate such attacks. Other 

hand, cloud technology offers a benefit to be elasticity, with 

the capacity to supply resources almost immediately as 

necessary to avoid the site shutdown. 

V. SOLUTIONS FOR SECURITY PROBLEMS AGAINST CLOUD 

There are quite a few traditional solutions to mitigate 

security troubles that exist in the Internet environment of 

cloud, as a cloud infrastructure, but the nature of cloud 

causes a few security problems that they especially exist in 

cloud. In the other hand, there is also usual countermeasure 

against the popular Internet security troubles that it may be 

working in cloud but some of them must be enhanced or 

altered to work effectively in it. 

A. Access Control 

The mechanisms are tools to make sureendorsed user can 

access and to prevent illegal access over the information 

systems. Therefore, proper procedures should be in position 

to control the allotment of access rights to the information 

systems and services. These mechanisms should cover up all 

the processes in the lifecycle of user access, fromprimary 

registration of new users to the ending de-registration of 

users who no longer needthe access to information systems 

and services. Unique attention should be given, where 

suitable, to the need to control the allotment of privileged 

admission rights, which allows the users to override system. 

There are six control statementsthat should be 

considered to ensure proper access of Control management: 

(1) Control access over information. 

(2) Access rights management. 

(3) Persuade good access practices. 

(4) Control access over network services. 

(5) Control access over operating systems. 

(6) Control access over applications and systems 

B. Countermeasure and response 

On the whole, one of the most important viewpoints in cloud 

security,is similar to other IT fields, is getting problems and 

vulnerabilities which exist in cloud other thanthat the most 

important isfinding them and applying appropriate response 

against all problems that it finds.To achieve 

scalability,efficiency,and flexibility usage of available 

resources, cloud providers must face foremost challenges in 

the area if flexibility and workload analysis and prototypes 

lie in these analysis and adaptation component. 

1) Partition 

To permit workloads to scale across many computingnodes, 

it is significant to divide thedata‟s into partition that 

maximize transaction and query performance. The most 

importantidea to achieve it is to minimize the probability 

that a given operation has to access multiple nodes to 

compute the corresponding answer. 

2) Migration 

One of the key requirements of the cloud is the ability to be 

flexible and elastic in nature. In the perspective of a cloud 

service, flexibilitymeans to dedicate resources where they 

are most required. 

VI. CONCLUSION: 

Without a doubt, Cloud computing helps IT organizations 

usea variety of techniques to optimize and look after 

application performance in a commercial manner. Cloud 

applications are based on network appliance software, with 

its operating system, running on a virtual machine in a 

virtualized background. A virtual appliance relieve a little of 

the notable organization issues in enterprises because most 

of the software updates, maintenance, configuration and 

other management tasks that they are done by cloud supplier 

which responsible for them. But this reminiscent way for 

decentralized application and access allthe time and 

everywhere to data, occasion and introduce latest set of 

challenges and security troubles that must be consider 

before transfer of data to a cloud environment. In addition 

just because the software runs in a Virtual machine does not 

mean that it can perform well in cloud environment 

essentially. Thereupon, in cloud there are risks and unknown 

costs in organizing cloud compliance. The key to victorious 

cloud computing initiatives is to achievestability between 

the business profit and the veiled potential risks which can 

impact efficiency. 

Cloud supplierfrequently have several powerful 

servers and resources in order to provide suitable services 

for their customers but cloud is at risk similar to other 

Internet related technology. In the other way, they are also at 

the risk of attacks such as influential DDoS attacks similar 

other Internet related technology. As a solution, cloud 

suppliers can add extra resource to protect themselves from 

such attacks but unfortunately there is no protection against 

a powerful DDoS attack which has good sapience. 

The issues which are discussed in this paper are the 

main reasons that cause many enterprises which have a 

plane to migrate to cloud have a preference using cloud for 

less sensitive data and store essentialdata in their own local 

systems. 
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Ultimately, at the same time as Cloud computing is 

an appropriate and interesting technology that introduce in 

the IT organization, it doesn't mean that all business IT 

needs to go to cloud. In addition, as a result, movingto cloud 

computing requiresconsidering several parameters and most 

important of them is security. 
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