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Abstract— The need for security has been increasing day by 

day. Various algorithms for encryption and decryption have 

been proposed, but all are having some problem with them. 

So our objective is to propose high effective AES core 

hardware architecture for implementing a module to 

encrypt/decrypt the data that apply to FPGA platforms 

effectively in the terms of speed, scale size and power 

consumption. 

Recently, much research has been conducted for 

security of data transactions on embedded platforms. In this 

we describe a 32-bit architecture developed for Rijndael 

algorithm to accelerate execution on 32-bits platforms with 

reduced memory. A very low-cost implementation of around 

700 occupied Slices is obtained under 347.515 MHz 

frequency. Verilog  implementation of the proposal of the 

AES optimized algorithm is presented. A simulation 

campaign has been carried out, in order to evaluate time 

performances. We report the results of the AES optimized 

algorithm only in the case of a key size of 128 bits. 

Key words: AES, encryption , decryption , Rijndael block 

cipher, FPGA. 

I. INTRODUCTION 

The AES algorithm [1] was selected in 2000 by the US 

National Institute of Standards and Technologies (NIST) as 

a replacement to the Data Encryption Standard (DES) 

cryptographic algorithm [2]. It is based on Rijndael 

algorithm which is a symmetric-key algorithm that 

processes fixed data of 128-bit blocks. The AES algorithm 

is suited for an efficient implementation on a wide range of 

processors. It can be used as encryption standard in 

embedded systems and especially the smart cards. 

 The important feature of recent research is the 

continuous alternation between theoretical investigation and 

practical implementation in hardware platform. Actually, 

embedded devices market is searching for 32-bits 

microprocessors as the new leading technology: LEON2 

processor [15], Leon3 processor [17], ARM SecurCore 

SC300, SC100 [16], ST32 [6].These processors deliver 

unprecedented feature-rich 32-bit performances in terms of 

cost, area and power, compared with 8/16-bit ones.  

 There are many implementations of the AES 

reported in literature; some of them use Field Programmable 

Gate Arrays (FPGA), or Application Specific Integrated 

Circuits (ASIC) while others use smart card. According to 

the performance needed; the designs are divided into two 

categories. The first category aims at high-speed AES 

encryption cores and high throughput, while requiring a 

reasonable amount of resources[3,4]. The second category 

involves only ultra rapid implementations and demanding an 

extremely small area[5]. 

The main objective of the proposed  work is to 

design a compact and low power consuming AES module to 

fit into 32-bit embedded platforms. In this we aim to attain 

the greatest possible performances with a small area , since 

in embedded environment memory and a silicon space are 

limited resources. In addition, I describe a 32-bit 

architecture developed for Rijndael algorithm to accelerate 

execution on 32-bit platforms using the FPGA device 

Xc6vcx75t-2-ff484. This involves designing low area 

consuming architecture for each of AES steps, Synthesizing 

and Optimizing this design using Xilinx tool sets and also 

power analysis for the same using Xilinx power analysis 

tools. 

 This paper is organized as follows. In Section 2, we 

provide the basic structure of the Rijndael algorithm. 

Section 3 describes our proposed 32-bit approach to the 

algorithm. Simulation results and comparison with other 

reference implementations are discussed in section 4. 

Conclusions are summarized in the last part . 

II. DESCRIPTION OF THE AES ALGORITHM 

The basic information unit for treatment in the AES 

algorithm is a series of eight bits processes considered as a 

single unit. The bit series corresponding to the input, the 

output and the cipher key are processed as arrays of bytes; 

called State. The State array consists of four columns of 

bytes, and every column contains 4 bytes. A full description 

of the AES is detailed in FIPS 197 [1] 

The AES algorithm is a symmetric-key algorithm, 

meaning the same key used for both encrypting and 

decrypting the data. AES is based on a design principle 

known as a substitution permutation network, and is fast in 

both software and hardware. Unlike its predecessor DES, 

AES does not use Feistel network . AES is a variant of 

Rijndael which has a fixed block size of 128 bits, and a key 

size of 128, 192 or 256 bits. By contrast , the Rijndael 

specification  is specified with block and key sizes that may 

be any multiple of 32 bits, both with a minimum of 128 and 

a maximum of 256 bits.   

 The AES algorithm operates in rounds and support 

three different key lengths, 128, 192, and 256 bits; the 

standard will consider only 128-bit as legal block length. 

The number of these rounds is chosen depending on the key 

size. In fact, for a key length equal to 128, 192 or 265 the 

number of rounds is equal to 10, 12 and 14, respectively. 

A. AES Encryption 

In AES encryption algorithm each round , a data block is 

transformed by a sequence of operations: 

 Substitute Bytes: It replaces each byte of the 16 

bytes of data block using the S-box lookup table 

value of that byte. The contents of an S-box is the 

multiplicative inverse in Galois Field GF(  ), 
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followed by an affine transformation. In this 

design, we use a look-up table as shown in Table 1. 

 Shift Rows: Obtains a new data block by cyclically 

shifting the block rows. The row i are shifted left 

circular by i-1 bytes , where            
 MixColumns: Transform each column of the state 

array by multiplying it with a constant GF 

polynomial. It operates on the state column by 

column, Treating each column as a four term 

polynomial. The constant are considered as 

polynomials over GF(  ) and multiplied      

with a fixed polynomial c(x) given by: 

 ( )  *  +   *  +   *  +  *  +. 
 AddRoundKey: The key schedule of the current 

round is added to data block by using a simple X-

OR operation. 

 

B. AES Decryption 

The AES decryption basically traverses the encryption 

algorithm in the opposite direction. It starts by executing an 

inverse AddRoundKey between cipher text with modified 

key (generated in the last iteration of the encryption process) 

from Key expansion. After this step, the AES decryption 

repeats the inverse Shift Rows, inverse Substitute Bytes, 

inverse AddRoundKey and inverse MixColumn steps nine 

times. At the last iteration, it does an inverse Shift Rows, 

inverse Substitute Bytes and AddRoundKey to generate the 

original data no inverse MixColumns operation is 

performed. 

The basic modules consisting of AES Decryption are :- 

 AddRoundKey: AddRoundKey is its own inverse 

function because the XOR function is its inverse. 

The round keys have to be selected in reverse 

order.  

 Inverse Shift Rows: Its exactly functions the same 

as Shift Rows, only in the opposite direction. The 

first row is not shifted, while the second , third and 

fourth rows are shifted right by one, two and three 

bytes respectively. 

 Inverse Substitute Bytes transformation: It is 

done using a once-pre-calculated substitution table 

called S-box. That InvS-box table contains 256 

numbers and their corresponding values. InvS-Box 

is presented in Table 2. 

 Inverse MixColumns: In this the polynomials of 

degree less than 4 over GF(  ), which coefficients 

are the elements in the columns of the state, are 

multiplied modulo (    ) by a fixed polynomial 

 ( )  *  +   *  +   *  +  *  +, 
where{0B}, {0D}, {09} and {0E} denote 

hexadecimal values. 

 
Table 2. InvS-Box Table. 

The Fig 1 shows both encryption and decryption algorithm 

together 

 
Fig. 1: AES Encryption and Decryption together 

III. PROPOSED 32- BITS ARCHITECTURE 

In this section, our objective is to define appropriate 

architecture of the AES algorithm to accelerate execution on 

32-bit microprocessors with memory constraints, such as 

those available in the smart cards. 

 The 32-bit processors and the ALU architectures 

are based on registers, address buses, and data buses of 32 

bits. Also the memory addresses and the data units are at 

that size. On the other hand, each operation of AES maps a 

128-bit input state into a 128-bit output state. 

 In order to optimize the size of our AES hardware 

design, The 128-bit data (4 × 4 bytes) block is divided into 

four 32-bit blocks, and is processed at one column or at one 

row through the 32-bit data bus. However, the ShiftRow 

function requires the accessibility of all the 128 bits data 

before it can start. In this case, four registers (32 bit) are 

needed. The SubBytes transformation is an 8-bit operation. 

As shown, in Fig. 2 there are in total 4 S-boxes in our 

proposed design so it can support 4 SubBytes 

simultaneously. 
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Fig. 2:  Proposed 32-bit AES Encryption 

A. DESIGN CHOICES FOR AES 

Different parameters can be used for the selection of an 

appropriate architecture; like throughput, power 

consumption, area and resistance to side channel attacks. 

This selection has a significant impact on system 

performance. There are different techniques for 

implementing AES algorithm. The pipelined architecture is 

the fastest in terms of throughput and the largest of basic 

structures; in fact, it contains all the rounds    as separate 

components with registers in between. This detail makes it 

unattractive for embedded system. However, the iterated 

architecture consists of a round component; it is loaded by 

its own output until the necessary number of rounds had 

been performed. As a result, it leads to the smallest 

implementation. hence, we choose the basic synchronous 

iterative architecture in our implementation . fig 2 presents 

the system architecture of our implementation. 

As seen , the design of the 32-bit AES processor includes 

the following components: 

 The Input and Output interfaces: As well as many 

internal communication data paths is 32-bits in 

width. It is used to hold the 128-bit plaintexts bits 

before being treated and to memorize cipher texts 

until processing the total 128-bits. 

 Key Expander, is used to calculate a set of round 

keys or sub keys. For 128-bit plain text usually ten 

subkeys will be generated. 

 AES Round, used to encrypt or decrypt input state 

of data. It consists of four operations as shown in 

fig 2. 

IV. SIMULATION RESULTS 

The design has been coded by Verilog HDL. All the results 

are synthesized and simulated basing on the Xilinx ISE 14.6, 

the ModelSim-  Virtex6 and Xc6vcx75t-2-ff484 device. 

 The results of simulating the encryption and 

decryption algorithm from the ModelSim simulator are 

shown in Fig 3 and Fig 4. 

 
Fig. 3: Simulation result of AES encryption algorithm 

 
Fig. 4: Simulation result of AES decryption algorithm 

The Table 3 shows the comparison of  our implementation 

with the recent work reported  in literature. 

Reference 
[9] 

xc5VLX50 

Proposed 

AES-32bit 

Xc6vcx75t 

Encryption 

Proposed 

AES-32bit 

Xc6vcx75t 

Decryption 

Data path 128 32 32 

Max 

Frequency(MHz) 
242.153 347.515 347.515 

Number of 

occupied slices 
1745 702 1935 

Number of Slice 

LUTs 
5256 2053 5062 

Throughput 

(Mbps) 
3090 44475.330 39788.622 

Power (mw) 90 35.14 98.76 

Table 3 : Performance comparison Results. 

As it is shown in the table 3 the maximum frequency is 

better in my implementation as compared with other . Our 

proposed architecture has less Slice LUTs and also it 

consumes less power . In decryption it consumes more area 

as compare with encryption this is because we will store all 

the 10 round keys before it is used. 

V. CONCLUSION 

This paper reports the implementation results of the AES 

algorithm on Xilinx Virtex FPGA device xc6vcx75t-2-

ff484. A 32- bit architecture implementation of the AES 

crypto module is addressed. 
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 The AES-32 core presents a maximum frequency 

with 347.515 MHz . The AES encryption occupies 702 

slices of the occupied slices which is 6% of the utilization 

with  the throughput of 44475.330 Mbps. The Decryption 

occupies 1935 slices of the occupied slices which is 16% of 

the utilization with the throughput of 39788.62 Mbps. 

 The proposed 32-bit architecture of the AES 

encryption occupies a reasonable amount of resources in 

terms of slices. From the obtained performances , can 

conclude that our proposed 32-bit AES architecture is 

suitable to be used in  embedded systems. 
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