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Abstract— An adhoc network is a network which does on 

rely on existing infrastructure such as Routers or access 

point. Access point is helpful in establishing LAN, WAN 

connection. There are various security issues in designing an 

adhoc network .in this paper we study different routing 

algorithms and problem in existing system. There are 

several wireless Adhoc network security methods like 

cryptographic algorithm and SPINS in this paper I try to 

find best suited algorithm for adhoc network keeping in 

mind security issues. 
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I. INTRODUCTION 

A wireless adhoc network is network in which all its 

neighbour participate in data forwarding towards other 

nodes, we such a network decentralized as each node 

individual Status for transmission of data over a particular 

network range. 

Minimal configuration and quick deployment make 

ad hoc networks suitable for emergency situations like 

natural disasters or military conflicts, but a wireless network 

has security issues like: data confidentiality, data integrity, 

data freshness, data availability, data authentication. Data 

security is still achievable but security on sensor is hard to 

achieve upto mark for authentication .security on sensor is 

hard due contrains and nature of wireless adhoc network 

Contrains include slow computionrate ,battery 

power, limited memory and high latency .on other hand 

nature of wireless adhoc network include decentralized and 

cooperative participation of all nodes, encryption and 

authentication cannot eliminate threats. Sometime in 

wireless adhoc network no matter how many intrusion 

prevention measures are inserted in a network, there are 

always some weak links that could exploit to break in the 

network. 

There are several security methods for wireless adhoc 

network like public key cryptography, spins, intrusion 

detection. We study the overview of above mention 

algorithm 

 

fig. 1: A wireless adhoc network 

II. PUBLIC KEY CRYPTOGRAPHY 
It ia a modern technique for encryption and decryption of 

data over network 

In public key cryptographic sender and receiver share a 

common key is called symmetric key cryptographic.it has 

disadvantage of symmetric ciphers is the key 

management necessary to use them securely. Each distinct 

pair of communicating parties must, ideally, share a 

different key, and perhaps each ciphertext exchanged as 

well. The number of keys required increases as the square of 

the number of network members, which very quickly 

requires complex key management schemes to keep them all 

consistent and secret. 

In a public-key encryption system, the public key is used for 

encryption, while the private or secret key is used for 

decryption and a solution that is now widely used in secure 

communications to allow two parties to secretly agree on 

a shared encryption key. 

 
above figure shows encryption and decryption of data 

III. SPINS 
SPINS stand for security protocol for sensor networks, it has 

two building blocks  

µtesla and SNEP.in this section we complatively study these 

two and draw conclusion from them for future 

implementation. 

SNEP means sensor network encryption protocol which 

focuses on data confidentiality, data integrity freshness and 

authentication between two parties. 

In Communicating parties each keep a counter, and 

increment it after each block is transmitted. each user havea 

master secret key, K is initially shared between the node and 

base station and is used to derive all other keys it provide 

Low communication overhead  
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A. IMPLEMENTATION OF SNEP 
M=MAC (KMAC, C|E) represents the Message 

Authentication Code, where C is the shared counter, E is the 

encrypted data ({D}<Kencr, C>), and KMAC is the  MAC key 

A complete message from node A to node B consists of 

encrypted data, and a MAC.  

A -> B:  {D} <Kencr, C>, MAC (KMAC, C|{D}<Kencr, C>) 

The counter in SNEP provides weak freshness, but cannot 

show that a message was created by B in response to a 

request from A 

To achieve Strong Freshness 

 use a pseudo-random number called a nonce 

 Where NA is a nonce from A, and RA is a request 

from A, our new messages look like this: 

A -> B:  NA, RA B -> A: {RB} <Kencr, C>, MAC 

(KMAC, NA|C| {RB}<Kencr, C>) 

B. µTESLA 
(Timed Efficient Streaming Loss-tolerant Authentication 

Protocol) it uses restricted no of authorized sender, usually 

sender disclose the key per approach. It generally deploys 

loose time synchronization between source and destination. 

C. µTESLA DESCRIPTION 
 Each MAC key is a key (K) of a key chain, 

generated by a public one-way function F, where 

Kj=F(Kj+1) 

 All blocks sent in a specific time period use the 

same key 

 Received blocks are stored in a buffer until the 

associated key is released and verified 

 Any valid key can be used to derive earlier keys, or 

validate later keys, but cannot be used to derive 

later keys. 

 

D. INTRUSION DETECTION 
ID is a software application generally uses for identifying 

malicious activities or policy violations and produces reports 

to a management station. Intrusion detection systems are of 

two main types, network based (NIDS) and host based 

(HIDS) intrusion detection systems. 

Anomaly detection: ItUses established normal usage profiles 

to detect deviation from the norm and able to detect new 

attacks but cannot predicate future attacks. 

1) WORKING 
 Detection can be performed at each layer (link 

layer, MAC, applications, etc.) 

 During the learning process, normal network 

conditions are recorded If a node detects an 

intrusion that affects the entire network, it can 

initiate a re-authentication process throughout the 

network, to exclude the malicious nodes 

 If a node detects a local intrusion at a higher layer 

IV. CONCLUSION 
This paper has presented the design and implementation 

ofµTESLA, a secure ad hoc network routing protocol. It 

provides security against one compromised node and 

arbitrary active attackers, and relies only on efficient 

symmetric cryptographic operations.in this paper a 

comparatively study three main issues regarding wireless 

adhoc network and hope for future development of new 

algorithm for securing wireless adhoc network. 
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