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Abstract—The development of cloud computing services is 

speeding up the rate in which the organizations outsource 

theircomputational services or sell their idle computational 

resources. Even though migrating to the cloud remains a 

tempting trend from a financial perspective, there are several 

other aspects that must be taken into account by companies 

before they decide to do so. One of the most important 

aspect refers to security: while some cloud computing 

security issues are inherited from the solutions adopted to 

create such services, many new security questions that are 

particular to these solutions also arise, including those 

related to how the services are organized and which kind of 

service/data can be placed in the cloud. Aiming to give a 

better understanding of this complex scenario, in this article 

we identify and classify the main security concerns and 

solutions in cloud computing, and propose a taxonomy of 

security in cloud computing, giving an overview of the 

current status of security in this emerging technology 
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I. INTRODUCTION 

During the last several decades, dramatic advances in 

computing power, storage, and networking technology have 

allowed the human race to generate, process, and share 

increasing amounts of information in dramatically new 

ways. As new applications of computing technology are 

developed and introduced, these applications are often used 

in ways that their designers never envisioned. New 

applications, in turn, lead to new demands for even more 

powerful computing infrastructure. To meet these 

computing-infrastructure demands, system designers are 

constantly looking for new system architectures and 

algorithms to process larger collections of data more quickly 

than is feasible with today’s systems. It is now possible to 

assemble very large, powerful systems consisting of many 

small, inexpensive commodity components because 

computers have become smaller and less expensive, disk 

drive capacity continues to increase, and networks have 

gotten faster. Such systems tend to be much less costly than 

a single, faster machine with comparable capabilities. 

Building systems from large numbers of commodity 

components leads to some significant challenges, however. 

Because many more computers can be put into a computer 

room today than was possible even a few years ago, 

electrical-power consumption, air-conditioning capacity, 

and equipment weight have all become important 

considerations for system designs. Software challenges also 

arise in this environment because writing software that can 

take full advantage of the aggregate computing power of 

many machines is far more difficult than writing software 

for a single, faster machine. Recently, a number of 

commercial and academic organizations have built large 

systems from commodity computers, disks, and networks, 

and have created software to make this hardware easier to 

program and manage. These organizations have taken a 

variety of novel approaches to address the challenges 

outlined above. In some cases, these organizations have 

used their hardware and software to provide storage, 

computational, and data management services to their own 

internal users, or to provide these services to external 

customers for a fee. We refer to the hardware and software 

environment that implements this service-based 

environment as a cloud-computing environment. Because 

the term “cloud computing” is relatively new, there is not 

universal agreement on this definition. Some people use the 

terms grid computing, utility computing, or application 

service providers to describe the same storage, computation, 

and data-management ideas that constitute cloud computing. 

Regardless of the exact definition used, numerous 

companies and research organizations are applying cloud-

computing concepts to their business or research problems 

including Google, Amazon, Yahoo, and numerous 

universities. This article provides an overview of some of 

the most popular cloud computing services and architectures 

in use today. We also describe potential applications for 

cloud 

A. The Google Approach to Cloud Computing: 

Google is well known for its expanding list of services 

including their very popular search engine,  email service, 

mapping services, and  productivity applications. 

Underlying these applications is Google’s internally 

developed cloud-based computing infrastructure. Google 

has published a series of papers in the computer-science 

research literature that demonstrate how they put together a 

small collection of good ideas to build a wide variety of high 

performance, scalable applications. In this section we 

describe what Google has built and how they use it. 

B. Cloud computing security: 

Key references such as CSA’s security guidance  and top 

threats analysis , ENISA’s security assessment  and the 

cloud computing definitions from NIST highlight different 

security issues related to cloud computing that require 

further studies for being appropriately handled and, 

consequently, for enhancing technology acceptance and 

adoption. Emphasis is given to the distinction between 

services in the form of software (SaaS), platform (PaaS) and 

infrastructure (IaaS), which are commonly used as the 

fundamental basis for cloud service classification. However, 

no other methods are standardized or even employed to 

organize cloud computing security aspects apart from cloud 

deployment models, service types or traditional security 

models. Aiming to concentrate and organize information 

related to cloud security and to facilitate future studies, in 

this section we identify the main problems in the area and 

group them into a model composed of seven categories, 

based on the aforementioned references . Namely, the 

categories are: network security, interfaces, data security, 

virtualization, governance, compliance and legal issues. 

Each category includes several potential security problems, 
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resulting in a classification with subdivisions that highlights 

the main issues identified in the base References: 1. 

Network security: Problems associated with network 

communications and configurations regarding cloud 

computing infrastructures. The ideal network security 

solution is to have cloud services as an extension of 

customers’ existing internal networks , adopting the same 

protection measures and security precautions that are locally 

implemented and allowing them to extend local strategies to 

any remote resource or process  

1) Transfer security: 

Distributed architectures, massive resource sharing and 

virtual machine (VM) instances synchronization imply more 

data in transit in the cloud, thus requiring VPN mechanisms 

for protecting the system against sniffing, spoofing, man-in-

the-middle and side-channel attacks. 

(b) Firewalling: 
Firewalls protect the provider’s internal cloud infrastructure 

against insiders and outsiders. They also enable VM 

isolation, fine-grained filtering for addresses and ports, 

prevention of Denial-of-Service (DoS) and detection of 

external security assessment procedures. Efforts for 

developing consistent firewall and similar security measures 

specific for cloud environments  reveal the urge for adapting 

existing solutions for this new computing paradigm. 

(c) Security configuration: 

Configuration of protocols, systems and technologies to 

provide the required levels of security and privacy without 

compromising performance or efficiency  

C. The need of Performance Evaluation: 

(1) To the successful development of cloud computing 

paradigm. 

(2) To make full study of cloud Servers. 

(3) To study the diversity of user requests. 

(4) To insist on performance and availability across the 

entire cloud service delivery chain. 

D. Objectives: 

 To compute performance  of cloud servers on 

Cloud Computing in a cloud environment.     

 To link source and target domains for improving 

performance of Cloud Servers. 

 To aim that the cloud works its best when source 

and target domains share same feature  space. 

 To measure the impact of cloud infrastructure and 

configuration on end-user experience under normal 

and peak conditions. 

 Finally,  optimize  Cloud application the 

performance under Cloud servers  aiming with 

reduced cost for its better performance 

achievement. 

E. Draw backs using Existing servers: 

 Approximates are accurate when the no. of servers 

are comparatively small. 

 Approximates are very sensitive and inaccurate 

when the Co-efficient of Variation (CoV) increases 

towards & above 1. 

 Approximation errors are seen only when traffic 

intensity ρ is small and / or when both the no. of 

servers (m) and CoV of service time are large. 

 The System is not useful[2] 

 When no. of servers is huge. 

 When the distribution of service time is 

unknown and does not. 

 When the traffic intensity can vary in an 

extremely wide range. 

On small no. of servers, the result is exact for M/G/m/m+r 

queuing model when r=0, the result is reasonably accurate in 

general when r≠ 0 where r is the buffer rate. 

The rate of lost tasks remains below the predefined 

level or specific threshold. 

II. PROPOSED WORK 

The proposed model insists on the cloud application that 

assists on performance evaluation. The proposed cloud 

computing model is comprised of a front end and a back 

end. These two elements are connected through a network, 

in most cases the Internet. The front end is the vehicle by 

which the user interacts with the system; the back end is the 

cloud itself, which contains one or more cloud servers. The 

front end is composed of a client computer, or the computer 

network of an enterprise, and the applications used to access 

the cloud. The back end provides will provide the required 

services in a required manner.  

Cloud computing architecture can able to diverse in 

implementation both for public or private cloud computing. 

The commonly accepted cloud style by the users of public 

cloud computing will spread in different places 

geographically [9]. 

The proposed system architecture uses the 

multitenant architecture is essentially a shared utility, giving 

it massive economies of scale to optimize computing 

resources. The small number of servers with the following 

performance goals: 

 Energy efficient servers  

 Optimized runtime processing 

 Optimized storage 

 Predictable load balancing 

 Continual analysis and energy improvement 

 Micro-energy management 

 Optimized power consumption 

 Standardized architecture 

Will provide means for optimizing the cloud servers. 

However, the performance of cloud servers are based the 

number of metrics taken into account and its evaluated 

results under steady state. 

A. Major objectives of proposed model are: 

 To obtain a complete probability distribution of 

response time &   the number of tasks in the system 

 To do comparative study of them with the aim that 

performance of  

 To calculate probability of immediate service (no 

waiting in the input buffer). 

 To calculate task blocking probability. 

 To determine the size of the buffer (needed that the 

blocking probability should remain below a 

predefined level). 
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 The proposed system will indicate that the inter 

arrival time of requests is exponentially distributed, while 

task service times are independent and identically 

distributed random variables that follow a general 

distribution with mean value of µ, where µ is service time (1 

/ µ is the mean service time). In a Cloud-specific evaluation, 

an attractive promise of clouds is that they can always 

provide resources on demand, without additional waiting 

time [7]. 

B. Other Cloud Computing Approaches and Applications: 

Amazon, Google, and Microsoft are not alone investing in 

computing as a service. Other organizations to test the 

waters include Dell, IBM, Oracle, and some 

universities.IBM is providing a variety of cloud-based 

services by using existing functionality and capabilities of 

the IBM Tivoli portfolio [16]. Tivoli is a collection of 

products and software services that can be used as building 

blocks to support IBM Service Management software. 

IBM’s cloud-based services, which target independent 

software vendors (ISVs), offer design of cloud 

infrastructures, use of worldwide cloud computing centers, 

and integration of cloud services. Researchers at the 

University of Michigan (UM)have developed a novel anti-

virus application using cloud computing ideas [17]. By 

aggregating a collection of open source and commercial 

anti-virus software as a cloud-based service and letting the 

individual anti-virus packages “vote” on whether an 

infection has occurred on a host, they demonstrated that 

their Cloud AV service was more effective at detecting 

viruses than any single anti-virus software package. With a 

small software client running on each end user host, the UM 

researchers also claimed that a centralized virus detection 

system would be easier to manage in an enterprise than 

maintaining signature files and software releases on 

hundreds or thousands of end hosts. 

C. Concerns and Challenges: 

Perhaps the biggest danger that arises when a technology 

gains sufficient interest from enough people is that it will 

begin to be viewed as a panacea. Gartner refers to such a 

situation as the peak of inflated expectations in their Hype 

Cycle While we believe that cloud computing can indeed be 

applied to many kinds of problems successfully, we also 

think that it’s necessary to consider carefully whether the 

problem needing to be solved could best be addressed by an 

Existing  technology. When we described Google’s Big 

table data storage system, we compared it to RDBMSs. 

There are many problems that are best solved using a 

relational database, and systems like Big table do not add 

value. For example, a fundamental requirement of a banking 

database is that information about how much money is in 

each customer’s bank account must be accurate at all times, 

even While money is being transferred between accounts or 

after a system has crashed. Such an application cries out for 

a transactional model that is part of an RDBMS, but not Big 

table. Being able to store pet bytes of data is less important 

here than being able to execute transactions correctly. The 

Amazon approach to cloud computing is ideal for small 

organizations or organizations with unpredictable computing 

usage requirements. For large organizations or organizations 

that process particularly sensitive data, this approach may 

not make sense. With the Amazon approach, a user is 

effectively renting computing resources. Renting computing 

resources may not be the most cost effective use of funds for 

a large corporation. As an organization grows in size and 

importance, the value of its data also increases dramatically. 

An Automotive manufacturer would probably not want 

to store the highly proprietary designs for next year’s car 

models on another company’s servers. Similarly, a 

government agency and the citizens it serves would 

probably not want sensitive data such as citizens’ tax returns 

to be stored on a computer system that is not owned and 

controlled by the government. Cloud computing approaches 

use parallelism to improve the computational performance 

of applications. The Google Map Reduce framework is 

particularly good at this so long as the problem fits the 

framework. Other approaches to high performance 

computing have similar constraints .It’s very important for 

developers to understand the underlying algorithms in their 

software and then match the algorithms to the right 

framework. If the software is single-threaded, it will not run 

faster on a cloud, or even on a single computer with multiple 

processing cores, unless the software is modified to take 

advantage of the additional processing power. Along these 

lines, some problems cannot be easily broken up into pieces 

that can run independently on many machines. Only with a 

good understanding of their application and various 

computing frameworks can developers make sensible design 

decisions and framework selections. 

D. Future Research Areas: 

Although much progress has already been made in cloud 

computing, we believe there are a number of research areas 

that still need to be explored. Issues of security, reliability, 

and performance should be addressed to meet the specific 

requirements of different organizations, infrastructures, and 

functions. 

1) Security: 

As different users store more of their own data in a cloud, 

being able to ensure that one user’s private data is not 

accessible to other users who are not authorized to see it 

becomes more important. While virtualization technology 

offers one approach for improving security, a more fine-

grained approach would be useful for many applications. 

2) Reliability: 

As more users come to depend on the services offered by a 

cloud, reliability becomes increasingly important, especially 

for long-running or mission critical applications. A cloud 

should be able to continue to run in the presence of 

hardware and software faults. Google has developed an 

approach that works well using commodity hardware and 

their own software. Other applications might require more 

stringent reliability that would be better served by a 

combination of more robust hardware and/or software-based 

fault-tolerance techniques. 

3) Vulnerability to Attacks: 

If a cloud is providing compute and storage services over 

the Internet such as the Amazon approach, security and 

reliability capabilities must be extended to deal with 

malicious attempts to access other users’ files and/or to deny 

service to legitimate users. Being able to prevent, detect, and 

recover from such attacks will become increasingly 
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important as more people and organizations use cloud 

computing for critical applications. 

4) Cluster Distribution: 

Most of today’s approaches to cloud computing are built on 

clusters running in a single data center. Some organizations 

have multiple clusters in multiple data centers, but these 

clusters typically operate as isolated systems. A cloud 

software architecture that could make multiple 

geographically distributed clusters appear to users as a 

single large cloud would provide opportunities to share data 

and perform even more complex computations than possible 

today. Such a cloud, which would share many of the same 

characteristics as a grid, could be much easier to program, 

use, and manage than today’s grids. 

E. Network Optimization: 

Whether clouds consist of thousands of nodes in a computer 

room or hundreds of thousands of nodes across a continent, 

optimizing the underlying network to maximize cloud 

performance is critical. With the right kinds of routing 

algorithms and Layer 2 protocol optimizations, it may 

become possible for a network to adapt to the specific needs 

of the cloud application(s) running on it. If application level 

concepts such as locality of reference could be coupled with 

network-level concepts such as multicast or routing 

algorithms, clouds may be able to run applications 

substantially faster than they do today. By understanding 

how running cloud applications affects the underlying 

network, networks could be engineered to minimize or 

eliminate congestion and reduce latency that would degrade 

the performance of cloud-applications and non-cloud 

applications sharing the same network. 

F. Interoperability: 

Interoperability among different approaches to cloud 

computing is an equally important area to be studied. There 

are many cloud approaches being pursued right now and 

none of them are suitable for all applications. If every 

application were run on the most appropriate type of cloud, 

it would be useful to share data with other applications 

running on other types of clouds. Addressing this problem\ 

may require the development of interoperability standards. 

While standards may not be critical during the early 

evolution of cloud computing, they will become 

increasingly important as the field matures. 

G. Applications: 

Even if all of these research areas could be addressed 

satisfactorily, one important challenge remains. No 

information technology will be useful unless it enables new 

applications, or dramatically improves the way existing 

applications are built or run. Although the effectiveness of 

cloud computing has already been demonstrated for some 

applications, more work should be done on identifying new 

classes of novel applications that can only be realized using 

cloud computing technology. With proper instrumentation 

of potential applications and the underlying cloud 

infrastructure, it should be possible to quantitatively 
evaluate how well these application classes perform in a 

cloud environment. 

Along these same lines, experimental software 

engineering research should be conducted to measure how 

easily new cloud-based applications can be constructed 

relative to non-cloud applications that perform similar 

functions. This research should also compare the 

dependability of similar cloud and non-cloud based 

applications running in production environments. 

Application-focused research will 

help organizations make well-informed business decisions 

on where to apply cloud technology, and give cloud 

technology developers guidance on what kinds of 

improvements to the technology will provide the greatest 

benefits to application developers and end users 

III. CONCLUSION 

We have described a number of approaches to cloud 

computing in this article and pointed out some of their 

strengths and limitations. We have also provided motivation 

and suggestions for additional research. The approaches 

outlined in this article, along with other strategies, have 

already been applied successfully to a wide range of 

problems. As more experience is gained with cloud 

computing, the breadth and depth of cloud implementations 

and the range of application areas will continue to increase. 
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