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Abstract— Cloud computing has changed the computation 

from centralized to virtual  centralized. It is one of the 

fastest growing component of the IT industry. It is a means 

of increasing the capacity and capabilities of Information 

Technology without investing in infrastructure and 

manpower. It encircles Grid Computing, Utility Computing, 

Distributed Computing and Autonomic Computing. It 

provides  three main service models to the users as Software 

as a Service (SaaS), Platform as a Service (PaaS) and 

Infrastructure as a Service (IaaS). Each of the services has 

it’s own security issues. This paper briefly describes the 

main security issues of a SaaS service model. 
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I. INTRODUCTION 

Cloud Computing is a model for enabling convenient, on-

demand network access to a shared pool of configurable 

computing resources(e.g. networks, servers, storage, 

applications and services) that can be rapidly provisioned 

and released with minimal management effort of service 

provider interaction, defined by NIST [1]. It has shifted the 

computer processing, data storage and software delivery 

from the computers and local servers to the next generation 

data centers, the clouds, across the network. It offers several 

benefits like easy and faster deployment, scalability, 

elasticity and greater resilience. With the software as a 

service computing architecture it is transforming data 

centers into pools of computing service on a huge scale. It 

brings about many challenging design issues which have 

profound influence on the security and performance of the 

overall system. It provides the pay-as-you-go computing 

model, along with having someone else worrying about 

maintaining the hardware, which is attractive for many 

organizations, especially for start-ups and medium-sized 

organizations. Cloud Computing vendors give the customers 

a set of virtual machines in which to install their own 

software. Resource availability is elastic as it provides an 

infinite amount of computing power and storage available 

on demand. 

The adoption of Cloud Computing model may lead 

to the increase in efficiency and effectiveness in developing 

and deployment of services and save the cost in purchasing 

and maintaining the infrastructure. The Cloud Computing 

model has many potential advantages compared to the 

traditional IT model. But the security concerns remain a 

major barrier for the adoption of cloud computing. 

According to a survey from IDCI in 2009, 74% IT 

executives and CIOs cited the security as the primary 

challenge that hinders them from using Cloud Computing 

services. Another survey carried out by Gartner in 2009 says 

that more than 70% CIOs believed that the top reason for 

not using cloud computing services is the data security and 

privacy concerns. The deployment of cloud computing 

services is not as safe and reliable as their providers say. In 

year 2009,  several accidents happened successively to the 

major cloud computing vendors. Amazon’s Simple Storage 

Service was interrupted twice in February and July, 2009.It 

resulted in some network sites relying on a single type of 

service were forced to a standstill. Security vulnerabilities in 

Google docs led to serious leakage of user private 

information in March, 2009.Google Gmail appeared a global 

failure up to 4 hours. Microsoft’s Azure cloud computing 

platform took place a serious outage accident for about 22 

hours. Cloud storage vendor Link-Up had been forced to 

close as administrators’ misuse leading to loss of 45% user 

data [2]. 

Cloud computing moves the application software 

and databases to the data centers, where the management of 

the data and services are not trustworthy as it poses many 

security challenges like accessibility vulnerabilities, 

virtualization vulnerabilities,  web application 

vulnerabilities such as SQL injection and cross-site 

scripting, physical access issues, privacy and control issues 

arising from third parties having a physical control of data, 

issues related to data verification, tampering, integrity, 

confidentiality, data loss and theft, issues related to 

authentication of the respondent device or devices and IP 

spoofing [3]. Though it is targeted to provide employment 

of resources using virtualization techniques and to reduce 

the work load of a client, it is bristled with the security risks. 

Security mechanism in Cloud Computing is similar 

to ones in traditional IT model. As it is having multi-tenant 

characteristics, openness, service delivery models and 

deploy models, it faces many other different risks and 

challenges in information security domain. Some of these 

are : 

(1) In case of a security threat, it’s difficult to isolate a 

particular physical resource which has a threat 

because of it’s dynamic scalability, service 

abstraction and location transparency features, all 

kind of application and data stored on the cloud 

platform have no fixed infrastructure and security 

boundaries. 

(2) Resources on Cloud platforms may be owned by 

multiple vendors. So, it is difficult to employ a 

unified security measures on the resources. 

(3) Sharing of virtualized resources and openness of 

Cloud platform leads to the unauthorized access of 

user data. 

This paper outlines Security issues in Cloud platform. 

Paper is formulated as follows: Section II discusses the 

security issues in Cloud service models. Section III gives a 

brief description of the security issues in SaaS service 

model. 

II. SECURITY ISSUES IN SERVICE MODELS 

Cloud computing employs three delivery models SaaS, PaaS 

and IaaS to provide the different kinds of services to the 
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consumers. They provide Software as a Sevice, Platform as 

a Service and Infrastructure as a Service to the end users. 

All these three service models require a different level of 

security measures. IaaS is the base of the cloud services, 

Paas is built upon it and SaaS is in turn built upon PaaS. As 

the capabilities are inherited, information security risks and 

issues are also inherited. 

IaaS is the new way of deploying the applications. 

With IaaS the organizations need not to spend big amount 

on the datacenters and hiring operational staff for managing 

and make it working . With the advent of cloud computing 

they can go to any of the IaaS providers, and get a virtual 

server running for them in seconds and pay only for the used 

resources. Cloud brokers implements the scaling and 

additional security more effectively. Thus startup businesses 

can focus more on their essence proficiencies without 

worrying about the provisioning and management of 

infrastructure. Security issues of  IaaS depends on whether 

the cloud is private or public for the implementation of IaaS. 

In private cloud the organization has a total control over the 

solution from top to bottom while in public cloud the virtual 

machines and the services running on them can be 

controlled not the underlying computing, network and 

storage infrastructure. For both of these  schemes Data 

leakage protection and usage monitoring, authentication and 

authorization, incident response and forensics capabilities, 

end to end encryption are the major security issues. 

PaaS is implemented over IaaS and it hides 

everything upto an Operating systems, Middlewares, etc. It 

provides a unified set of developer climate that  enables the 

developers to build their applications without having any 

clues about undergoing services. It offers the developers a 

complete software development lifecycle management from 

planning to designing, building, deployment, testing and 

maintenance. It abstracts out all other things from the view 

of the developers. On the dark-side, PaaS involves the risk 

of lock-in if the offerings require proprietary service 

interfaces or development languages. Another issues are the 

flexibility of offering may not meet the needs of some users 

whose requirements rapidly emerge. Slow system 

performance because of data encryption,  protection of 

virtual machines against malicious attacks. Therefore the 

maintenance of the integrity of the applications and accurate 

authentication checks during the transfer of data across the 

entire networking channels is crucial. 

SaaS is a software deployment model which avails 

the  remotely hosted application softwares to the users on 

demand, over the internet. It offers the customers 

operational efficiency with reduced costs. Though it is a  

preeminent delivery model for meeting the need of IT 

services, most of the enterprises are concerned with the 

SaaS model due to the security of information and virtual 

machines. Security concerns are the biggest challenge for 

the adoption of SaaS. The cloud providers should replicate 

the data at multiple locations across the countries for the 

reliable and timely access to the cloud data and computing 

resources. The prevention of intentional or unintentional 

unauthorized disclosure of information, vulnerabilities of 

virtual machines, network security, resource locality, cloud 

standards, data Segregation are the security issues in SaaS. 

III. SECURITY ISSUES IN SAAS 

In SaaS, the users are dependent on the providers for the 

security measures. Providers must ensure that the multiple 

users’ don’t see each-other’s data. So, it is difficult to 

maintain the security of user’s data and to ensure that the 

application services would be available to the users when 

needed. In SaaS, The cloud users substitute new software by 

their own, so portability is not the issue, but preservation or 

enhancement of security functionality provided by the 

legacy application and achieving a successful data migration 

is the issue. Today, organizations view the data transactions, 

records and pricing information as strategic and guard them 

with access control and compliance policies. In SaaS model, 

organization’s data is stored at the provider’s data center, 

along with the data of other organizations. If the SaaS 

provider is holding a public cloud, then the organization’s 

data might be stored along with the data of other unrelated 

SaaS applications. So, the security of the data is the major 

issue of concern. For the purpose of high availability, cloud 

providers have to replicate the data at multiple locations 

across the countries. There is a great challenge with the 

control and knowledge of how the data is stored and secured 

in a SaaS model. Fig. 1 depicts a layered stack for a typical 

SaaS vendor and the critical aspects that must be covered 

across a layer to ensure the security of the organization data. 

In traditional communication system model, the 

data continues to reside within the organization boundary. 

So, the cloud providers need to solve the security challenges 

faced by traditional communication system model also, 

while dealing with 

 

Fig. 1: security for the SaaS stack 

the issues exposed by the cloud computing paradigm. There 

are strong concerns about the data breaches and application 

vulnerabilities. The following key security challenges 
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should be carefully considered as an integral part of the 

SaaS application development and deployment model [4]: 

 Data security 

 Data locality 

 Data integrity 

 Data segregation 

 Data access 

 Data confidentiality 

 Network security 

 Virtualization Vulnerabilities 

 Backup 

 Identity Management 

 Authentication and authorization 

 Availability 

 Resource Locality 

A. Data Security 

In a traditional on-premise application deployment model, 

the sensitive data of each organization resides within the 

boundary of the organization only and it is a subject to the 

physical, logical and personnel security and access control 

policies of the organization itself. Whereas, in a SaaS 

deployment model, the data is stored at the SaaS vendors’ 

data centers, outside the organization’s boundary. Therefore, 

the SaaS vendors  must employ the additional security 

measures to ensure the data security and prevent breaches 

due to the security vulnerabilities in the application or 

through the malicious users. This requires the fine-grained 

authorization to control the access to the data  and the use of 

strong encryption techniques for data security. 

In some cloud vendors such as the Elastic Compute 

Cloud (EC2), Amazon the administrators can not access the 

customer instances and cannot log into the Guest Operating 

Systems. The Elastic Compute Cloud (EC2) Administrators 

with a business need are required to use their individual 

cryptographically Strong Secure Shell (SSH) keys to acquire 

the access to a host. All such accesses are logged and 

routinely audited. Whereas, the data at rest in Simple 

Storage Service (S3) is not encrypted by default, users can 

encrypt their data before it is uploaded to Amazon S3, so 

that it is not accessed or tampered with by any unauthorized 

party [5].  

Malicious users can exploit weaknesses in the data 

security model to gain unauthorized access to data. The 

following estimates test and legitimize the security of the 

organization data stored at the SaaS vendor: 

 Cross-site scripting [XSS]   

 Access control weaknesses   

 OS and SQL injection flaws 

 Cross-site request forgery [CSRF] 

 Cookie manipulation  

 Hidden field manipulation 

 Insecure storage 

 Insecure configuration. 

Any vulnerability detected during these tests can be 

exploited to acquire the access to a sensitive organization 

data and may lead to a financial loss. 

B. Data locality 

In a SaaS deployment model, the end users use the 

applications provided by the SaaS and process their business 

data. But in this case, the customer does not know where the 

data is being stored. This can be an issue, in many a cases. 

Locality of data is of utmost importance in many enterprise 

architecture due to compliance and data privacy laws in 

various countries (Soft layer,  2009). For example, in many 

countries like EU and South America, because of potentially 

sensitive information , certain types of data can not leave the 

country. There is also a question of whose jurisdiction the 

data falls under, in addition to the issue of  local laws, when 

an investigation occurs. A secure SaaS model should be 

capable of providing reliability to the users on the location 

of the their data. 

C. Data integrity 

One of the most critical elements in any system  is Data 

Integrity. It can be easily  achieved in a stand alone system 

with a single database. Data integrity in such  systems can 

be maintained via database constraints and transactions. To 

ensure the data integrity, Transactions should follow ACID 

(atomicity, consistency, isolation and durability) properties. 

Most databases can preserve data integrity and can support 

ACID transactions. 

Whereas, in a distributed system, there are multiple 

databases and multiple applications. Transactions across 

multiple data sources need to be handled correctly in a fail 

safe manner, to maintain data integrity in a distributed 

system. This can be achieved using a central global 

transaction manger. Each and every  application in a 

distributed system should be able to participate in the global 

transaction via a resource manager, which can be achieved 

using a 2-phase commit protocol as per XA standard.  

As there is a mix of on-premise and SaaS 

applications exposed as a service in SOA and Cloud 

Computing, the problem of the data integrity gets magnified. 

The SaaS applications are multi-tenant applications which 

are hosted by a third party. SaaS applications mostly expose 

their functionality via an XML based APIs ( Application  

Program Interfaces). In SOA based environments, many on-

premise applications expose their functionality via SOAP 

and REST web services. The biggest challenge with web 

services is the transaction management. HTTP ( Hyper Text 

Transfer Protocol ) does Not  support transactions or 

guaranteed delivery  at the protocol level, so the only option 

is to implement these at the API level. There are some 

standards available for managing data integrity with web 

services such as WS-Transaction and WS- Reliability, but 

these standards are  not yet mature and not many vendors 

have implemented these. The lack of integrity controls at the 

data level or, in the case of existing integrity controls, the 

bypassing of the application logic to access the database 

directly could result in profound problems. Developers and 

Architects need to approach this danger cautiously, making 

sure that they do not compromise databases’ integrity in 

their diligence towards the  cloud computing. 

D. Data segregation 

One of the major characteristics of cloud Computing is 

Multi-tenancy. As a result of multi-tenancy, multiple users 

can store their data using the applications provided by SaaS 
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deployment model. In such type of situation, the data of  

different users will reside at the same location at the SaaS 

vendors. In this type of environment, the intrusion of data of 

one user by an other user becomes possible. By hacking 

through the loop holes in the application or by injecting 

client code into the SaaS system, this intrusion can be done. 

A client can write a masked code and inject it into an 

application. If  an application executes this code without 

verification, then there would be a high potential of 

intrusion into the other users’ data. Therefore, a SaaS model 

should ensure a clear boundary for each user’s data. The 

boundary must be ensured at the physical level and at the 

application level also. The service should be smart enough 

to segregate the data from different consumers. 

A malicious user can use the application 

vulnerabilities to hand-craft parameters which bypass the 

security checks and access the sensitive data of other tenants 

[6]. The following estimates test and validate the data 

segregation of the SaaS vendor in a multi-tenant deployment 

architecture: 

 Insecure storage 

 Data validation 

 SQL injection flaws 

Any vulnerability detected during these tests can be 

exploited to acquire an  access to the sensitive enterprise 

data of other holders. 

E. Data Access 

Data access issue is related to the security policies provided 

to the users while accessing the data. In a primary case, a 

small business enterprise can use a cloud provided by some 

other provider for carrying out its business processes. To 

access  a particular set of data, the enterprise will have its 

own security policies. These security policies may designate 

some considerations where in some of the employees are not 

given an access to certain amount of data. These security 

policies must be obeyed by the cloud to avoid intrusion of 

data by malicious users (Blaze et al., 1999; Kormann and 

Rubin,  2000;  Bowersetal.,2008 ). The SaaS model must be 

flexible enough to incorporate the precise policies put 

forward  by the enterprise. Multiple organization will be 

deploying their business processes within a single cloud 

environment. So, the model must also be able to provide 

organizational boundary within the cloud. 

Many a times user credentials are stored in the 

SaaS providers’ databases, not as part of the corporate IT 

infrastructure. This means the SaaS customers must 

remember to remove/disable accounts as employees leave 

the company and create/enable accounts as they come on 

board. In principle, having multiple SaaS products will 

increase IT management overhead. For example, the  SaaS 

providers can provide senator the authentication process to 

the customers’ internal LDAP/AD server, so that companies 

can retain control over the management of  their users. 

F. Data Confidentiality Issue 

Today, the definitional borders of cloud computing are 

much debated. Cloud computing provides the sharing and 

storage by the users of their own information on remote 

servers which are owned or operated by others and accesses 

through the Internet or other connections. Cloud computing 

services exist in many variations, including tax preparation 

sites, personal health record web sites, data storage sites, 

video sites and many others. The entire contents of a user’s 

storage device may be stored at a single cloud provider or at 

many cloud providers [7]. Privacy or confidentiality 

questions arise, whenever an individual, an organization, a 

government agency, or any other entity shares information 

in the cloud. Following are some of the findings related to 

the confidentiality issues : 

(1) Cloud computing has a significant connotation for 

the privacy of personal information as, for the 

confidentiality of  business and for the 

governmental information. 

(2) Risks of a user’s privacy and confidentiality vary 

significantly with the terms of service and privacy 

policy entrenched by the cloud provider.  

(3) For some types of information and some categories 

of cloud computing users, when a user discloses 

information to a cloud provider, the privacy and 

confidentiality rights, obligations and status may 

change. 

(4) For the legal status of protections for personal or  

business information, the disclosure and remote 

storage may have adverse consequences.  

(5) To examine users’ records for evidence of criminal 

activity and other matters, laws could oblige a 

cloud provider. 

G. Network Security 

In a SaaS deployment model, sensitive data is obtained from 

the organizations, processed by the SaaS applications and 

stored at the SaaS vendors. This data flow over the network 

needs to be secured in order to prevent a leakage of sensitive 

information. Strong network traffic encryption techniques 

such as Secure Socket Layer (SSL) and the Transport Layer 

Security (TLS) should be employed. The Amazon Web 

Services’s (AWS) network  layer provides significant 

protection against traditional network security issues, such 

as port scanning, packet sniffing,  MITM (Man-In-The-

Middle) attacks, IPs poof-ing, etc. Amazon S3 is accessible 

via SSL encrypted endpoints for maximum security reasons. 

The encrypted endpoints are accessible from both the 

Internet and from within Amazon EC2, ensuring that data is 

transferred securely both within AWS and to and from 

sources outside of AWS. However, malicious users can 

exploit weaknesses in network security configuration and 

can sniff the network packets. To test and validate the 

network security of the SaaS vendor the following estimates 

should be carried out : 

 Insecure SSL trust configuration. 

 Network penetration and packet analysis 

 Session management weaknesses 

Any vulnerability detected during these test scan be 

exploited to hijack active sessions, gain access to user 

credentials and sensitive data. 

H. Vulnerability in Virtualization 

Virtualization is one of the main components of a cloud 

computing. But it poses major security risks. A major task 

of virtualization is ensuring that the different instances 

running on the same physical machine are isolated from 
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each other and it is not meeting completely in today’s 

scenario. The other issues are the guest operating systems  

and the control of administrator on host. Current VMMs ( 

Virtual Machine Monitor ) do not provide the perfect 

isolation. Many bugs are found in all popular VMMs that 

allow the escaping from VM. Virtual machine monitor 

should be ‘root secure, which means no privilege within the 

virtualized guest environment should permit the interference 

with the host system. In all virtualization software some 

vulnerability has been found which can be exploited by 

malicious or local users to bypass certain security 

restrictions or to gain privileges. 

I. Backup 

To facilitate the quick recovery in case of hazards, the SaaS 

vendors must ensure that all the sensitive organization data 

is regularly backed up. To prevent the accidental leakage of 

sensitive information , the strong encryption schemes should 

be used to protect the backuped data. In a case of Amazon, 

the data at rest in S3 is not encrypted by default [8]. So, the 

users need to encrypt their data separately and have to take 

backups so that it can not be accessed or tampered with by 

attackers. 

The followings are the assessments that test and 

validate the security of the data backup and recovery 

services provided by the SaaS vendors: 

 Insecure storage 

 Insecure configuration. 

Any vulnerability detected during these tests can be 

exploited to acquire an access to sensitive organization data 

stored in backups. 

J. Identity Management 

Identity management (IdM) or ID management is a broad 

administrative area which identifies the individuals in a 

system and controls an access to the resources in that system 

by placing the restrictions on the established identities. It 

involves the following three perspectives [9]: 

(1) The pure identity paradigm: Making, managing and 

deleting the identities without regard to access or 

privileges. 

(2) The user access (log-on) paradigm: For an 

example: a smart card and its associated data used 

by a customer to log onto a service or services. 

(3) The service paradigm: A system that delivers 

personalized role- based,   online, on-demand, 

multimedia (content), presence- based services to 

users and their devices.  

This area is one of the biggest challenges in 

information security. When a SaaS provider need to know, 

how to control that who has an access to what systems 

within the enterprise, it becomes challenging task. In such 

cases the provisioning and de-provisioning of the users in 

the cloud becomes very important. 

K. Authentication and Authorization 

Most companies store their employee information in some 

type of  Light weight Directory Access Protocol (LDAP) 

servers. Active Directory (AD) seems to be the most popular 

tool for managing users (Microsoft White Paper, 2010), in 

the case of SMB companies, a segment that has the highest 

SaaS adoption rate. With a SaaS model, the software is 

hosted outside of the corporate firewall. Many a times 

consumer’s credentials are stored in the SaaS providers’ 

databases and not as part of the corporate IT infrastructure. 

Which means that the SaaS customers must remember to 

disable/ remove accounts as employees leave the company 

and enable/ create accounts as come on board. In essence, 

having  multiple SaaS products will increase IT 

management overhead. For example, the  SaaS providers 

can provide senator the authentication process to the 

customers’ internal LDAP/AD server, so that companies can 

retain control over the management of  their users. 

L. Availability 

The SaaS deployment model applications need to ensure 

that the enterprises  should  be provided with the service 

around the clock. This ensurity involves making 

architectural changes at the application and infrastructural 

levels to add the  scalability and high availability. A multi-

tier architecture should be adopted, supported by a load-

balanced farm of application instances and should be 

running on a variable number of servers. Flexibility to the 

hardware/ software failures and  denial of service attacks, 

needs to be built from the ground up within the application. 

Also, an appropriate action plan for business continuity 

(BC) and disaster recovery (DR) should to be considered for 

any accidental emergencies [10]. To ensure the safety of the 

enterprise data and minimal downtime for enterprises, it is 

essential. The following assessments test and validate the 

availability of the SaaS vendor. 

 Session management weaknesses. 

 Authentication weaknesses 

Today, many applications provide safe guards to 

automatically lock the  user accounts after successive 

incorrect credentials. Then also, incorrect configuration and 

implementation of such type of  features can be used by 

malicious users to escalate the denial of service attacks. 

M. Resource Locality 

In a SaaS model, the end-users use the services provided by 

the cloud providers without the knowledge of exactly where 

the resources for such services are located. This poses a 

potential problems when disputes happen, which are 

sometimes beyond the control of cloud providers. Due to the 

compliance and data privacy laws in various countries, the 

locality of data is of  much importance in many enterprise 

architectures. To protect the consumer privacy at all costs, 

the European Union has issued a Directive 95/46/EC. 

This directive constrains the transfers of personal 

data to countries which do not ensure an adequate level of 

protection. For example, the Drop box users have to agree to 

the ‘‘Terms of Service’’ which grant the providers the right 

to discover the  user information in consent with the laws 

and law prosecution requests [11]. When an investigation 

occurs, there’s also a question of under whose jurisdiction 

the data falls, in addition to the issue of local laws. A SaaS 

model must be capable of providing reliability to the 

customer on the location of the data of the users. 
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IV. CONCLUSIONS 

There are numbers of advantages in using a cloud-based 

system, but there are yet many practical issues which have 

to be sorted out. Some of them are, particularly related to 

service-level agreements (SLA), security and privacy, and 

power efficiency. As discussed in the paper, currently 

security has lot of loose ends which make the users 

concerned. Potential users will not be able to leverage the 

true benefits of this technology, until a proper security 

module is not in place. This security module should outfit to 

all the issues arising from all directions of the cloud. Every 

element in the cloud should be analyzed at both the macro 

and micro level and subsequently an integrated solution 

must be designed and should be deployed in the cloud to 

attract and retain the potential users. In a cloud, there are 

heterogeneous systems having a variation in their asset 

value and even a single security system would be too costly 

for certain applications and if there are security problems 

then the vulnerability factor of some applications like 

financial and military applications will shoot up. On the 

other hand, if the cloud has a proper common security 

methodology, it will be a high value asset target for the 

hackers because of the fact that hacking the security system 

will make the entire cloud vulnerable to attacks. This paper 

has presented an overview of cloud computing service 

delivery model, SaaS along with the security challenges, 

including both the traditional and cloud specific security 

challenges associated with the model. In the paper, a 

numerous  new challenges that are constitutionally 

connected to the new cloud paradigm have also been 

described. This paper also discusses a practical solution to 

provide security and privacy for user data, as secure data 

storage in cloud environment is a significant concern, which 

prevents many users from using the cloud, when it is located 

in a public cloud. 
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