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Abstract— Wireless Sensor Networks are used widely in 

numerous fields for countless applications such as pollution 

check, soil erosion, military applications etc. WSN include 

sensing + processing + storage + transmission. It has sensor 

nodes connected wirelessly deployed over an area or a 

person according to the requirement. It collects the 

information and sends it to the base station and server for 

analysis using radio frequency transmission at the real time. 

DoS attacks are such attacks which prevent the legitimate 

user from accessing the network or resources. Such attacks 

include blackhole attack, sinkhole attack, ddos attack etc. 

Attack can be possible on the sensory nodes, routing path of 

the data .These attacks could change the data collected or 

even prevent the data from reaching the destination. This 

could lead to the incomplete or falsified data at the server 

which further results in a wrong interpretation of the crucial 

information regarding the specific area, person or 

environmental conditions etc. This is a review paper about 

WSN under the effect of DoS attacks. This paper shall 

provide a review of the various methods and strategies 

developed so far to mitigate or completely eliminate the 

DoS attacks detected in a WSN. 
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Service Attack (DoS); Distributed Denial of Service Attack 

(DDoS). 

I. INTRODUCTION 

WSN is a wireless network of sensors deployed over an area 

or person to collect specific information and transmit it to 

the base station.WSN is a rapidly growing area of research 

and commercial development. They are very useful for 

military, environmental, and scientific applications to name 

a few.WSN comprises of nodes which require the battery 

power to operate. Generally the battery is required for 

communication [1].the battery power is limited so is the life 

of a WSN node. The various strategies have been 

formulated or under development which would reduce the 

energy consumption and increase the life of the WSN nodes 

which eventually make the commercial  

WSN more profitable. Some strategies are the use 

of the sleep and wait protocols. 

II. BACKGROUND 

WSNs architecture and characteristics 

There are significant differences between WSNs and 

classical networks.  The power is the main constraint in wsn 

networks because it determine the lifetime of a network. It is 

a major drawback because of the cost of replacing the 

battery especially in sensible environments. The architecture 

of a WSN may be viewed, according to [10], as follows: 

(1) Infrastructure: Consists of the sensors and their 

current deployment status. 

(2) Network Protocols: They are responsible for 

creating paths and accomplishing communication 

between the sensors, the base station and the 

observer/server. 

(3) Application/Observer: Interests in the phenomenon 

are queries from the observer(s). These queries 

could be static (the sensors are pre-programmed to 

report data according to a specific pattern) or 

dynamic. According to the structure of nodes, we 

have two main architectures which influence 

significantly routing protocols [11]: in flat 

networks, each node typically plays the same role 

and sensor nodes topology of a WSN can be seen 

according to the mobility of nodes as static, mobile 

and  collaborate together to perform the sensing 

task. In a hierarchical or cluster-based architecture, 

higher energy nodes (cluster-heads) can be used to 

process and send information while low energy 

nodes can be used to perform the sensing in the 

proximity of the target. 

 
Fig. 1: WSN Architecture Overview [23] 

III. DOS: ATTACKERS’ INCENTIVES 

DoS attackers are usually motivated by various incentives. 

We can categorize DoS attacks based on the motivation of 

the attackers into five main categories: 
(1) Financial/economical gain: These attacks are a 

major concern of corporations. Because of the 

nature of their incentive, attackers of this category 

are usually the most technical and the most 

experienced attackers. Attacks that are launched 

for financial gain are often the most dangerous and 

hard-to-stop attacks. 

(2) Revenge: Attackers of this category are generally 

frustrated individuals, possibly with lower 

technical skills, who usually carry out attacks as a 

response to a perceived injustice.  

(3) Ideological belief: Attackers who belong to this 

category are motivated by their ideological beliefs 

to attack their targets [2]. This category is 
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currently one the major incentives for the attackers 

to launch DoS attacks. For instance, political 

incentives have led to recent sabotages in Estonia 

2007 [3], Iran 2009 [4] and WikiLeaks 2010[5]. 

(4) Intellectual Challenge: Attackers of this category 

attack the targeted systems to experiment and learn 

how to launch various attacks. They are usually 

young hacking enthusiasts who want to show off 

their capabilities. Nowadays, there exist various 

easy to use attack tools and botnets to rent that 

even a computer amateur canof in order to launch 

a successful DDoS attack. 

(5) Cyber warfare: Attackers of this category usually 

belong to the military or terrorist organizations of 

a country and they are politically motivated to 

attack a wide range of critical sections of another 

country [6], [7]. The potential targets of these 

attacks include, but not limited to, executive 

civilian departments and agencies, private/public 

financial organizations (e.g., national/commercial 

banks), energy/water infrastructures (e.g., [8]), 

and telecommunications and mobile service 

providers. Cyber war attackers can be considered 

as very well trained individuals with ample 

resources. Attackers expend a great deal of time 

and resources towards of services, which may 

severely paralyze a country and incur significant 

economic impacts. 

IV. BOTNET-BASED DDOS ATTACKS 

As mentioned earlier, botnets are the dominant mechanisms 

that facilitate DDoS flooding attacks on computer networks 

or applications. Most of the recent and most problematic 

application layer DDoS flooding attacks has employed 

botnets. In this section, we present a comprehensive study of 

current botnet architectures and the tools that have been 

used to launch DDoS flooding attacks. 
According to Peng et al. [9], there are two main 

reasons that make the development of an effective DDoS 

defense mechanism even more challenging when attackers 

employ zombies to launch DDoS flooding attacks. First, a 

large number of zombies involved in the attack facilitate 

attackers to make the attacks larger in scale and more 

disruptive. Second, zombies’ IP addresses are usually 

spoofed under the control of the attacker, which makes it 

very difficult to trace back the attack traffic even to the 

zombies. 

 

Fig. 2: Elements of Botnet [23] 

V. ATTACKS ON WIRELESS SENSOR NETWORK (WSN). 

There are many reasons for importance of security in WSN. 

Firstly, Wireless networks have susceptibility to protection 

attacks since of the transmission medium broadcast nature. 

Additionally, in many cases, nodes are located in a danger 

or risky environment. In this environment their physical 

safety is threatened and as a result wireless sensor networks 

have an extra safe susceptibility. 

(1) Denial of Service (DoS): Malicious activity causes 

Denial of Service. Through sending extra redundant 

packets, the easiest DoS attack attempts to use up the 

resources attainable to the victim node. As a result, it 

impedes legal users in network from gaining entrance to 

services or resources to which they are entitled DoS 

attack is intended tithe adversary’s effort to corrupt or 

demolish a network, and additionally for all events that 

reduce a network’s ability to setup a service [12]. Many 

kinds of DoS attacks in various layers could be presented 

in wireless sensor networks as an example at physical 

layer the DoS attacks could be jamming and tampering. 

At link layer, crash, and feebleness, inequitable, at 

network layer, neglect and greed, homing, misdirection, 

black holes. Malicious flooding and DE synchronization 

cause attack at transport layer [13]. 

(2) Wormhole attack: Low latency connection between two 

parts of a network over which an attacker replies 

network messages is a wormhole [14]. This connection 

could be accepted by a single node forwarding messages 

between two adjacent non neighbouring nodes, or by a 

pair of nodes in distinctive parts of the network 

communicating with each other. The function of 

wormhole attack in network is exactly similar to sinkhole 

attack which attack node closing to base station. 

(3) Hello flood Attack: One of the easiest attacks in WSNs is 

Hello flood Attack, in which attacker broadcasts HELLO 

packets with great transmission power to sender or 

receiver. The nodes receiving the messages suppose that 

the sender node is nearest to them and sends packets by 

this node. Congestion happens in the network by this 

attack and it is a particular kind of DOS. To prevent 

Hello Flood attacks, blocking   methods can be used 

[15].     

(4) Sinkhole attacks: The purpose of adversary in a sinkhole 

attack is to tempt almost all the traffic from a special 

network by way of a compromised node, making a 

metaphorical sinkhole with the adversary at the base 

station [16]. Normally, by making a compromised node 

which appeared to be particularly interesting to 

encircling nodes concerning the routing algorithm, 

sinkhole attacks can act [17]. Since of difficulty to 

confirm routing information which provided by a node, 

sinkhole attacks are difficult to counter. For instance, 

laptop-class adversary has a great power radio 

transmitter. This permits laptop-class adversary to 

supply a high-quality route by transmitting with adequate 

power to obtain a broad area of the network [18, 19]. 

(5) Sybil attack: The definition of the Sybil attack is a 

situation that a node displays higher toward identity to 

the networks [20]. Fault-tolerant plans, allocate storage, 

and network-topology are protocols and algorithms 

which easily influenced. A distributed storage plan, as an 

example, could trust in .There being three replicas of the 
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similar data to obtain a produced level of superfluity. 

When a compromised node acts as two of the three 

nodes, employed algorithms could deduce that 

redundancy being performed, in spite of the fact it has 

not performed [21]. 

VI. RELATED WORK 

In the 2
nd

 section of the paper we have discussed the basic 

details of the WSN networks, its architecture and 

charactertics. In the 3
rd

 section   we have discussed the 

incentives of the ddos attackers. It may be money, fame, 

political or rivalry etc. Next section discusses the various 

types of the attacks on the WSN networks. We are going to 

review various attacks like Blackhole, sinkhole, wormhole 

attacks on the WSN network. 
Blackhole   Attack: 

Blackhole attack occurs when one or more nodes of 

the WSN are compromised by the attacker and those nodes 

act as blackhole region. In other word it means that the 

traffic or data coming to the affected node is absorbed by the 

node rather than forwarding it to the base station or the 

server. This leads to the loss of data in the network which 

eventually affects the QoS parameters of the WSN such as 

performance, end to end delay etc. Performance decreases 

and end to end delay increases [22].hk 

 
Fig. 3: Normal flow of packets in wsn [22]. 

 
Fig. 4: flow of packets when router R2 is attacked [22]. 

A. Blackhole Attacking Scenario 

Figure 4 shows blackhole attacking scenario. In this scenario 

we have 6 sensor nodes (i.e. SN1, SN2, ----- SN6), two 

router nodes (R1, R2) and a coordinator. The sensor nodes 

sense any physical phenomenon, convert this into 

information and send this sensed and processed information 

to router node R1 and R2. Sensor nodes SN1, SN2 and SN3 

are reporting to router R1 and SN4, SN5 and SN6 are 

reporting to router R2. The router R1 sends data to 

coordinator node. But router R2 is a Blackhole attacker and 

absorbs all the traffic coming to it without sending it further 

to coordinator. So here R2 is the blackhole node [22]. 

Blackhole attack reduces the performance and 

increase the end to end delay of WSN. This could prove to 

be costly as the cost of sensory nodes is high. Various 

strategies like cluster formation helps in detection of the 

blackhole attack. A WSN simulation network can be created 

using the simulator OMNET++ and performance of WSN 

before and after the dos attack can be analysed in terms of 

QoS parameter like performance etc. 

B. Wormhole Attack: 

Wormhole attack is one of the Denial of-Service attacks 

effective on the network layer, that can affect network 

routing, data aggregation and location based wireless 

security. [28]. In this attack, an attacker records a packet or 

bits of the packet at one location in the network, tunnels the 

packet to another location, and replays it there. The 

wormhole attack places the attackers in a very powerful 

position, allowing them to gain unauthorized access, disrupt 

routing, or perform a Denial‐of‐Service (DoS) attack [29]. 

The wormhole tunnel gives two distant nodes the illusion 

that they are close to each other. The wormhole can attract 

and bypass a large amount of network traffic, and thus the 

attacker can collect and manipulate network traffic [30].This 

attack has a tremendous effect on wireless networks, 

specially against  routing protocols. In type of two ended 

wormhole. One end tunnels the packet via wormhole link 

and other end on receiving the packets and reply them to the 

local area. Wormhole attack does not require MAC protocol 

information as well as it is immune to cryptographic 

techniques.[33] This makes it very difficult to detect. A  

number of approaches have been proposed for handling 

wormhole attack. Some approaches only detect the presence 

of wormhole in the network. 

 
Fig. 5: Illustration of Wormhole Attack [25]. 

C. Sinkhole Attack: 

In a sinkhole attack, the adversary’s aim is to lure nearly all 

the traffic from a particular area through a compromised 

node, creating a metaphorical sinkhole with the adversary at 

the center. Sinkhole attacks typically work by making a 

compromised node look especially attractive to 

surrounding nodes with respect to the routing algorithm. 

Sinkhole attacks are difficult to counter because routing 

information supplied by a node is difficult to verify [24]. In 

the following figure BS is the base station. 
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As a result, the adversary manages to attract all traffic that is 

destined to the base station. By taking part in the routing 

process, she can then launch more severe attacks, like 

selective forwarding, modifying or even dropping the 

packets coming through [26]. 

 
Fig. 6: Demonstration of a sinkhole attack [24] 

D. UDP flood attack: 
when a large number of UDP packets are sent to a victim 

system. This results in saturation of the network and 

depletion of available bandwidth for valid service requests 

to the victim. A UDP flood attack is possible when an 

attacker sends a UDP packet to a random port on the victim 

system. When the victim system receives a UDP packet, it 

determines the application waiting on the destination port. 

When it realizes that there is no application waiting on the 

port, it will generate an ICMP packet of “destination 

unreachable” [31] to the forged source address. If enough 

UDP packets are delivered to the ports of the victim, the 

system will go down. Using a DDoS tool the source IP 

address of the packets sent by the attacker can be spoofed, 

the true identity of the secondary victim is prevented from 

exposure, and the packets returned from the victim system 

are not sent back to the agents of the attacker. 

E. ICMP flood attacks 

It exploit the ICMP, which enables users to send an echo 

packet to a remote host to check whether it is alive. More 

specifically during a DDoS ICMP flood attack the agents 

send a large number of ICMP_ECHO_REPLY packets 

(“ping”) to the victim. These packets request a reply from 

the victim, which results in the saturation of the bandwidth 

of the victim’s network connection [32]. During an ICMP 

flood attack the technique of IP spoofing is used. 

Reference 

no. 
Aim Output 

Parameter

s affected 

Avita Katal, 

Roshan 

Singh et al. 

[22] 

Detection 

and 

prevention 

of 

blackhole 

attack in 

wsn 

Performance 

parameter 

decreases and 

end-to-end 

delay increases 

when wsn is 

under blackhole 

attack. 

End to end 

delay 

decreases 

from 35.25 

msec to 

31.22 msec 

and 

throughput 

decreases 

from 

70099.91 

bps to 

65072.06 

bps in 30 

node using 

tree 

topology. 

Abdelhakim 

Hamzi. 

Mouloud 

Koudil. 

[23] 

Agent 

based 

platform 

for design 

and 

simulation 

for wsn 

Design and 

simulation of 

wsn protocols 

and 

applications. 

Translation to 

the physical 

environment or 

directly 

physical 

environment 

architecture 

using 

translation 

library. 

Not 

applicable 

Vinay Soni1, 

Pratik Modi, 

Vishvash 

Chaudhri 

[24] 

Detection 

of 

sinkhole 

attack in 

wsn 

Various 

strategies like 

Data 

Consistency, 

Network Flow 

Information 

Approach, Hop 

Count 

Monitoring 

Scheme, 

Monitoring 

node’s CPU 

usage are used 

to detect 

sinkhole attack. 

Not 

applicable 

Ali 

Modirkhazen

i  et al. 

[25] 

 

Distribute

d 

approach 

to mitigate 

wormhole 

attack 

 

Proposed a  

network 

discovery 

approach based 

on distributed 

scheme which 

needs no 

additional tools 

or accurate 

time 

synchronization

. 

According 

to the 

simulation 

proposed 

Approach 

acted 

efficiently 

and 

mitigated 

almost 

100% of 

wormhole 

attack 

overload in 

the 

environmen

t where 

54% of 

nodes are 

affected 

with the 

wormhole. 

Ioannis 

Krontiris, 

Thanassis 

Giannetsos, 

Tassos 

Dimitriou 

Launching 

a sinkhole 

attack 

from the 

intruder 

side. 

The results of 

this work serve 

a two-fold 

purpose: they 

motivate a 

better design of 

Not 

applicable 
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[26]  routing 

protocols that 

can make them 

more resilient 

to attacks and 

they also open 

the way for 

defining more 

general and 

formal rules in 

intrusion 

detection 

systems. 

Suhail and 

Kanhere, 

Salil and 

Chou, Chun 

Tung 

Alzaid, Hani 

and Abanmi. 

[27] 

 

Detecting 

wormhole 

attack in a 

wsn 

 

Proposed a 

packet leashes 

solution is used 

to detect 

wormhole 

attack. 

Not 

applicable 

VII. CONCLUSION 

In this paper,  review work is done about the Wireless 

sensor network under few denial of service attacks like 

blackhole attack, sinkhole attack, wormhole attack. All of 

these attacks have adverse effects on the QoS parameters 

like performance, end-to-end delay etc. Routing protocols 

are the main targets of intruders. In future work can be done 

regarding the development of secure routing protocols and 

new methods to detect and mitigate the effect of the various 

DoS attacks. 
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