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Abstract—  In recent past few years, information sharing 

and transfer has increased exponentially using Digital 

Communication, internet technology, and while sharing 

data, it is important that communication must be faithful and 

secure. The threat of an intruder accessing secret 

information has been an ever existing concern for the data 

communication experts. Cryptography and Steganography 

are two popular ways of information exchange in a secret 

way, where Steganography hides the existence of the 

message and the Cryptography distorts the message itself. In 

Cryptography techniques, the data is encrypted and results 

into some useless form and then the encrypted data is 

transmitted, which always comes under the suspect to be 

have a secrete message. In steganography techniques, data is 

embedded in a cover file (normally digital image or video) 

and the digital file is transmitted. If the digital file is tested 

with steganalysis tools, then secrete data may be easily 

explored. In either ways, weather cryptography or 

steganography is used, though it is always chance that 

hidden message is getting detected. In order to improve the 

security, fusion of cryptography and steganography is used, 

known as cryptography-steganography. In this paper, 

important parameters are measured and comparative 

analysis is computed for various cryptography techniques 

used for crypto-steganography. 
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Steganography. 

I. INTRODUCTION 

Steganography is an art of hiding the information inside the 

cover information in such a way that it appears as normal 

cover though it contains the hidden information [1]. 

Traditionally Image and Video files are used as cover for 

digital Steganography; and hence lots of Steganalysis tools 

are developed [2] too. Steganalysis tools verify the cover 

image or video in various different ways, like frequency 

domain, LSB (Least Significant Bit) replacement, DCT 

(Discrete Cosine Transform) domain, and detect the 

presence of the hidden information [3]. If hidden 

information is found, it may be extracted out. 

Cryptography is used to convert information into 

encrypted form in such a way that it becomes garbage, and 

only intended receivers are able to recover the data from that 

useless data. Though, some unintended receivers, uses the 

cryptanalysis tools may able to recover the information. 

As steganography and cryptography are well 

known and famous techniques, steganalysis and 

cryptanalysis tools are developed too. The fusion of this two 

techniques, namely crypto-steganography, takes the 

advantages of both techniques, while eliminates the 

limitations of these techniques, is used in this paper. 

Here, different cryptography techniques are used 

over same data to generate different results, and these 

encrypted data is made hide inside the cover video using 

LSB replacement based Steganography techniques, to 

compute various performance parameters of resultants 

crypto-stego video. 

II. CRYPTOGRAPHY 

Cryptography can be used to share the information secretly. 

The cryptography results in cipher information called 

garbage [5] and always look doubtful as having hidden 

information inside it. The simplest algorithm is shown in the 

figure 1(a), which is used here for cryptography. The 

Encryption Key Generator used to generate the Encryption 

Key and Public Key [6], using which Information is 

encrypted. Then that encrypted information is send to 

receiving end. 

 
Fig. 2 (a): Simplified Cryptography Encryption 

 
Fig. 2 (b) – Simplified Cryptography Decryption 

The simplified cryptography decryption is shown 

in the figure 2(b). The cryptography decryption retrieves 

original information with the help of public key. 

III. STEGANOGRAPHY 

Steganography is an art of hide the existence of information 

by using the cover in such a way that, it looks like simple 

cover, though it has hidden information [7]. There are many 

different ways of performing steganography. In this paper, 

LSB of pseudo randomly selected pixels of selected frame 

of video is replaced by the information bit, to perform LSB 

based steganography. Simplified LSB replacement. 

The Steganography encryption is design to replace 

LSB of only selected pixels [8], and the selection is made 

dynamic by keeping it dependent on the statically selected 

pixel information, frame number etc. 

The encryption is also added with the feature that, in the 

first frame of the stego video itself, contains the information 

about  hidden data, such as type of file format size of hidden 

information etc. The decryption will utilize this information 

and can extract out the hidden data from stego video. 
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Fig. 3 (a) – Steganography Encryption 

 
Fig. 3 (b) – Steganography Decryption 

IV. CRYPTOGRAPHY-STEGANOGRAPHY 

The proposed algorithm is to fuse the cryptography and 

steganography to hide the information. Initially, Information 

is converted into garbage information using cryptography, 

and then it is hiding inside the cover video using 

steganography; hence any steganalysis tools, cryptanalysis 

or brute force method is not able to find the hidden 

information. 

The different cryptography algorithm used here are 

Caesar cipher, modified Caesar cipher, transposition cipher 

are used along with the LSB replacement based 

steganography to generate crypto-steganography. 

Caesar cipher is the one of the simplest and most 

widely known encryption technique. It is a type of 

substitution cipher in which each letter in the plaintext is 

replaced by a letter some fixed number of positions down 

the alphabet. For example, with a left shift of 3, D would be 

replaced by A, E would become B, and so on. The method is 

named after Julius Caesar, who used it in his private 

correspondence. 

In modified Caesar cipher technique, key is used to 

create cipher message from original message. Based on 

length of original message, if key contains less elements 

then original message then padding will be used. Same key 

repeated up to the length of original message. If key 

contains more characters then plain text then characters of 

key are removed. Now according to key, message will be 

converted into cipher text. 

In transposition cipher is methods of encryption by 

which the positions held by units of plaintext (which are 

commonly characters or groups of characters) are shifted 

according to a specific system, so that the cipher text 

constitutes a permutation of the plaintext. That is, the order 

of the units is changed. 

V. RESULTS AND CONCLUSION 

The various cryptography techniques are used along with 

the LSB replacement based steganography,to compute and 

generate various cryptography-steganography results. The 

cryptography-steganography are performed with various 

payload. 

It can be seen from the result that, even after 

applying any of the cryptography algorithm, BCR and 

PSNR are remain almost same for all payload. The 

cryptography-steganography image is more secured 

compared to only steganography. The addon of the 

cryptography does improve security while keeping the BCR 

and PSNR almost same. 

 
Table 1: PSNR result for various Crypto-Steganography 

[ PSNR (Peak Signal to Noise Ratio) ] 

 
Table 2: BCR result for various Crypto-Steganography 

[ BCR (Bit Correction Ratio) ] 
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