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Abstract— The migration to wireless network from wired 

network has been a global trend in the past few decades. 

Security has become an important part in Mobile Adhoc 

Networks because of their dynamic mobility, scalability and 

shared resources. MANETs is a collection of mobile nodes 

and it does not require a fixed infrastructure. So it acts as a 

dynamic topology for many applications. MANETs are 

highly vulnerable for attacks because of their open medium, 

rapidly changing topology, lack of centralized monitoring. 

Both Watchdog and TWOACK methods are not sufficient 

for protect MANETs in the cases of receiver collision, 

limited transmission power and false misbehavior report. To 

overcome such attacks the proposed technique is a secure 

intrusion-detection system named Enhanced Adaptive 

Acknowledgment (EAACK) specially designed. 
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I. INTRODUCTION 

Wireless networking is now the medium of choice for many 

applications. In addition, modern manufacturing techniques 

allow increasingly sophisticated functionality to reside in 

devices that are ever smaller, and so increasingly mobile. 

Mobile ad hoc networks (MANETs) combine wireless 

communication with a high degree of node mobility. 

Limited range wireless communication and high node 

mobility means that the nodes must cooperate with each 

other to provide essential networking, with the underlying 

network dynamically changing to ensure needs are 

continually met. The dynamic nature of the protocols that 

enable MANET op-eration means they are readily suited to 

deployment in extreme or volatile circum-stances. MANETs 

have consequently become a very popular research topic and 

have been proposed for use in many areas such as rescue 

operations, tactical op-erations, environmental monitoring, 

conferences, and the like.  

MANETs by their very nature are more vulnerable 

to attack than wired net-works. The flexibility provided by 

the open broadcast medium and the cooperativeness of the 

mobile devices (which have generally different resource and 

com-putational capacities, and run usually on battery power) 

introduces new security risks. As part of rational risk 

management we must be able to identify these risks and take 

appropriate action. In some cases we may be able to design 

out particular risks cost-effectively. In other cases we may 

have to accept that vulnerabilities exist and seek to take 

appropriate action when we believe someone is attacking us. 

As a result, intrusion detection is an in dispensable part of 

security for MANETs. In this paper, we examine special 

IDS issues of MANETs and proposed IDSs for MANET-

specific systems to find out how well proposed systems 

address these issues. In the next section, an introduction to 

intrusion detection systems is given. Then, intrusion 

detection on MANETs is discussed along with proposed 

IDSs.  

II. BACKGROUND 

A. Intrusion Detection Systems: 

  Many historical events have shown that intrusion 

prevention techniques alone, such as encryption and 

authentication, which are usually a first line of defense, are 

not sufficient. As the system become more complex, there 

are also more weaknesses, which lead to more security 

problems. Intrusion detection can be used as a second wall 

of defense to protect the network from such problems. If the 

intrusion is detected, a response can be initiated to prevent 

or minimize damage to the system. Some assumptions are 

made in order for intrusion detection systems to work [1]. 

The first assumption is that user and program activities are 

observable. The second assumption, which is more 

important, is that normal and intrusive activities must have 

distinct behaviors, as intrusion detection  must capture and 

analyze system activity to determine if the system is under 

attack. 

Intrusion detection can be classified based on audit 

data as either host- based or network-based. A network-

based IDS captures and analyzes packets from network 

traffic while a host-based IDS uses operating system or 

application logs in its analysis. Based on detection 

techniques, IDS can also be classified into three categories 

as follows [2]. 

1) Anomaly detection systems:  

The normal profiles (or normal behaviors) of users are kept 

in the system. The system compares the captured data with 

these profiles, and then treats any activity that deviates from 

the baseline as a possible intrusion by informing system 

administrators or initializing a proper response. 

2) Misuse detection systems:  

The system keeps patterns (or signatures) of known attacks 

and uses them to compare with the captured data. Any 

matched pattern is treated as an intrusion. Like a virus 

detection system, it cannot detect new kinds of attacks. 

3) Specification-based detection:  

The system defines a set of constraints that describe the 

correct operation of a program or protocol. Then, it monitors 

the execution of the program with respect to the defined 

constraints. 

B.  Intrusion Detection Systems In MANETs: 

 As discussed before, due to the limitations of most 

MANET routing protocols, nodes in MANETs assume that 

other nodes always cooperate with each other to relay data. 

This assumption leaves the attackers with the opportunities to 

achieve significant impact on the network with just one or 

two compromised nodes. To address this problem, an IDS 

should be added to enhance the security level of MANETs. 

If MANET can detect the attackers as soon as they enter 

the network, we will be able to completely eliminate the 

potential damages caused by compromised nodes at the first 

time. IDSs usually act as the second layer in MANETs, 
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and they are a great complement to existing proactive 

approaches. Anantvalee and Wu presented a very thorough 

survey on contemporary IDSs in MANETs. In  this  section, 

we  mainly describe three existing approaches, namely, 

Watchdog, TWOACK , and Adaptive Acknowledgment 

(AACK) . 

1) Watchdog:  

In [3], Marti et al. proposed a reputation-based scheme. Two 

modules called watchdog and pathrater are implemented at 

each node, to detect and mitigate, respectively, routing 

misbehaviors in MANETs. Nodes operate in a promiscuous 

mode wherein, the watchdog module overhears the medium 

to check whether the next-hop node faithfully forwards the 

packet or not. In DSR, the routing information is defined at 

the source node. This routing information is passed together 

with the message through intermediate nodes until it reaches 

the destination. Therefore, each intermediate node in the 

path should know who the next hop node is. 
Watchdog scheme fails to detect malicious 

misbehaviors with the presence of the following:                 

Ambiguous Collisions:  

A packet collision occurs at the monitoring node 

 

a) Receiver Collisions:  

A packet collision occurs at the receiver. Both nodes B and 

D are trying to send packet 1 and packet 2, respectively, to 

node C at the same time. 

 

b) Limited Transmission Power: 

 
Node B limits its transmission power so that the packet 

transmission can be overheard by node A but too weak to 

reach node C 

c) False Misbehavior Report:  

The Node A sends back a misbehavior report even though 

node B forwarded the packet to node C. 

 

d) Partial Dropping:  

Node keeps its tally just below the threshold and never is la-

beled as misbehaving 

2) TWOACK: 

The TWOACK scheme [4] can be implemented on top of 

any source routing protocol such as DSR. This follows from 

the fact that a TWOACK packet derives its route from the 

source route established for the corresponding data packet. 

The TWOACK scheme uses a special type of 

acknowledgment packets called TWOACK packets, which 

are assigned a fixed route of two hops (or three nodes) in the 

direction opposite to that of data packets. 

 

Fig. 1: TWOACK scheme: Each node is required to send 

back an acknowl- edgment packet to the node that is two 

hops away from it. 

The working process of TWOACK is shown in 

Fig. 1: Node A first forwards Packet 1 to node B, and 

then, node B forwards Packet 1 to node C. When node C 

receives Packet 1, as it is two hops away from node A, 

node C is obliged to generate a TWOACK packet, which 

contains reverse route from node A to node C, and 

sends it back to node A. The retrieval of this TWOACK 

packet at node A indicates that the transmission of 

Packet 1 from node A to node C is successful. 

Otherwise, if this TWOACK packet is not received in a 

predefined time period, both nodes B and C are reported 

malicious. The same process applies to every three 

consecutive nodes along the rest of the route. 

3) AACK: 

Based on TWOACK, Sheltami et al, proposed a new 

scheme called AACK. Similar to TWOACK, AACK is an 

acknowledgment-based network layer scheme which can be 

considered as a combination of a scheme called  TACK 

(identical to TWOACK) and an end-to-end acknowledgment 

scheme called ACKnowledge (ACK). Compared to 

TWOACK, AACK significantly reduced network overhead 

while still capable of maintaining or even surpassing the 

same network throughput. The end-to-end acknowledgment 

scheme in ACK is shown in Fig. 2. In the ACK scheme 

shown in Fig. 2, the source node S sends out Packet 1 

without any overhead except 2 b of flag indicating the 

packet type. All the intermediate nodes simply forward this 

packet. When the destination node D receives Packet 1, it is 

required to send back an ACK acknowledgment packet to 

the source node S along the reverse order of the same route. 

Within a predefined time period, if the source node S 

receives this ACK acknowledgment packet, then the packet 

transmission from node S to node D is successful. 

Otherwise, the source node S will switch to TACK scheme 

by sending out a TACK packet. The concept of adopting a 

hybrid scheme in AACK greatly reduces the network 

overhead, but both TWOACK and AACK still suffer from 

the problem that they fail to detect malicious nodes with the 

presence of false misbehavior report and forged 

acknowledgment packets. In fact, many of the existing IDSs 

in MANETs adopt an acknowledgment-based scheme, 

including TWOACK and AACK. The functions of such 

detection schemes all largely depend on the 

acknowledgment packets. Hence, it is crucial to guarantee 

that the acknowledgment packets are valid and authentic. To 
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address this concern, we adopt a digital signature in our 

proposed scheme named Enhanced AACK (EAACK). 

        

 
                                             Fig.2:  AACK 

III. PROPOSED SYSTEM 

The proposed approach EAACK is designed to 

tackle three of the six weaknesses of Watchdog scheme, 

namely receiver collision, limited transmission power and 

false misbehavior. In this section, we discuss these three 

weaknesses in details. In this section, we describe our 

proposed Enhanced Adaptive Acknowledgement (EAACK) 

scheme in details. The approach described in this research 

paper is based on our previous work [5], where the 

backbone of EAACK was proposed and evaluated. EAACK 

is consisted of three major parts, namely  ACK, S-ACK and   

Misbehavior Report Authentication (MRA). 

A. ACK 

ACK is basically an end-to-end acknowledgment scheme. It 

acts as a part of the hybrid scheme in EAACK, aiming to 

reduce network overhead when no network misbehavior is 

detected. In ACK mode, node S first sends out an ACK data 

packet Pad1 to the destination node D. If all the intermediate 

nodes along the route between nodes S and D are 

cooperative and node D successfully receives Pad1, node D 

is required to send back an ACK acknowledgment packet 

Pak1 along the same route but in a reverse order. Within a 

predefined time period, if node S receives Pak1, then the 

packet transmission from node S to node D is successful. 

Otherwise, node S will switch to S-ACK mode by sending 

out an S-ACK data packet to detect the misbehaving nodes 

in the route.  

 

                                    Fig. 3: ACK mode 

B. S-ACK: 

S-ACK scheme is an improved version of TWOACK 

scheme proposed by Liu et al. [6]. The principle is to let 

each three consecutive nodes work in a group to detect 

misbehaving nodes. For each three consecutive nodes in the 

route, the third node is required to send an S-ACK 

acknowledgement packet to the first node. The intention of 

introducing S-ACK mode is to detect misbehaving nodes in 

the presence of receiver collision or limited transmission 

power. Nevertheless, unlike the TWOACK scheme, where 

the source node immediately trusts the misbehavior report, 

EAACK requires the source node to switch to MRA mode 

and confirm this misbehavior report.  

C. MRA:  

The Misbehavior Report Authentication (MRA) scheme is 

designed to resolve the weakness of Watchdog when it fails 

to detect misbehaving nodes with the presence of false 

misbehavior report. The core of MRA scheme is to 

authenticate whether the destination node has received the 

reported missing packet through a different route. To initiate 

MRA mode, the source node first searches its local 

knowledge base and seeks for alternative route to the 

destination node. If there is none other exists, the source 

node starts a DSR routing request to find another route. Due 

to the nature of MANETs, it is common to find out multiple 

routes between two nodes. By adopting an alternative route 

to the destination node, we circumvent the misbehavior 

reporter node.  

IV. PERFORMANCE EVALUATION 

In this section, we concentrate on describing our simulation 

environment and methodology. 

A. simulation configuration: 

Our simulation is conducted within the Network 

Simulator(NS) 2.34 environment on a platform with GCC 4.3 

and LINUX. The system is running on a laptop with Core 2 

Duo T7250 CPU and 3-GB RAM. 
In order to better compare our simulation results 

with other research works, we adopted the default scenario 

settings in NS 2.34. The intention is to provide more general 

results and make it easier for us to compare the results. In 

NS 2.34, the default configuration specifies 50 nodes in a 

flat space with a size of 670 × 670 m. The maximum hops 

allowed in this configuration setting are four. Both the 

physical layer and the 802.11 MAC layer are included in the 

wireless extension of NS2. The moving speed of mobile node 

is limited to 20 m/s and a pause time of 1000 s. User 

Datagram Protocol traffic with constant bit rate is 

implemented with a packet size of 512 B.  

In order to measure and compare the performances 

of our proposed scheme, we continue to  adopt the 

following three performance metrics. 

1) Throughput:  

Throughput is the amount of work that can be performed or 

the amount of output that be produced by a system or 

component in a given period of time. The work can be 

measured in terms of the amount of data processed or 

transferred from one location to another by a computer, 

computer network  or computer component. Data transfer 

rates for disk drives and networks are commonly measured 

in terms of kilo bits  per second (kbps), megabits per 

second (Mbps) or gigabits per second (Gbps). 

2)  Delay:  

The delay of a network specifies how long it takes for a bit 

of data to travel across the network from one node or 

endpoint to another. It is typically measured in multiples or 

fractions of seconds. Delay may differ slightly, depending 

on the location of the specific pair of communicating 

nodes. 
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3) Lost:  

Packet loss is the failure of one or more transmitted packets 

to arrive at their destination. 

 
Fig. 4: simulation result for throughput without intruder 

 

Fig. 5: simulation result for delay without intruder 

 
Fig. 6: simulation result for lost without intruder 

 

Fig. 7: simulation result for throughput with intruders 

 

Fig. 8: simulation result for delay with intruders 

 

 

Fig. 9: simulation result for lost with intruders 

V. CONCLUSIONS 

Malicious attack has always been a major threat to the 

security in MANETs. In this research paper, we have 

proposed a novel IDS named EAACK protocol specially de-

signed for MANETs and compared it against other popular 

mechanisms in different scenarios through simulations. The 

results demonstrated positive performances against Watch-

dog, TWOACK, and AACK in the cases of receiver 

collision, limited transmission power, and false misbehavior 

report. Furthermore, in an effort to prevent the attackers 

from initiating forged acknowledgment attacks, we extended 

our research to incorporate digital signature in our proposed 

scheme. 
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