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Abstract— Internet traffic classification is an important tool 

for network management. It allows operators to better 

predict future traffic matrices and demands, security 

personnel to detect anomalous behavior, and researchers to 

develop more realistic traffic models. We present here a 

traffic classifier that can achieve a high accuracy across a 

range of application types without any source or destination 

host-address or port information. We use a Semi-Supervised 

method for classification of network traffic. The proposed 

method classifies network traffic using flow statistics that 

allows classifiers to be designed from training data 

consisting of only a few labeled and many unlabeled flows. 

The approach consists of two steps, clustering and 

classification. Clustering partitions the training data set into 

clusters. After making clusters, classification is performed in 

which labeled data are used for assigning class labels to the 

clusters. The results showed that the proposed method 

outperforms to existing method. During more specific 

comparison we use KDD (Knowledge Discovery in 

Databases) data set and tested our proposed and existing 

algorithm, we show the proposed algorithm is better than 

existing algorithm. The results are represented in Receiver 

operating characteristics (ROC) graphs.ROC graphs are a 

very useful tool for visualizing and evaluating classifiers. 

Keywords: Traffic classification, Labeled, Unlabeled, 
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I. INTRODUCTION 

Traffic classification technique plays an important role in 

modern network security and management architectures. For 

instance, traffic classification is normally an essential 

component in the products for QoS control and intrusion 

detection. With the popularity of cloud computing, the 

amount of applications deployed on the Internet is quickly 

increasing and many applications adopt the encryption 

techniques. This situation makes it harder to classify traffic 

flows according to their generation applications. Traditional 

traffic classification techniques rely on checking the specific 

port numbers used by different applications, or inspecting 

the applications’ signature strings in the payload of IP 

packets. These techniques encounter a number of problems 

in the modern network such as dynamic port numbers, data 

encryption and user privacy protection. Currently, the state 

of- the-art methods tend to conduct classification by 

analyzing flow level statistical properties. Substantial 

attention has been paid on the application of machine 

learning techniques to flow statistical features based traffic 

classification. 

A semi-supervised methodology that classifies 

network flows by using only flow statistics is analyzed and 

implemented. This methodology is based on machine 

learning principles, consists of two components: a learner 

and a classifier. The goal of the learner is to discern a 

mapping between flows and traffic class from a training data 

set. Subsequently, this learned mapping is used to obtain a 

classifier. Classified results are shown in ROC graphical 

formation. ROC graphs are a very useful tool for visualizing 

and evaluating classifiers. 

Traditionally, learning is accomplished using a 

fully labeled training data set, as has been previously 

considered in the traffic classification context. Obtaining a 

large, representative, training data set that is fully labeled is 

difficult, time consuming, and expensive. On the contrary, 

obtaining unlabeled training flows is inexpensive. We 

develop and evaluate a technique that enables us to build a 

traffic classifier using flow statistics from both labeled and 

unlabeled flows. Specifically, we build the learner using 

both labeled and unlabeled flows and show how unlabeled 

flows can be leveraged to make the traffic classification 

problem manageable. Labeled data means the input set for 

which the class to which it belong is known. Unlabeled 

dataset is one for which class to which it belongs is 

unknown and is to be properly classified. There are two 

main advantages of semi-supervised approach. First, fast 

and accurate classifiers can be obtained by training with a 

small number of labeled flows mixed with a large number of 

unlabeled flows. Second, our approach is robust and can 

handle previously unseen flows.  

The rest of the paper is organized as follows. In 

section II, A brief review of the related work on statistics-

based traffic classification is presented in the next section. 

In section III, we discuss the proposed semi-supervised 

approach for traffic clustering and classification. In section 

IV, we present the experimental results of proposed 

algorithm. Section V concludes this paper. 

II. RELATED WORK 

Clustering techniques are also widely used in previous work. 

In one of the earliest work in this area, McGregor et al. [1] 

applied the Expectation Maximization (EM) algorithm to 

break packet traces down into clusters of traffic, where each 

cluster has unique traffic characteristics. Zander et al. [2] 

used an unsupervised Bayesian classifier called AutoClass 

to learn the natural classes inherent in the training dataset. 

Erman et al. [3] showed that the unsupervised AutoClass 

algorithm could outperform the supervised Naive Bayes 

classifier in terms of accuracy and the ability to discover 

previously unknown applications. 

Erman et al. also proposed a hybrid approach 

referred to as semi-supervised learning [4], which mixed a 

small amount of labeled data into a large amount of 

unlabeled data to generate the training set for the clustering 

algorithm. Here the clustering procedure itself is actually 

unsupervised and the labeled data is used in the following 

step to obtain a mapping from a large number of clusters to 

several application categories. The main difference between 
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their approach and ours is that we make use of kdd dataset 

for clustering. 

In [5], explains an analysis of 10% of KDD cup’99 

training dataset based on intrusion detection. It has focused 

on establishing a relationship between the attack types and 

the protocol used by the hackers, using clustered data. 

Analysis of data is performed using k-means clustering. Our 

method consists of two steps: Clustering and Classification 

(mapping cluster to label). The details of these steps are as 

follows, 

A. Clustering 

Clustering of data is a method by which large sets of data 

are grouped into clusters of smaller sets of similar data. A 

K-Means clustering algorithm attempts to find natural 

groups of components (or data) based on some similarities. 

The K-Means clustering algorithm also finds the centroid of 

a group of data sets to determine cluster membership. 

B. Mapping cluster to label 

After clustering of training data, we use the available 

labeled flows to obtain a mapping from the clusters to the 

different known classes. The result of the learning is a set of 

clusters, some mapped to the different flow types. This 

method, referred to as semi-supervised learning.Classified 

results are shown in ROC graphical formation. 

III. SYSTEM ARCHITECTURE 

The System Architecture gives the knowledge of the system 

flow of the proposed model. We use KDD cup 99 data sets 

that have real valued attributes. Rows are records of 

connection columns are attributes of records (duration, 

protocol type, service, src_bytes, dst_bytes, etc). It includes 

many kinds of attack data, also includes the normal data. 

The classification model build is based on semi-supervised 

learning approach, thus both labeled and unlabeled data 

records are present. The output will basically would be the 

classification that will specify the class to which the dataset 

belong and type of attacks it has. 

 

Fig. 3.1:  System Model 

There are two phases in the design. First one shows 

training phase and second is testing phase.  The figure 3.1 

denotes the sequential execution of various phases the 

output of first phase act as input to the second phase and so 

on. Initially, the input is taken as the dataset which act as 

input to phase one in which both labeled and unlabeled data 

are used. It will partition a whole data space into a small 

number of disjoint regions (cluster). Finally, it labels the 

cluster .For each cluster formed; perform a probabilistic 

assignment to find the mapping from clusters to labels. If the 

maximum priority belongs to same class, then all the labeled 

and unlabeled data samples within the cluster are assigned 

the same class label. The outcomes or results parameter after 

each phase can be viewed by the user. These results are 

displayed in form of the graphical tables. The entire 

classification task terminate once the class are assigned to 

all the data samples. This classification technique helps in 

classifying data and also making the system to learn how to 

classify a new coming data. 

A.  K-Means Clustering Algorithm 

K-means clustering is a clustering analysis algorithm that 

groups objects based on their feature values into K disjoint 

clusters. Objects that are classified into the same cluster 

have similar feature values. K is a positive integer number 

specifying the number of clusters, and has to be given in 

advance. The K-Means algorithm partitions the feature 

vectors in the training data set into a fixed number of 

spherical-shaped clusters by minimizing the total mean 

square error between feature vectors and the cluster 

centroids. Starting with an initial partition, the algorithm 

iteratively assigns each vector to the cluster whose centroid 

is nearest, and recalculates the centroids based on the new 

assignments. This process continues until membership 

within clusters stabilizes. 

B. Cluster Labeling 

With the help of k-means algorithm number of clusters is 

determined. We use a probabilistic assignment to find the 

mapping from clusters to labels. P(Y = Yj Ck), where j = 

1,…,q (q being number of class types) and k = 1,….,K (K 

being the number of clusters). To estimate these 

probabilities, we use the set of flows in our training data that 

are labeled to different applications (xi; yi), i = 1,…,L, 

where L is the total number of different labeled applications. 

P(Y = yj Ck) is then estimated by the maximum likelihood 

estimate, njk nk , where njk is the number of flows that were 

assigned to cluster k with label j, and nk is the total number 

of (labeled) flows that were assigned to cluster k. To 

complete the mapping, now, within each cluster an 

evaluation is performed to determine to which class has 

maximum probability of data samples belong. On the basis 

of this probability the class label is assigned to the clusters. 

IV. EXPERIMENTAL WORK 

This section describes the dataset that form the basis of our 

work as well as the analysis tools used in the evaluation. 

The basic input to any system is the data. In the proposed 

system data considered is real word dataset. Real data set are 

the set of data set that a data analyst may encounter while 

dealing with real world applications where the attributes are 

real valued. Furthermore, the dataset may contain binary or 

numeric values. Since the system is designed for semi 

supervised classification thus we consider both labeled and 

unlabeled data for classification. The Classifier is tested on 

KDD cup 99 dataset. 
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A.  Experimenting with KDD CUP 99 dataset 

The KDD Cup 1999 Intrusion detection data is used in our 

experiments. This data was prepared by the 1998 DARPA 

Intrusion Detection Evaluation program by MIT Lincoln 

Labs. Lincoln labs acquired nine weeks of raw TCP dump 

data. The raw data was processed into connection records, 

which consist of about 5 million connection records. The 

data set for our experiments contained 1000 records. This 

data set is divided into training dataset which contained 

1000 records and test dataset which contained 100 records. 

As the data set has five different classes like normal data 

belongs to class1, probe belongs to class2, denial of service 

(DOS) belongs to class3, user to root (U2R) belongs to 

class4 and remote to local (R2L) belongs to class5. This 

dataset has been experimented on the designed classifier. 

The results obtained are displayed in graphical form as 

shown figure 4.1,  

Following is the detailed description of the dataset: 

 Number of Instances: 8000 

 Number of Attributes: 41 plus the class attribute 

 Attribute Information: duration, protocol_type, 

service, src_bytes, dst_bytes, urgent, land, 

wrong_fragment, flag, hot, num_failed_logins, 

logged_in,etc. 

Training dataset which contains 1000 labeled and Very large 

set of  unlabeled records gives more than  90% accuracy and 

these accuracies are then compared with accuracies of SVM 

based classifier. The results are comparable; Network 

Traffic Classifier gives higher accuracy on appropriate value 

of K. 

 

Fig. 4.1:  Different types of attacks on dataset. 

V. CONCLUSION 

A semi supervised approach to design a Network Traffic 

Classifiers is implemented successfully. Algorithm permits 

both labeled and unlabeled data to be used in training the 

network.While performing training and testing of the 

classifier for a dataset, it is observed that a the range of 

classifiers accuracy lies between 70% to 96 % for kdd 

datasets and hence. we confirmed the superior performance 

of the proposed method from both theoretical and empirical 

studies. During more specific comparison we use KDD 

(Knowledge Discovery in Databases) data set and tested our 

proposed and existing algorithm, we show the proposed 

algorithm is better than existing algorithm. Our model only 

detect the type of attacks, in future we give the solution to 

prevent this type of network attack also. 
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