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Abstract— Research in information hiding has grown 

explosively. However, many questions still exist concerning 

the potential of the technology and its role in establishing 

and upholding intellectual property rights in the digital age. 

This work, provides an overview of information hiding, 

outlining its main disciplines (covert channels, 

steganography [1], digital watermarking, and anonymity), 

and some applications current driving interest. The focus is 

on the current status of and prospects for digital 

watermarking [2], devoting special attention to a taxonomy 

based on insertion domain, applicability, and types of 

existing algorithms. In this paper, a method is presented, to 

apply existing watermarking embedding and recovering 

techniques applied on extracted video frames, to cater the 

digital watermarking needs of the world by concentrating on 

embedding the watermarks in the R-G-B planes of colour 

images. For intellectual property right protection of 

multimedia images, the colour image is watermarked three 

times by embedding the same watermark in each plane of 

multimedia image. Multimedia images are divided into R-G-

B colour planes and watermarks are inserted into the 

individual colour planes. One or more watermarks can be 

inserted into one or more of the colour planes. The 

authentication process consists of retrieving the watermarks 

from all the three colour planes and a final watermark is 

constructed from the intersection of all the retrieved 

watermarks. The proposed work has been implemented in 

both spatial domain and transform domain. For spatial 

domain, threshold-based correlation watermarking scheme 

is used whereas, for transform domain DCT based 

watermarking is done. 
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I. INTRODUCTION 

Issues of intellectual property right and protection abound in 

this era of persuasive digital data. Digital watermarking 

gives  the growing concerns of theft and tampering through 

the use of advanced signal processing strategies[4] to embed 

copyright and authentication information within multimedia 

content[5]. Well–established organizations are actively 

pursuing research into digital watermarking and are calling 

for proposals to incorporate research these methods in 

current multimedia standards [6],[7],[8]. Because this 

research is in its infancy many questions still exist 

concerning the potential of the technology and its role in 

establishing and upholding intellectual property rights [9] in 

the digital age. This paper examines digital watermarking 

from theoretical and applications-oriented aspects. Our 

target is to enhance the technology, calculate its 

appropriateness for certain problems, and widen its 

usefulness to multimedia intellectual property management.  

II. RELATED WORK 

In this paper, a method is presented to cater the digital 

watermarking needs of the world by concentrating on 

embedding the watermarks in the R-G-B planes of colour 

images. For intellectual property right protection of 

multimedia images, the colour image is watermarked three 

times by embedding the same watermark in each plane of 

multimedia image. Multimedia images are divided into R-G-

B planes and watermarks are inserted into the individual 

colour planes. One or more watermarks can be inserted into 

one or more of the colour planes. The authentication process 

consists of retrieving the watermarks from all the three 

colour planes and a final watermark is constructed from the 

intersection of all the retrieved watermarks.   

The work [7] has been implemented in transform 

domain. For transform domain DCT based watermarking [3] 

is done. The algorithms used to implement this scheme have 

been described below. 

A. DCT based watermarking [13]-[17]: 

The DCT permits an image to be broken up into different 

frequency bands, making it much easier to embed 

watermarking information into the middle frequency of the 

image. 

The DCT is similar to DFT (discrete Fourier 

transform)[6]: it transform a signal or image from the spatial 

domain to the frequency domain. 

1) DCT encoding: 

The general equation for DCT transform is given by: 
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where u, v = 0,1,2….N-1 and the corresponding inverse 2D 

transform is given by: 

 (   )

 ∑∑ (   ) ( ) ( )    
  (    )

  

   

   

   

   

   
  (    )

  
     (   ) 

where u, v = 0.1.2…, N-1 

The basic operation of DCT is given by:  

 The input image is N by M. 

 F (x, y) is the intensity of the pixel in row x and 

column y. 

 C (u, v) is the DCT coefficient in row u1 and 

column u2 of the DCT matrix. 

 For most images, maximum of the signal energy 

lies at lower frequencies; these appear in the upper 

left corner of the DCT. 

 Compression is achieved since the lower right 

values represent higher frequencies and are often 

small enough to be neglected with little visible 

distortion. 
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 The input is an N x M matrix (image) and the 

output is the DCT matrix of same dimension. 

2) Computing the 2D DCT 

The 2D DCT is computed by using the direct matlab 

function “dct2”.A pseudo code is as follows: 

dct_image = dct2 (input_image); 

a) Comparison of mid-band DCT coefficients: 

The most basic of the watermarking techniques is based on 

simple comparison of mid-band coefficients [7] of the DCT 

image. 

In this method we transform the watermark into a 

straight vector having elements 1 or 0. Now the image is 

broken into blocks and then each one is processed to include 

one element of the watermark in it. For embedding we take 

two pixel locations in the mid-band of the DCT. These 

positions remain constant during the entire embedding 

process. (like (5, 2) and (4, 3) etc.). Now every time the 

message bit is 0 we make one of them (say (5, 2)) to be 

greater than the other (4, 3) and vice versa. To improve 

robustness, we increase the difference between these pixel 

values to ‘k’. The higher the value of ‘k’, better the 

robustness of the watermark. Since all these changes happen 

in the mid band DCT, hence they are difficult to find 

visually. But increasing the value of k might cause some sort 

of patterns to appear in the images. 

The algorithm of method-1 is given below: 

To embed the watermark: 

 Process the image in blocks. 

 For each block  

 Transform block using DCT. 

 if message bit is 0. 

 If dct_block (5,2) < (4,3) . 

 Swap them. 

 Else 

 If (5,2) >  (4,3) 

 Swap them. 

 If (5,2) - (4,3) <  k 

 (5,2) = (5,2) + k/2;  

 (4,3) = (4,3) – k/2; 

 Else 

 (5,2) = (5,2) - k/2;  

 (4,3) = (4,3) + k/2; 

 Move to next block. 

For recovering the watermark , we again break the 

watermark image into blocks and then process each block to 

find out whether the corresponding message bit is ‘0’ or ‘1’. 

To determine this we check whether (5, 2) is greater than (4, 

3), if it is then we assign the corresponding element of 

message as 1 and  vice versa. 

To recover the watermark: 

 Process the image in blocks. 

 For each block  

 Transform block using DCT. 

 If (5,2) > (4,3) 

 Message = 1 

 Else 

 Message=0; 

 Process next block. 

B. Correlation based DCT watermarking [18]-[22]: 

Another possible technique for transform domain 

watermarking is to embed a PN sequence W into middle 

frequencies of the DCT block. In this method, two different 

PN sequences that are highly uncorrelated are produced and 

embedded into the image. For this, first break the image into 

different blocks and then process each block. The block size 

is chosen such that the entire message/watermark can be 

written into it. Since, each block of the image can only store 

one bit of the watermark. After obtaining the blocks their 

DCT is computed. Now if the message bit is zero then 

embed the PN sequence (pn_sequence_0) to indicate the 

presence of bit ‘0’ else insert the other PN sequence 

(pn_sequence_1). To improve the detection process it must 

be made sure that the PN sequences that are generated must 

be highly uncorrelated. Each image block is processed in 

exactly the same manner as mentioned above. The algorithm 

for the above method is given below: 

1) To embed: 

 Generate two “PN” sequences for 1 and 0. 

 Find two highly uncorrelated sequences by 

generating two random PN sequences until the 

correlation between them is above a certain 

threshold. 

 For each image block 

 Transform the block using DCT. 

 If message_bit is 0 

 Embed pn_sequence_0 to the image block. 

 Else 

 Embed pn_sequence_1 to the image block. 

 Take the inverse DCT 

 Move to next block. 

For watermark retrieval, the correlation property of PN 

sequences is used. First break the image into blocks and then 

take the DCT of each block. After that, for each block a 

vector is generated that contains the entire mid band 

frequencies of the concerned block. Now take the 

correlation of this vector with both the PN sequences and 

assign the message bit a ‘1’ if the correlation of the vector 

with the pn_sequence_1 is higher than that with 

pn_sequence_0.   

2) To recover: 

 Generate two “PN” sequences for 1 and 0. 

 Find two highly uncorrelated sequences 

 Process the image in blocks. 

 For each block  

 Transform block using DCT. 

 Extract the mid-band coefficients. 

 Calculate the correlation of mid-band frequencies 

with both the sequences. 

 If correlation (mid-band, pn_sequence_0)> 

correlation (mid-band, pn_sequence_1) 

 Message=0; 

 Else 

 Message =1; 

 Process next block. 
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III. WORK 

A. Proposed Work: 

 
Fig. 1: Watermark Embedding Process to Video frames 

 

 
Fig. 2: Watermark Extraction Process to Video Frames 

B. Video Frame Used: 

 

C. Applied Watermark:                                                                                                                                               

 

D. Recovered Watermarks: 

 

                        Method-1      Method-2 

IV. RESULTS 

 

Graph 1.1(a): PSNR & MSE calculation in Performance 

analysis of watermarking techniques for Mid Band 

Comparison. 

 

Graph 1.1(b): PSNR & MSE calculation in Performance 

analysis of watermarking techniques for Correlation based 

DCT. 
V. COMPARISON 

The Graph showing below the comparison of both the       

methods used in the paper. 

 

Graph 1.1(c): Comparison of both the methods for PSNR & 

MSE calculation. 

VI. CONCLUSION  

The key conclusion of this study is that these methods can 

be easily applied to color images and these color 

watermarked images thus obtained have been shown to be 

much more robust to the normal watermark removal as well 

as special removal. (i.e. watermark retrieval in case of 

attacks like noise addition, compression etc.). Moreover the 

proposed color image watermarking can be used to improve 

the quality of the retrieved watermark. The improved quality 

can be attributed to the fact, that the noise which usually 

crept in the final watermark during the retrieval process is 

mostly random and thus the retrieval of the same watermark 

from the three color planes (R, G, B) of the color image 

might contain some random noise but the noise won’t be 

there at the same place in all the three of the planes. Hence 

when the intersection of all the three watermarks was taken, 

the final watermark retrieved appears to be less noisy. 

The final watermarks thus obtained by proposed 

work are visually more similar to the original watermark 

than the ones obtained by these methods for grayscale 

images. Moreover the presence of noise also hinders the 

performance of detection software’s that might be employed 

for retrieving as well as matching these watermarks with 

their original images and hence their performance is reduced 

significantly. This study will significantly improve the 

matching power of such detection software’s. 
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Another observation of this work is that transform 

domains watermarking techniques are typically better 

candidates for digital watermarking of images than spatial 

domain techniques, for reasons of robustness as well as 

visual impact. Embedding the watermark in the transform 

domain proved to be highly resistant to JPEG compression 

as well as significant amounts of random noise, by 

predicting which coefficients would be modified by the 

subsequent transform and quantization, DCT watermarking 

schemes were able to produce a watermarking technique 

with high robustness, good capacity, and low visual impact.  

REFERENCES 

[1] W. Stallings, “Cryptography and Network Security: 

Principles and Practice”, ISBN 0131115022, 

9780131115026, Prentice-Hall, New Jersey, 2003. 

[2] Juergen Seitz, “Digital watermarking for Digital 

Media”,ISBN 1-59140-518-1,Information Science 

Publishing,London,2005. 

[3] Second Lieutenant J. Caldwell, “Steganography”, 

United States Air Force, Crosstalk-Journals of 

Defense Software Engineering, ,vol.-16,no.-6,pp.25-

27, June 2003. 

[4] F. A. P. Petitcolas, R. J. Anderson and M. G. Kuhn, 

“Information Hiding - A Survey”, Proceedings of the 

IEEE, vol. 87, no. 7, pp. 1062-1078, July 1999. 

[5] Jia-Shiang Chen, Yu-Bin Chen,Pei-fengHsu,Nghia 

Nguyen-Huu and Yu-Lung Lo, “ Cryptographic 

scheme using genetic algorithm and optical responses 

of periodic structures”, OPTICS EXPRESS, vol. 19, 

no. 9, April 2011. 

[6] J. O. Ruanaidh,H.Peterson,A.Herrigel,S.Pereira and 

T.Pun, “Cryptographic Copyright Protection for 

Digital Images based on Watermarking 

Techniques”,Elsevier Science Publication, SPP 

Program(Grant 5003-45334), 1998. 

[7] Harsh K Verma,AbhishekNarainSingh,Raman 

Kumar“ Robustness of the Digital Image 

Watermarking Techniques against Brightness and 

Rotation Attack”, (IJCSIS) International Journal of 

Computer Science and Information Security, Vol. 5, 

No. 1, 2009. 

[8] S. Battiato, D. Catalano, G:Gallo and R.Gennaro ," A 

ColorOpponency Watermarking Scheme for Digital 

Images ", IST/SPIE International Symposium - 

Electronic Imaging 2000 - Science & Technology, 

Security and Watermarking of Multimedia Contents II 

- San Jos,3971 : 510-515,2000 . 

[9] MahaSharkas, Dahlia ElShafie, and NadderHamdy 

Senior Member IEEE, “A Dual Digital-Image 

Watermarking Technique”, World Academy of 

Science, Engineering and Technology, 5 2005. 

[10] Xinge You, Senior Member, IEEE, Liang Du, 

Member, IEEE, Yiu-ming Cheung, Senior Member, 

IEEE, and Qiuhui Chen, “A BlindWatermarking 

Scheme Using New Nontensor Product Wavelet Filter 

Banks”, IEEE TRANSACTIONS ON IMAGE 

PROCESSING, VOL. 19, NO. 12, DECEMBER 

2010. 

[11] NimaKhademiKalantari, Student Member, IEEE, and 

Seyed Mohammad Ahadi, Senior Member, IEEE, “A 

Logarithmic Quantization Index Modulation for 

Perceptually Better Data Hiding”, IEEE 

TRANSACTIONS ON IMAGE PROCESSING, 

VOL. 19, NO. 6, JUNE 2010. 

[12] Giulia Boato, Associate Member, IEEE, 

ValentinaConotter, Francesco G. B. De Natale, Senior 

Member, IEEE, and Claudio Fontanari, Member, 

IEEE, “Watermarking Robustness Evaluation Based 

on Perceptual Quality via Genetic Algorithms,” IEEE 

TRANSACTIONS ON INFORMATION 

FORENSICS AND SECURITY, VOL. 4, NO. 2, 

JUNE 2009. 

[13] Jen-Sheng Tsai, Win-Bin Huang, and Yau-Hwang 

Kuo, “On the Selection of Optimal Feature Region Set 

for Robust Digital Image Watermarking,” IEEE 

TRANSACTIONS ON IMAGE PROCESSING, 

VOL. 20, NO. 3, MARCH 2011. 

[14] Chip-Hong Chang, Senior Member, IEEE, and Aijiao 

Cui, Student Member, IEEE, “Synthesis-for-

Testability Watermarking for Field Authentication of 

VLSI Intellectual Property,” IEEE TRANSACTIONS 

ON CIRCUITS AND SYSTEMS—I: REGULAR 

PAPERS, VOL. 57, NO. 7, JULY 2010. 

[15] Kwangtaek Kim, Member, IEEE, Mauro Barni, 

Senior Member, IEEE, and Hong Z. Tan, Senior 

Member, IEEE, “Roughness-Adaptive 3-D 

Watermarking Based on Masking Effect of Surface 

Roughness”, IEEE TRANSACTIONS ON 

INFORMATION FORENSICS AND SECURITY, 

VOL. 5, NO. 4, DECEMBER 2010. 

[16] A. V. Subramanyam, Sabu Emmanuel, Member, 

IEEE, and Mohan S. Kankanhalli, Senior Member, 

IEEE. “Robust Watermarking of Compressed and 

Encrypted JPEG2000 Images”, IEEE 

TRANSACTIONS ON MULTIMEDIA, VOL. 14, 

NO. 3, JUNE 2012. 

[17] Yu-Ping Wang and Shi-Min Hu, Member, IEEE, “A 

New Watermarking Method for 3D Models Based on 

Integral Invariants”, IEEE TRANSACTIONS ON 

VISUALIZATION AND COMPUTER GRAPHICS, 

VOL. 15, NO. 2, MARCH/APRIL 2009. 

[18] Chuntao Wang, Member, IEEE, Jiangqun Ni, 

Member, IEEE, and Jiwu Huang, Senior Member, 

IEEE, “An Informed Watermarking Scheme Using 

Hidden Markov Model in the Wavelet Domain”, 

IEEE TRANSACTIONS ON INFORMATION 

FORENSICS AND SECURITY, VOL. 7, NO. 3, 

JUNE 2012. 

[19] R. Reyes, C. Cruz, M. Nakano-Miyatake, Member 

IEEE and H. Pérez-Meana, Senior Member IEEE, 

“Digital Video Watermarking in DWT Domain Using 

Chaotic Mixtures”, IEEE LATIN AMERICA 

TRANSACTIONS, VOL. 8, NO. 3, JUNE 2010. 

[20] PikWah Chan, Student Member, IEEE, Michael R. 

Lyu, Fellow, IEEE, and Roland T. Chin, “A Novel 

Scheme for Hybrid Digital Video 

Watermarking:Approach, Evaluation and 

Experimentation”, IEEE TRANSACTIONS ON 

CIRCUITS AND SYSTEMS FOR VIDEO 

TECHNOLOGY, VOL. 15, NO. 12, DECEMBER 

2005. 

[21] NimaKhademiKalantari, Student Member, IEEE, 

Mohammad Ali Akhaee, Student Member, 



Digital Watermarking Techniques using DCT and Correlation based Schemes applied on Video Frames 

 (IJSRD/Vol. 2/Issue 04/2014/106) 

 

 All rights reserved by www.ijsrd.com 434 

IEEE,Seyed Mohammad Ahadi, Senior Member, 

IEEE, and HamidrezaAmindavar, Member, IEEE 

“Robust Multiplicative Patchwork Method for Audio 

Watermarking”, IEEE TRANSACTIONS ON 

AUDIO, SPEECH, AND LANGUAGE 

PROCESSING, VOL. 17, NO. 6, AUGUST 2009. 

[22] Federica Battisti, Student Member, IEEE, Giulia 

Boato, Member, IEEE, Marco Carli, Senior Member, 

IEEE, and Alessandro Neri, Member, IEEE “Teaching 

Multimedia Data Protection Through an International 

Online Competition”IEEE TRANSACTIONS ON 

EDUCATION, VOL. 54, NO. 3, AUGUST 2011. 

 


