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Abstract— Wireless networks are gaining attractiveness day 

by day, as users want wireless connectivity irrespective of 

their geographic location. A wireless ad-hoc network is a 

temporary network set up by wireless mobile nodes moving 

random in places that have no infrastructure. For 

communication in mobiles nodes routing protocols are used 

like Reactive routing protocol i.e. Ad-Hoc on Demand 

Distance Vector (AODV), Proactive routing protocol i.e. 

Optimized Link State Routing (OLSR) and Hybrid routing 

protocol i.e. Temporary Ordered Routing Algorithm 

(TORA).  However due to security vulnerabilities of the 

routing protocols, MANETS are vulnerable to malicious 

nodes. There is an increasing threat of malicious nodes 

attacks on the Mobile Ad-hoc Networks (MANET). Black 

hole attack is one of the security threat in which the traffic is 

redirected to such a node that actually does not exist in the 

network. 
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I. INTRODUCTION 

Wireless Sensor Networks (WSN) are used in range of fields 

which includes services, healthcare, , home and other 

business-related applications. With the enormous 

advancement in the field of surrounded computer and sensor 

technology, Wireless Sensor Networks (WSN), which  is 

collected of several thousands of sensor nodes which are 

capable of sense, actuate, and relay the composed in 

sequence, have made remarkable   impact everywhere. 

WSANs are characteristically self-organizing and 

self-healing. Self-organizing networks permit a new node to 

mechanically join the network without the need for manual 

involvement. Self-healing networks allow nodes to 

reconfigure their link associations and find alternative 

pathways around failed or powered-down nodes. How these 

capability are implement is specific to the network 

management protocol and the network  

Topology, and finally will determine the network’s 

elasticity, scalability, cost and performance.  

 
Fig. 1: Wireless sensor/actuator network. 

Wireless sensor networks use three basic 

networking topologies; point-to-point, star (point-to-

multipoint), or mesh (Point-to-point is simply a dedicated 

link between two points and arguably isn’t a network at 

every Star networks are an aggregation of point-to-point 

links, with a middle master node that manages a fixed 

number of slave nodes and serves as the conduit for all 

upstream communication. 

 
Fig. 2: Basic wireless network topologies. 

MANETs consist of mobile nodes that are free in 

touching in and out in the network. Nodes are the system or 

strategy i.e. mobile phone, laptop, personal digital 

assistance, MP3 player and personal computer that are 

participate in the network and are mobile. These nodes can 

act as host/router or together at the equivalent time. They 

can form random topologies depending on their connectivity 

with each other in the network. These nodes have the ability 

to build up themselves and because of their self 

configuration capacity; they can be deployed urgently 

without the need of any infrastructure. Internet Engineering 

Task Force (IETF) has MANET working group (WG) that is 

dedicated for developing IP routing protocols. Routing 

protocols are one of the demanding and interesting research 

areas. a lot of routing protocols have been developed for 

MANETS, i.e. AODV, OLSR, DSR, TORA etc [1]. 

Security in Mobile Ad-Hoc Network is the most 

significant concern for the basic functionality of networks. 

The ease of use of network services, privacy and integrity of 

the data can be achieved by assuring that security issues 

have been met. MANETs often experience from security 

attacks because of its features like open standard, changing 

its topology dynamically, lack of central monitor and 

administration, cooperative algorithms and no clear defense 

mechanism. These factors have changed the encounter field 

situation for the MANETs against the security threats 

II. MANETS ROUTING PROTOCOLS 

Routing protocols in MANETs are classify into three 

different categories according to their functionality 

 Reactive protocols 

 Proactive protocols 

 Hybrid protocols 

 
Fig. 3:  Hierarchy of Routing Protocols 
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A. Reactive Protocols 

Reactive protocols are also well-known as on demand 

driven reactive protocols. The fact they are well-known as 

reactive protocols is, they do not start route discovery by 

themselves, pending they are requested, when a source node 

demand to locate a route. These protocols setup routes when 

demanded [1, 2]. When a node wants to correspond with 

another node in the network, in addition to the source node 

does not have a route to the node it wants to communicate 

with, reactive routing protocols will set up a route for the 

source to destination node. 

1) Ad-Hoc on Demand Distance Vector Protocol (AODV): 

AODV is described in RFC 3561 [3]. It’s reactive protocol, 

when a node wishes to start broadcast with another node in 

the network to which it has no route; AODV will provide 

topology information for the node. AODV use organizes 

messages to find a route to the destination node in the 

network.  

2) Dynamic Source Routing (DSR):- 

DSR is a reactive routing protocol in which the main aspect 

is to store the whole path from source to destination in the 

routing table in its place of having the next hop stored 

(AODV routing protocol). Therefore, the packet header 

must include all nodes through which the packet must travel 

to be delivered to the destination. Similar to AODV, the 

RREQ and RREP are used to perform the route discovery 

and delivering the reply message back to the source. 

B. Table Driven Protocols(Proactive):-  

Proactive protocols are table-driven and aggressively end 

the layout of the network. Through a normal switch of 

network topology packets between the nodes of the network, 

a whole picture of the network is maintained at every single 

node. Hence, there is negligible delay in influential route to 

the destination. This is especially important for time-critical 

traffic. Examples of proactive protocols include: OLSR, 

DSDV etc. 

1) OLSR(Optimized Link State Routing Protocol (OLSR)   

PMP OLSR is a table-driven routing protocol and naturally 

possesses  specialty of proactive protocols. It uses an 

optimized link-state scheme, which is based on the system 

Multipoint Relaying (MRP), to diffuse topology 

information. The operation of OLSR consists of a necessary 

core function and a set of supporting functions, which could 

be optionally utilized according to specific scenarios. 

2) Destination Sequenced Distance Vector – (DSDV)  

Destination-Sequenced Distance-Vector Routing protocol is 

a proactive table driven algorithm based on typical Bellman-

Ford direction-finding. In proactive protocols, all nodes 

learn the network topology previous to a forward request 

comes in. In DSDV protocol each node maintains routing 

information for all known destinations. The routing 

information is efficient periodically. Every node maintains a 

table, which contains in sequence for all accessible 

destinations, the next node to arrive at the destination, 

number of hops to arrive at the destination and sequence 

number. The nodes at times send this table to all neighbors 

to maintain the topology, which insert to the network 

overhead. Every entry in the routing table is marked with a 

sequence number assigned by the destination node. The 

succession numbers enable the mobile nodes to distinguish 

stale routes from new ones, thereby avoiding the formation 

of routing loops. 

C. Hybrid Routing Protocol: 

Hybrid routing protocol combines the recompense of both 

proactive and reactive routing protocols. The routing is 

initially established with some proactively prospect routes 

and then serves the demand from additionally activated 

nodes through reactive flooding. Some of the offered hybrid 

protocols are ZRP[7] and TORA. 

1) Temporally Ordered Routing Algorithm (TORA): 

TORA is a distributed routing protocol based on a “link 

reversal” algorithm. It is planned to discover routes on 

demand, provide multiple routes to a destination, establish 

routes fast, and minimize communication overhead by 

localizing algorithmic reaction to topological changes when 

possible. Route optimality (shortest-path routing) is 

considered of resulting importance, and longer routes are 

often used to avoid the overhead of discovering newer 

routes. 

III. REALTED WORK 

Qiang Shen, Xuming Fang, Ying Shan [1] proposed An 

included Metrics Based Extended Dynamic Source Routing 

Protocol for Wireless Mesh Networks. Wireless Mesh 

Networks (WMN) is a new distributed broadband access 

network. Compare with the mobile Ad hoc network, it is 

with smaller amount mobility and usually not powered by 

the battery. Therefore, the conventional mobile Ad hoc 

routing protocols are no longer suitable for WMN. In order 

to meet the presentation requirements of multimedia traffic 

broadcast, the routing protocol designed for WMN must 

take into account the load stability, fault tolerant and 

throughput, etc. This paper primarily introduces typical 

structures and uniqueness of WMN, and several relevant 

WMN routing protocols. Then a method of included metrics 

based Extended Dynamic Source Routing (EDSR) protocol 

is proposed. The study and simulation results show that the 

proposed EDSR protocol improves the throughput of WMN 

considerably, which reaches the target of load balance 

simultaneously. Bandwidth, frame delivery rate and network 

load that maximizes network throughput. 

Bhavyesh Divecha, Ajith Abraham, Crina Grosan 

And Sugata Sanyal [2] Analyzed Dynamic Source Routing 

and Destination-Sequenced Distance-Vector protocol for 

dissimilar Mobility model. A Mobile Ad-Hoc Network 

(MANET) is self-configuring network of mobile nodes 

associated by wireless links to form an arbitrary topology 

without the use of existing infrastructure. In this paper, the 

belongings of various mobility models on the performance 

of two routing protocols Dynamic Source Routing (DSR-

Reactive Protocol) and Destination-Sequenced Distance-

Vector (DSDV-Proactive Protocol). For testing purposes, 

they have measured four mobility scenarios: arbitrary errant 

Mobility, Group Mobility, Freeway and Manhattan models. 

These four Mobility model are selected to situate for the 

possibility of practical application in future. presentation 

comparison has also been conduct across varying node 

densities and number of hops. Experimentation results 

illustrate that performance of the routing protocol varies 

across different mobility models, node density and length of 

data paths. 
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Saad Khan, Asad Amir Pirzada And Marius 

Portmann[3] analyze an assessment of Reactive Routing 

Protocols for Hybrid Wireless Mesh Networks. Wireless 

mesh networks have recently gained a lot of reputation due 

to their rapid deployment and instant communication 

capabilities. These networks consist of of somewhat static 

multi-radio Mesh Routers, which essentially present 

connectivity between the mobile single-radio Mesh Clients. 

Particular routing protocols are working, which make easy 

routing between the Mesh Routers as well as stuck between 

the Mesh Routers and the Mobile Clients. AODV is a well 

identified routing protocol that can find out routes on-the-fly 

in a mobile environment. The protocol is highly scalable and 

can hold up thousands of nodes making it an perfect 

protocol for wireless mesh networks. However, as the 

protocol was really developed for single-radio nodes, it 

commonly lacks the ability to exploit the potential offered 

by the Mesh Routers and, hence, sub-optimal routing take 

place in a mesh environment. This paper gives an summary 

of four variants of the AODV routing protocol that can 

potentially be used for mesh formation. In order to 

determine their suitability for application to hybrid wireless 

mesh networks, this paper present their individuality and 

functionality, and then provide a comparison and discussion 

of their respective merits and drawbacks. 

Youiti Kado, Azman Osman Lim, and Bing Zhang 

[4] analyze an Of Wireless Mesh Network Routing Protocol 

For Push-to-Talk transfer. Wireless mesh networks (WMNs) 

are becoming well-known as new broadband Internet call 

equipment through multihop transmission nowadays. With 

the tremendous attractiveness of the group communiqué, 

such as Push-to-Talk service, the need to deliver the traffic 

of Push-to-Talk over WMNs is becoming middle. Since the 

Push-to-Talk traffic over WMNs is delay-sensitive 

interchange, a proactive routing protocol that keeps routes 

continuously efficient is ideally best-suited protocol. in the 

middle of the proactive routing protocols, a tree-based 

routing (TBR) protocol is a possible routing protocol for 

WMNs because traffic that is directed to/from a wired 

network can be well-handled via a portal (a root). However, 

the performance of TBR protocol can be degraded quickly 

when the number of group discussion increases, which also 

leads to the intra-mesh traffics increases in the network. To 

ease this difficulty, they proposed a centralized tree-based 

routing protocol, which enable the root to provide the best 

metric route for intra-mesh traffics. In other words, the 

planned protocol can scatter the intra-mesh traffics around 

the root when an overwhelming traffic volume occurred. 

IV. DIFFERENT TYPES OF SECURITY IN NETWORKS:- 

The attacks can be measured on the basis of the source of 

the attacks i.e. Internal or External, and on the behaviour of 

the attack i.e. Passive or Active attack. This organization is 

important because the attacker can make use of the network 

moreover as internal, external or/ as well as active or passive 

attack against the network.  

A. External and Internal Attack 

External attackers are mostly outer the networks who want 

to get access to the network  and once they get contact to the 

network they start sending false packets, denial of service in  

Order to disrupt  the presentation of the complete network. 

This attack is same, like the attacks   that are made next to 

wired network. These attacks can be prevented by 

implementing security way such as firewall, where the 

entrée of unauthorized person to the network can be 

mitigated. While in internal attack the attacker needs to have 

normal access to the network as well as participate in the 

normal performance of the network. The attacker gain 

access in the network as new node either by compromising a 

current node in the network or by malicious impersonation 

and start its malicious behaviour. Internal attack is more 

severe attacks then external attacks. 

B. Active and Passive Attack 

In active attack the attacker disrupt the presentation of the 

network, steal important in sequence and try to destroy the 

data during the exchange in the network .Active attacks can 

be an internal or an external attack. The active attacks are 

meant to destroy the presentation of network in such case 

the active attack act as internal node in the network. Being 

an active part of the network it is easy for the node to exploit 

and hijack any internal node to use it to begin bogus packets 

injection or denial of service. This attack brings the attacker 

in strong position where attacker can modify, fabricate and 

replays the massages.  

C. Black Hole Attack 

In black hole attack, black hole node acts like black hole in 

the space. In this attack black hole node absorb all the Here 

we assume that if nodes are in their area, they can traffic 

towards itself and doesn't onward to extra nodes. Whenever, 

source node wants to send packet to the destination. To 

attract all the packet towards it, this malicious node 

promote that it has shortest path through it to the 

destination node. There are two types of black hole attack-

Wireless Ad hoc Network communicate directly without any 

vital base station. That means in ad hoc network, Black hole 

attack with single malicious node- Zone Infrastructure is not 

required for establishing communication. To with single 

black hole node offer security in small networks is easy as 

compare to large networks. For our convenience, we divide 

large network into Black hole attack with multiple malicious 

node- Zone. 

V. PURPOSED WORK 

This paper compare the three routing protocols AODV, 

OLSR and TORA which are reactive, proactive and hybrid 

routing protocol in that order in nature MANET is evaluate 

based on reactive routing protocol like Ad-Hoc On Demand 

Distance Vector (AODV) and its property are elaborate by 

stating how this attack interrupt the performance of 

MANET. Very little consideration has been given to the fact 

to study the impact of Black Hole attack in MANET using 

Reactive, Proactive and Hybrid Protocols and to evaluate the 

vulnerability of both these protocols beside the attack. There 

is a need to address for three protocols below the attack, as 

well as the impacts of the attacks on the MANETs. This 

paper analyzes Black Hole attack in MANETs using AODV, 

OLSR and TORA which are reactive, proactive and hybrid 

routing protocol respectively in nature. 
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A. Simulation Parameters: 

The communication pattern randomly created by the setdest 

tool defined in ns2 simulator. The tool contains following 

arguments. The Simulation Parameters which are used 

shown in table 1.1. 

 

Parameter 

 

Value 

 

Simulation Time 

 

30 Sec 

No. of Nodes 50 

No. of Receivers 50 

Traffic Type CBR 

Pause Time 20 Sec 

Maximum X-coordinate value 1000 M 

Maximum Y- 

Coordinate value 
1000 M 

Packet Size 512 byte 

MAC Protocol 802.11 

Mobility Model Random Waypoint 

Table. 1.1: Simulation Parameters 

We have used ns 2.34 network simulator for simulation. We 

simulate a network deployed to identify the malicious nodes 

present in the network of an area of 1500m * 1500m. For 

simplicity, we assume 3 sensor nodes are present in the area 

out of which two of them works as the Local Fault Detector 

(LFD) and one node is represented as the Global Fault 

Detector (GFD). In this area 8 nodes are disseminated 

randomly. Here, each packet starts its journey from a source 

node to a sink node with a randomly chosen speed. 

In first case we have represent the network that 

contains the no black hole node  

 
Fig. 4: Initially nodes are setting their routing tables 

In the second scenario, Black Hole Node is created. 

Node 5 behaves like Black hole Node. The first statement, 

“$ns node-config –adhoc Routing blackhole AODV” is to 

add the Black hole behavior to the nodes created from this 

point on 

In second case when network is fully connected 

.There is no malicious node in the network 

B. Packet End-to-End Delay: 

Comparing the End-to-End Delay of routing protocol 

AODV, OLSR and TORA with effect of Black hole attack 

 
Fig. 5: After analyzed node 5 is Black hole  node. 

 
Fig. 6 : End to End delay vs. Pause Time 

Figure 6 compares the End-To-End packet delay of 

AODV, OLSR and TORA with Black hole attack. The 

behavior of attack (Black hole) depends on protocol, routing 

procedure and number of nodes occupied. Figure 6 shows 

the delay for AODV, OLSR and TORA. This result was 

passed out when black hole attack was introduced and the 

graph is compared with the normal working protocol so as 

to view the effect of attack on the whole network. The graph 

illustrates higher delay when there is a malicious node 

present in the network. Due to the present of malicious 

node, it consumes the packets transferred between source 

and destination, the end-to-end delay increases.  The end-to-

end packet delay included the delay for the route discovery 

if necessary. In this figure, TORA exhibited the lowest 

average end-to-end delay, while AODV had the highest 

delay in case of without attack. TORA had lowest average 

end-to-end delay because it did not need to rediscover the 

route for the same destination by maintaining the route entry 

in the routing table. 

C. Throughput: 

Comparing the throughput of routing protocol AODV, 

OLSR and TORA with and without the effect of Black hole 

attack: 

Figure 7 shows the throughput for AODV, OLSR and 

TORA with black hole attack. OLSR in case of no attack 

(no malicious node present) is higher than the throughput of 

OLSR under attack (in the presence of malicious node). This 

is because of the less routing forwarding and routing traffic. 
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Here the malicious node rejects the data rather than 

forwarding it to the destination, thus effecting throughput.  

 
Fig. 7: Throughput (kbps) vs. Pause Time 

D. Packet Delivery Ratio: 

Comparing the packet delivery ratio of routing protocol 

AODV, OLSR and TORA with the effect of Black hole 

attack: 

Figure 8 shows the PDR of the three protocols 

AODV, TORA and OLSR with attack. The PDR of AODV 

is greater than OLSR and TORA. With high mobility all 

three of protocols behave same but with less mobility 

AODV has maximum PDR, OLSR lies in between AODV 

and TORA. TORA has minimum PDR. Higher the PDR as 

good the routing protocol performed. In case of black hole 

attack PDR of these protocols decreases due to the present 

of malicious node present in the network 

 

Fig. 8: Packet Delivery Ratio vs. Pause Time 

VI. CONCLUSIONS 

Security of MANET is one of the significant features for its 

operation. In my paper, I have analyzed the performance and 

challenges of security threat in mobile Ad-Hoc networks 

with explanation finding technique. Black Hole attack is 

simulated and its impact on the MANETs is evaluate with 

three performing matrices i.e. End-to-End delay, Packet 

Delivery Ratio and Throughput. The results obtain from 

simulation are analyzed extremely in order to draw the final 

conclusion 

REFERENCES 

[1] Qiang Shen, Xuming Fang and Ying Shan, “proposed 

An Integrated Metrics Based Extended Dynamic 

Source Routing Protocol for Wireless Mesh 

Networks.” {0-7803-9584-0/06/ (2006 IEEE.)} 

[2] Bhavyesh Divecha, Ajith Abraham, Crina Grosan 

And Sugata Sanyal, “Analysis of Dynamic Source 

Routing and Destination-Sequenced Distance-Vector 

Protocols for Different Mobility models”{0-7695-

2845-7/07 © 2007 IEEE} 

[3] Saad Khan, Asad Amir Pirzada And Marius 

Portmann, “Analysis of Comparison of Reactive 

Routing Protocols for Hybrid Wireless Mesh 

Networks”{ 0-7695-2842-2/07 © 2007 IEEE} 

[4] Youiti Kado, Azman Osman Lim, and Bing Zhang, 

“Analysis Of Wireless Mesh Network Routing 

Protocol For Push-to-Talk Traffic “{ 1-4244-1251-

X/07/©2007 IEEE.} 

[5] Jing Xie, Luis Gironés Quesada and Yuming Jiang,  

“A Threshold-based Hybrid Routing Protocol for 

MANET” { 1-4244-0979-9/07/© 2007 IEEE} 

[6] Asad Amir Pirzada, Ryan Wishart and Marius 

Portmann, “an Congestion-Aware  Routing In Hybrid 

Wireless Mesh Network “{ 1-4244-1230-7/07/©  

2007 IEEE} 

[7]  Dong-Won Kum, Jin-Su park, You-Ze Cho, Byoung-

Yoon Cheon and Daejea Cho., “Proposed an Mobility 

–Aware Hybrid Routing Approach For Wireless Mesh 

Network”{ 978-0-7695-4092-4/10 © 2010 IEEE} 

[8] Amitangshu Pal and Asis Nasipuri, “Analysis of 

Quality Aware Anycast Routing Protocol For 

Wireless Mesh Network”{978-1-4244-5638-

3/10/©2010 IEEE} 

[9] Chen Lijuan, “Research On Routing protocol Applied 

To Wireless Mesh Network”{ 978-0-7695-3989-

8/10© 2010 IEEE} 

[10] Divya Bansal,Sanjeev Sofat and Gurdit Singh, “An 

Secure Routing Protocols For Hybrid Wireless Mesh 

Networks(HWMN)”{ 978-1-4244-9034/10©2010 

IEEE} 

 


