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Abstract— In this paper, we propose a reversible 

watermarking technique where an original image can be 

extracted from the watermarked image. This technique 

makes use of a classification process for identifying parts of 

the image that can be watermarked with the most suited 

reversible modulation. This classification is based on a 

reference image derived from the image itself. In this paper 

we also propose a universal entropy masking model for 

watermarking embedding algorithm to keep the balance 

between watermarks’ imperceptibility and its robustness. 

For this proposed work we use Image Processing Toolbox 

under the Matlab software. 
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I. INTRODUCTION 

Digital watermarking is a process in which some 

information is embedded within a digital media so that the 

inserted data becomes part of the media. This technique 

serves a number of purposes such as broadcast monitoring, 

data authentication, data indexing and so forth. A digital 

watermarking system must successfully satisfy trade-offs 

between conflicting requirements of perceptual 

transparency, data capacity and robustness against 

attacks[3,4]. Watermarks have two categories of roles: In 

the first category, the watermark is considered as a 

transmission code and the decoder must recover the whole 

transmitted information correctly. In the second category, 

the watermark serves as a verification code. In the latter 

system, the watermark detector must simply determine the 

presence of a specific pattern. In two decades a vast demand 

for digital media transmission and distribution has made the 

copyright protection of multimedia contents to be a great 

concern. Since encryption system became an approach of 

content protection in communications, the development of 

digital watermarking technology has made it possible once 

those contents are decrypted[1,2,4]. The most important 

performances of a digital watermarking system are 

imperceptibility and robustness. The original content need 

not have any quality distortion when the watermark is 

embedded. In other words the watermark should be 

transparent to an observer. And then, when the watermarked 

content is prepared for transmission and distribution, it may 

be faced with many common processes such as 

compression, noise addition, filtering and so much as some 

malicious attacks. However, if the reversibility property 

relaxes constraints of invisibility, it may also introduce 

discontinuity in data protection [2,7]. In fact, the image is 

not protected once the watermark is removed. So, even 

though watermark removal is possible, its imperceptibility 

has to be guaranteed as most applications have a high 

interest in keeping the watermark in the image as long as 

possible, taking advantage of the continuous protection 

watermarking offers in the storage, transmission and also 

processing of the information. This is the reason why, there 

is still a need for reversible techniques that introduce the 

lowest distortion possible with high embedding capacity. 

Since the introduction of the concept of reversible 

watermarking in the Barton patent, several methods have 

been proposed [6]. 

Watermarking is the process of hiding digital 

information in a carrier signal; the hidden information 

should, but does not need to contain a relation to the carrier 

signal [7]. Digital watermarks may be used to verify the 

authenticity or integrity of the carrier signal or to show the 

identity of its owners. It is prominently used for tracing 

copyright infringements and for banknote authentication. 

Like traditional watermarks, digital watermarks are only 

perceptible under certain conditions, i.e. after using some 

algorithm, and imperceptible anytime else. If a digital 

watermark distorts the carrier signal in a way that it 

becomes perceivable, it is of no use. Traditional Watermarks 

may be applied to visible media (like images or video), 

whereas in digital watermarking, the signal may be audio, 

pictures, video, texts or 3D models. A signal may carry 

several different watermarks at the same time. Unlike 

metadata that is added to the carrier signal, a digital 

watermark does not change the size of the carrier signal. The 

needed properties of a digital watermark depend on the use 

case in which it is applied. For marking media files with 

copyright information, a digital watermark has to be rather 

robust against modifications that can be applied to the 

carrier signal. Instead, if integrity has to be ensured, a fragile 

watermark would be applied [8]. 

Digital watermarking is one of the proposed 

solutions for copyright protection of multimedia data. This 

technique is better than Digital Signatures and other 

methods because it does not increase overhead. In this paper 

plan to present a new image watermarking technique that 

can embed more number of watermark bits in the cover 

image without affecting the imperceptibility and increase the 

security of Digital watermarking is the process of 

embedding information into a digital signal in a way that is 

difficult to remove [10]. The signal may be audio, pictures 

or video. In this paper image is the host signal and 

embedding the secret data and the extract the same. In this 

process we can enhance the network security. 

II. WATERMARKING 

A digital watermark is a digital signal or pattern inserted 

into a digital document such as text, graphics or multimedia, 

and carries information unique to the copyright owner, the 

creator of the document or the authorized consumer. The 

watermarks are classified as perceptible watermarks and 

imperceptible watermarks, robust and fragile, public and 

private. This classification of watermarks is broadly 

described in following sections.  

 



Enhanced Watermarking Using Entropy for Digital Images based on Histogram 

 (IJSRD/Vol. 2/Issue 03/2014/454) 

 

 All rights reserved by www.ijsrd.com 1779 

A.   Perceptible watermarks and imperceptible watermarks:  

Perceptible watermarks are visible to human eye while 

imperceptible watermarks are invisible. The perceptible 

watermarks are useful for primary application i.e. for 

statement ownership or authorship. So for this reason it 

should be visible. .On the other hand imperceptible 

watermarks are useful for complex applications such as 

document identification in which content being 

watermarked must appear in unchanged from Examples of 

visible (perceptible) watermarks are logos on TV, IBM 

watermark and that of invisible (imperceptible) watermarks 

are ATT, NEC/MIT, UU etc. Perceptible watermarks i.e. 

visible one are extension of the concept of logos. They are 

applicable to images only. These watermarks are embedded 

into image. They are applicable in maps, graphics and 

software user interface. Imperceptible watermarks i.e. 

invisible one remains hidden in the content. They can be 

detected only by authorized agency. These watermarks are 

useful for content or author authentication and for detecting 

unauthorized copier.  

B.   Robust watermarks and fragile watermarks:  

 Robust or fragile is nothing but degree to which watermarks 

can withstand any modifications of any types caused due to 

the transmission or loss compression. Perceptible 

watermarks are more robust in nature than imperceptible 

one. But meaning of this is not that imperceptible 

watermarks are fragile one. Robust watermarks are those 

watermarks which are difficult to remove from the object in 

which they are embedded. Fragile watermarks are those 

watermarks which can be easily destroyed by any attempt to 

tamper with them. Fragile watermarks are destroyed by data 

manipulation.  

C.   Private watermarks and public watermarks:    

Private watermarks requires at least original data to recover 

watermark information Public watermarks requires neither 

original data nor embedded watermarks to recover 

watermark information. Private watermarks are also known 

as secure watermarks. To read or retrieve private watermark, 

it is necessary to have secret key. Public watermark can be 

read or retrieve by anyone using specialized algorithm. In 

this sense public watermarks are not secure. Public 

watermarks are useful for carrying IPR information. They 

are good alternatives to labels. 

Digital Watermarking describes methods and 

technologies that hide information, for example a number or 

text, in digital media, such as images, video or audio. The 

embedding takes place by manipulating the content of the 

digital data, which means the information is not embedded 

in the frame around the data. The hiding process has to be 

such that the modifications of the media are imperceptible 

[9,11]. For images this means that the modifications of the 

pixel values have to be invisible. Furthermore, the 

watermark must be either robust or fragile, depending on the 

application. By "robust" we mean the capability of the 

watermark to resist manipulations of the media, such as 

lossy compression (where compressing data and then 

decompressing it retrieves data that may well be different 

from the original, but is close enough to be useful in some 

way), scaling, and cropping, just to enumerate some. In 

some cases the watermark may need to be fragile. "Fragile" 

means that the watermark should not resist tampering, or 

would resist only up to a certain, predetermined extent [13]. 

Digital watermarks are created by converting 

copyright information into apparently random digital 

"noise" using an algorithm that is imperceptible to all but 

special watermark-reading software. So while a JPEG file 

that is read by a Web browser may display a pretty picture, 

that same file will display the copyright when read by the 

watermark software.The demand for this type of technology 

can be expected to grow enormously as businesses seek to 

assert some control over their property on the "everything is 

free" Internet. Digimarc is an interesting company in this 

field and a useful study to gain insight into some of the 

applications of digital watermarking. Based in Portland, 

Oregon, Digimarc rocketed out of the gates during its initial 

public offering in early December. Digimarc specializes in 

watermarking technology and services for imaging 

applications. The products basically break down as follows: 

D.  Watermark Embedders –  

     This software actually adds the watermark to the image. 

Digimarc provides a batch Embedders for those who need to 

add watermarks to a large number of images without 

manually opening each file. Digimarc also provides a 

software development kit to allow for the creation of 

customized applications for embedding. An example of a 

user of this type of technology could be an online publisher 

with a proprietary publishing system. The SDK could allow 

them to automate the process of adding watermarks into 

their existing system [9,13]. The plug-ins and extensions for 

shrink-wrapped software are perhaps the most useful 

embedding capability that Digimarc provides. With the 

plug-ins, watermarks can be added directly from within 

popular graphics applications, including those from Adobe 

and Corel. 

E.  Watermark Readers –  

Think of this like the Adobe Acrobat Reader. The 

watermark readers are free downloadable programs for 

reading the watermark. 

F.  Watermark Tracking –  

This is a service, not a product. Digimarc uses its spider 

technology to search the Web for your watermarked images 

and report the findings back to you, so that you may take 

action against any inappropriate usage of your data. 

"Tracking" always gets a knee-jerk reaction from me, but as 

far as I know, this is tracking of images on Web sites listed 

at Web search engines, not PCs that may have visited one of 

those sites and downloaded an image.        

G.  The Purpose of Digital Water Marking 

Two types of digital watermarks may be distinguished, 

depending upon whether the watermark appears visible or 

invisible to the casual viewer. Visible watermarks are used 

in much the same way as their bond paper ancestors, where 

the opacity of paper is altered by physically stamping it with 

an identifying pattern. This is done to mark the paper 

manufacturer or paper type. One might view digitally 

watermarked documents and images as digitally "stamped". 

Watermarking has also been proposed to trace 

images in the event of their illicit redistribution. Whereas 

past infringement with copyrighted documents was often 

limited by the unfeasibility of large-scale photocopying and 

distribution, modern digital networks make large-scale 

dissemination simple and inexpensive. Digital watermarking 

makes it possible to uniquely mark each image for every 
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buyer. If that buyer then makes an illicit copy, the illicit 

duplication may be convincingly demonstrated [2,4,5]. 

H.  Watermarking Process 

Digital Watermarking software looks for noise in digital 

media and replaces it with useful information. A digital 

media file is nothing more than a large list of 0’s and 1’s. 

The watermarking software determines which of these 0’s 

and 1’s correspond to redundant or irrelevant details. For 

example, the software might identify details in an image that 

are too fine for the human eye to see and flag the 

corresponding 0’s and 1’s as irrelevant noise. Later the 

flagged 0’s and 1’s can be replaced by a digital watermark 

[14]. 

I.   Requirements of Water Marking 

To be effective in the protection of the ownership of 

intellectual property, the invisibly watermarked document 

should satisfy several criteria: 

 the watermark must be difficult or impossible to 

remove, at least without visibly degrading the 

original image,  

 the watermark must survive image modifications 

that are common to typical image-processing 

applications (e.g., scaling, color re-quantization, 

dithering, cropping, and image compression),  

 an invisible watermark should be imperceptible so 

as not to affect the experience of viewing the 

image, and  

For some invisible watermarking applications, 

watermarks should be readily detectable by the proper 

authorities, even if imperceptible to the average observer. 

Such decidability without requiring the original, un-

watermarked image would be necessary for efficient 

recovery of property and subsequent prosecution [3,15] . 

III. CONCLUSIONS 

In this paper, we have proposed a new reversible 

watermarking scheme which originality stands in identifying 

parts of the image that are watermarked using two distinct 

HS modulations: Pixel Histogram Shifting and Dynamic 

Prediction Error Histogram Shifting. In this paper we also 

discuss the essence of information transmission in digital 

watermarking system and the dissymmetric digital 

watermarking framework lived on media content 

communication. Then we propose a universal entropy 

masking model for watermarking embedding algorithm to 

keep the balance between watermarks’ imperceptibility and 

its robustness. Also we conclude from the experiments that a 

suitable domain of entropy calculation will result in optimal 

watermarking performance. In future work we can combine 

both the techniques and filters can also be used to enhance 

further watermarking results obtained. 
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