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Abstract--- A smart grid is an electronic circuit which stores 

and sends both the analog and digital data from the sender 

and sends it to the receiver. Here in this paper we provide 

security for the HAN’s in a particular network of homes to 

collect the basic information about the amount of current 

used in a particular month and sends it to the electrical board 

directly. The Electric board calculates the amount according 

to the current used and sends it to each HAN’s and HAN’s 

send as a message directly to the user’s mobile phones.  

Keywords:— HAN-Home Area Network. 

I. INTRODUCTION  

Grid computing can mean disparate things to disparate 

individuals. The impressive vision is frequently gave as an 

analogy to manipulation grids whereas users (or mechanical 

appliances) become admission to electricity across wall 

sockets alongside no care or thought for whereas or how the 

electricity is truly generated. In this think of  grid 

computing, computing becomes pervasive and individual 

users (or client applications) gain admission to computing 

resources (processors, storage, data,  requests, and so on) as 

demanded alongside slight or no vision of whereas those 

resources are placed or what the underlying technologies, 

hardware, working arrangement, and so on are. Nevertheless 

this vision of grid computing can arrest one’s imagination 

and could indeed someday come to be a reality, there are 

countless technical, company, governmental, and communal 

subjects that demand to be addressed. If we ponder this 

vision as an ultimate goal, there are countless tinier steps 

that demand to be seized to accomplish it. These tinier steps 

every single have benefits of their own.  

Therefore, grid computing can be perceived as a 

excursion alongside a trail of incorporating assorted 

technologies and resolutions that move us closer to the final 

goal. Its key benefits are in the underlying distributed 

computing groundwork technologies that are evolving in 

prop of cross-organizational request and resource allocating 

in a word, virtualization across technologies, periods, and 

organizations. This kind of virtualization is merely 

attainable across the use of open standards. Open standards 

aid safeguard that requests can transparently seize 

supremacy of whatever appropriate resources can be made 

obtainable to Introduction to Grid Calculating them. An 

nature that provides the skill to allocate and transparently 

admission resources across a distributed and heterogeneous 

nature not merely needs the knowledge to virtualizes precise 

resources, but additionally technologies and standards in the 

spans of arranging, protection, accounting, arrangements 

association, and so on. Grid computing might be described 

as each of a collection of levels of virtualization alongside a 

continuum. Precisely whereas alongside that continuum one 

could say that a particular resolution is an implementation of 

grid computing versus a moderately easy implementation 

employing adjacent resources is a matter of opinion. But 

even at the simplest levels of virtualization, one might say 

that grid-enabling technologies are being utilized. 

In all systems and applications that follow demand-

response architecture such as the advanced metering 

infrastructure (AMI) utilized in a intelligent grid 

arrangement, information about the actual or planed power 

consumption are key elements. In this case, smart meters are 

used to periodically collect live metering data from end-

users, e.g. home area networks (HANs). This information is 

then transmitted to the utility via AMI to be used for billing 

purposes. Also, this information is used by the service 

provider as a reference to efficiently plan service delivery. 

Furthermore, this fine-grained information is used by the 

energy management system to provide users with real-time 

price (tariff) of the power upon which the consumers can 

take advantage of the low price times. This motivates 

consumers to move their power demands to off peak hours 

so as to efficiently use the power and decrease their 

monetary costs. Different communication technologies have 

been proposed for the AMI such as power line 

communication and wireless communication. In North 

America, wireless multi-hop communication technologies 

(e.g., ad-hoc and mesh networks) are proposed to be used 

for exchanging data and control messages over the AMI 

between smart meters or gateways of HANs and the utility. 

In this case, data traffic is transmitted from a smart meter to 

the utility and vice versa over multi-hop wireless links with 

intermediate network nodes forwarding traffic. 

II. SYSTEM ANALYSIS 

 Existing System: A.

In the Existing System,   Preserving the availability and 

integrity of the power grid critical infrastructures in the face 

offast-spreading intrusions requires advances in detection 

techniques specialized for such large-scale cyber-physical 

systems. The time delay plays an important role for the 

stability of network control system, especially with 

distributed controllers. So we directly collect the units and 

pay amount to server because there is no smart meter. Our 

metering services did not have any key. So attacker easily 

performs misbehavior activities.  

III. DISADVANTGES 

- Very Time Consuming Process.  

- High Cost.  

 Proposed System: A.

In the Proposed System, advanced metering infrastructure 

(AMI) used in a smart grid system, information about the 

actual or planed power consumption are key elements. In 

this case, smart meters are used to periodically collect live 
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metering data from end-users, e.g. home area networks 

(HANs). This information is then transmitted to the utility 

via AMI to be used for billing purposes. Also, this 

information is used by the service provider as a reference to 

efficiently plan service delivery. Server also provides a key 

to each smart meter for security purpose. Based on key 

messages are transferred via home area network. It provides 

privacy to each user based on key. 

 Advantages: B.

- Less time consumption 

- Better Performance Improvement  

- Less Transmission Cost.  

IV. ARCHITECTURE DIAGRAM 

 

Fig. 1: 

This diagram describes how the smart grid network 

works. The number of nodes within the coverage area is 

formed as separate Home Area Networks as HAN1 and 

HAN2. The Home Area Network together forms a grid 

network. This grid acts as a server for monitoring and 

assigning each nodes in the wireless network. The server 

assigns node ID, smart meter ID for each node through 

HAN. The server stores node details and assigns key for 

each meter using the RSA algorithm. 

The power reading is transferred from smart meter 

to server via HAN based on the key. Server checks the node 

key for verification. After the verification based on the 

readings, the server calculates and replies the authorized 

smart meter to pay the amount. If the attacker hacks the 

smart meter ID and tries to send the message to smart meter 

means the HAN easily identifies the attacker because it will 

be the unregistered user. 

V.  PRACTICABILITY STUDY 

The feasibility of the paper is analyzed in this period and 

company proposition is locale forth alongside a extremely 

finished design for the undertaking and a little price 

estimates. Across arrangement scrutiny the feasibility 

discover of the counseled arrangement is to be grasped out. 

This is to safeguard that the counseled arrangement is not a 

burden to the company.  For feasibility scrutiny, a little 

understanding of the main necessities for the arrangement 

is essential. 

Three key considerations encompassed in the feasibility 

scrutiny are 

a. Efficient  Practicability 

b. Commercial Practicability 

c. Operational  Practicability 

 Efficient Practicability A.

This discover is grasped out to check the commercial 

encounter that the arrangement will have on the 

organization. The number of fund that the firm can dispense 

into the scrutiny and progress of the arrangement is limited. 

The expenditures have to be justified. Therefore the 

industrialized arrangement as well inside the budget and this 

was attained because most of the technologies utilized are 

freely available. Merely the customized produce had to be 

purchased.   

 Commercial Practicability B.

This discover is grasped out to check the technical 

practicability, that is, the technical necessities of the system. 

Each arrangement industrialized have to not have a elevated 

demand on the obtainable technical resources. This will lead 

to elevated demands on the obtainable technical resources. 

This will lead to elevated demands being allocated on the 

client. The industrialized arrangement have to have a 

humble necessity, as merely negligible or null adjustments 

are needed for requesting this system.        

 Operational Practicability C.

The aspect of discover is to check the level of agreement of 

the arrangement by the user. This includes the procedure of 

training the user to use the arrangement efficiently. The user 

have to not sense intimidated by the arrangement, instead 

have to accord it as a necessity. The level of agreement by 

the users merely depends on the methods that are retained to 

teach the user concerning the arrangement and to make him 

acquainted alongside it. His level of assurance have to be 

increased so that he is additionally able to make a little 

constructive criticism, that is welcomed, as he is the final 

user of the system. 

VI. ALGORITHM USED 

 Rsa Algorithm A.

The RSA algorithm is utilized for both area key encryption 

and digital signatures. It is the most extensively utilized area 

key encryption algorithm. The basis of the protection of the 

RSA algorithm is that it is mathematically impossible to 

factor sufficiently colossal integers. The RSA algorithm is 

trusted to be safeguard if its keys have a length of at least 

1024-bits. 

VII. MODULES 

A modular design reduces intricacy, abilities change (a 

critical aspect of multimedia maintainability), and aftermath 

in easier implementation by reassuring parallel progress of 

disparate portion of system.  Multimedia alongside 

competent modularity is easier to develop because purpose 

could be compartmentalized and interfaces are simplified.  

Multimedia design embodies modularity that is multimedia 

is tear into separately shouted and addressable constituents 
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shouted modules that are consolidated to gratify setback 

requirements. 

Modularity is the solitary attribute of multimedia 

that permits a plan to be brilliantly manageable.  The five 

vital criteria that enable us to assess a design method 

alongside respect to its skill to delineate an competent 

modular design are: Modular decomposability, Modular 

Comps skill, Modular Understandability, Modular 

continuity, Modular Protection. 

The following are the modules of the paper, which is 

planned in aid to complete the paper with respect to the 

proposed system, while overcoming existing system and 

also providing the support for the future enhancement. 

a. Node Deployment 

b. Allot The Meter Board Number From Server 

c. Data Encryption From Home To Server 

d. Message Transmission 

e. Identify The Attacker 

 Node Deployment: A.

To Implement the Project concept, first we have to construct 

home area network which consists of ‘n’ number of Nodes. 

The HAN allocates each home node within its coverage area 

along with smart meters for each home. Here HAN is 

responsible for allocating Smart meters for each home node.  

 Allot The Meter Board Number From Server: B.

In this module, Server assigns the node id, network id smart 

meter id and other information. HAN also used to contain 

each home node information and updates the information 

frequently to server. HAN is also used to send the smart 

meter numbers to the available home nodes which it 

receives from the server. 

 Data Encryption From Home To Server C.

In this module, after node construction and smart meter 

allocation, each HAN make a connection together for 

communication purpose. Server assigns key for each smart 

meter via home area network based on RSA algorithm. Here 

implementation by reassuring parallel progress of disparate 

portion of system.  Multimedia alongside competent 

modularity is easier to develop because purpose could be 

compartmentalized and interfaces are simplified.  

Multimedia design embodies modularity that is multimedia 

is tear into separately shouted and addressable constituents 

shouted modules that are consolidated to gratify setback 

requirements. 

Modularity is the solitary attribute of multimedia 

that permits a plan to be brilliantly manageable.  The five 

vital criteria that enable us to assess a design method 

alongside respect to its skill to delineate an competent 

modular design are: Modular decomposability, Modular 

Comps skill, Modular Understandability, Modular 

continuity, Modular Protection. 

The following are the modules of the paper, which 

is planned in aid to complete the paper with respect to the 

proposed system, while overcoming existing system and 

also providing the support for the future enhancement. 

1. Node Deployment 

2. Allot The Meter Board Number From Server 

3. Data Encryption From Home To Server 

4. Message Transmission 

5. Identify The Attacker 

1) Node Deployment: 

To Implement the Project concept, first we have to construct 

home area network which consists of ‘n’ number of Nodes. 

The HAN allocates each home node within its coverage area 

along with smart meters for each home. Here HAN is 

responsible for allocating smart meters for each home node.  

2) Allot The Meter Board Number From Server: 

In this module, Server assigns the node id, network id smart 

meter id and other information. HAN also used to contain 

each home node information and updates the information 

frequently to server. HAN is also used to send the smart 

meter numbers to the available home nodes which it 

receives from the server. 

3) Data Encryption From Home To Server 

In this module, after node construction and smart meter 

allocation, each HAN make a connection together for 

communication purpose. Server assigns key for each smart 

meter via home area network based on RSA algorithm. Here 

each home members use RSA algorithm for encryption for 

encrypting the user details of each home members. This is 

used to get the user information along with their mobile 

numbers to send the monthly electric bill details to the user. 

4) Message Transmission: 

In this module, the smart meter readings are send from each 

home node to allocated HAN. Thus each HAN sends the 

collected readings to the server. Server first verifies the key 

for smart meter. If the node id and key are correct means, 

then server calculates the amount for each HAN homes and 

updates to each HAN. In turn each HAN sends the 

calculated amount to each home node via smart meter. 

5)  Identifying The Attacker: 

In this module, the hacker tries to send virus file for corrupt 

the server means,  the hacker can be identified easily 

because the node would not have be registered in the HAN. 

Thus the hacker node is easily identified by home area 

network. 

VIII.  GRAPH 

 Packet Loss graph comparison between existing and A.

proposed system 

 

Fig. 2: 

The X-axis indicates the number of units and the 

Y-axis indicates the packet loss. In the existing system the 

external packet loss is higher than the proposed. Thus in the 

proposed system the internal packet loss is less due the 

presence of HAN for a set of home nodes. The Red line 
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indicates the existing system and the Green line indicates the 

proposed system.  

 Latency (end-end delay) graph ratio between existing B.

and the proposed system 

 

Fig. 3: 

The X-axis indicates the number of units and the 

Y-axis indicates the latency (end-end delay). 

The delay gradually increases in the existing 

system to read the number of units from each home node. 

Thus in the proposed system the delay is reduced to 

read the number of units from each home node. 

The Red line indicates the existing system and the 

Green line indicates the proposed system.  

 Throughput (Speed) graph between the existing and the C.

proposed system 

 

Fig. 4: 

The X-axis indicates the number of units and the 

Y-axis indicates the throughput (Speed). 

Since there is less security in the existing HAN the 

processing speed is very slow in delivering the packets. 

Due to the increased security in the proposed system the 

processing speed in the HAN is very high than the existing 

system.  

The Red line indicates the existing system and the 

Green line indicates the proposed system.  

 Packet delivery ratio between the existing and the D.

proposed system  

 

Fig. 5: 

The X-axis indicates the number of units and the 

Y-axis indicates the packet delivery ratio. 

In the existing system the packet delivery ratio is 

more and also there is wastage due to less speed and the 

time increases. 

Due to the Smart meter it does efficient meter 

reading with the help of smart grid and makes the efficient 

use of delivering the packets in short duration of time. 

The Red line indicates the existing system and the Green 

line indicates the proposed system.  

IX.  CONCLUSIONS 

In this paper, we have proposed a privacy-preserving 

approach for the smart grid system, an application of the 

cyber-physical system. We developed an enhance network 

coding technique for packet routing to hide source, 

destination, path, traffic volume and content information of 

the packets.  

We introduced concept of the sub-graphing the 

network for this purpose, and used a subset of the sub-

graphs to transfer the data, which improve the energy 

consumption and system complexity. Also, we eliminated 

sending the coefficients of the network coding nodes to the 

receiver for performing the decoding process, which saves 

the bandwidth. We have shown that our scheme maintains 

multiple favorable privacy preserving metrics such as 

anonymity, unlinkability, undetectablity and unobservablity 

for communications over the advanced metering 

infrastructure.  

We evaluated the performance of our scheme using 

both simulation and analytical analysis. Our result shows 

that our proposed schemes provide reliability to the system 

without adding much complexity. 
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