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Abstract--- Phishing is a form of identity theft, where
criminals create fake web sites that masquerade as
trustworthy organizations. The goal of phishing is to trick
people into giving sensitive information, such as passwords,
personal identification numbers, and so on. Simply phishers
creates a phishing website and then goes phishing by
sending out promiscuous emails to unsuspecting users. The
Phishers tries to convince the reader of the email to visit the
link included in the email. When the user “bites” on the
phish, the link in the email directs the user to the phishing
site which appears legitimate and similar or identical to the
legitimate target site. The phish is successful when the user
enters confidential information on the phishing page and it is
leaked to the phishers. Afterwards the phishers tries to
exploit the confidential information by transferring money,
opening accounts, or making purchases using the captured
information. Or the phishers merely acts as a middleman
and sells the information to other criminals. In this paper,
we describe a novel approach to detect phishing websites
that is-based on the analysis-of users’ online behaviours.
Keywords: Phishing, Phishing Attacks, Phishing Websites
Detection, Identity Theft, User Protection.

I. INTRODUCTION

Phishing is a type of Internet scams that seeks to get a user’s
credentials by fraud websites, such as passwords, credit card
numbers, bank account details and other sensitive
information. In other words we can say that Phishing
website is a very complicated and complex issue to
understand and to analyze, since it is a combination of
technical and social dynamics for which there is no known
single silver bullet to solve it entirely. Many users believe
that using on-line banking increases the likelihood that they
will become victims of phishing websites and identity theft,
even though on-line banking provides more secure identity
protection than paper- and mail-based systems.

In this paper we present our design, and
implementation of the user-behaviour based phishing
website detection system (UBPD). It’s (UBPD) not aim to
replacing existing anti-phishing solutions, rather it
complements them. It alerts users when they are about to
submit credential information to phishing websites and
protects users as the last line of defense. Its detection
algorithm is independent from how phishing attacks are
implemented, and it can easily detect sophisticated phishing
websites that other techniques find hard to deal with.

Il. RELATED STUDIES
Researchers have tried to understand phishing attacks by

studying the human factors in phishing, usability of the
security features of the systems and the techniques used in

phishing attacks. To fight against phishing attacks system
designers have invented novel security interfaces, automated
detection systems and education methods. In this section we
briefly survey the major findings in this area. Web Wallet
[31] creates a unified interface for authentication. Once it
detects a login form, it asks the user to explicitly indicate the
intended site to login. If the intention matches the current
site, it automatically fills webpage input fields. Otherwise a
warning will be presented to the user. SpoofGurad [8]
signature-and-rule based detection system. In this paper,
analyses the host name, URL (Unified Resource Locator),
and images used in the current webpage to detect the
phishing websites. CANTINA [21] A Content-Based
Approach to Detecting Phishing Web Sites. In CANTINA
uses the TF-IDF (Term Frequency-Inverse Document
Frequency) information retrieval algorithm to retrieve the
key words of the current webpage, and uses Google search
results to decide whether the current website is phishy.

A. Phishing

Jacobsson has introduced tools and models to describe a
variety of phishing attacks in a uniform and compact
manner. He has also presented an overview of potential
system  vulnerabilities and  corresponding  defense
mechanisms [23]. Abad has presented a comprehensive
process flow of a phishing attack [22]. The model includes
almost every step of a phishing attack from attack
preparation (creation or renting botnets, designing the
phishing attacks) to turning the confidential information
harvested into a financial profit. Ollmann surveys the
technologies and technical security flaws phishers exploit to
conduct their attacks, and provides detailed advice on what
organizations can do to prevent future. Attacks [25, 26].
Watson et al. review the actual techniques and tools used by
phishers, providing three examples of empirical research
where real-world phishing attacks were captured using
honeynets [24].

B. Human factors in phishing attacks

Dhamija et al. have investigated why users fall victim to
phishing attacks by carrying out a controlled phishing attack
user study [6]. They identified three major causes: (1) a lack
of understanding of how computer systems work; (2) a Lack
of attention to security; and (3) the high quality visual
deception practiced by the phishers. Schechter et al.
evaluated website authentication measures that are designed
to protect users from man-in-the middle, phishing, and other
site forgery attacks and also investigated the impact of role
playing on the accuracy of the study result [29]. Their
findings are: (1) users will enter their passwords even when
HTTPS indicators are absent;

(2) Users will enter their passwords even if site
authentication images are absent; (3) site-authentication
images may cause users to disregard other important
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security indicators; and (4) behaviour in role playing may
not be representative of normal behaviours, because in such
studies no real losses would be incurred. Jakobsson et al.
have studied what makes phishing emails and web pages
appear authentic [16]. Elsewhere Jakobsson summarized
comprehensively what typical computer users are able to
detect when they are carefully watching for signs of
phishing [15]. The findings are: (a) spelling and design
matter; (b) third party endorsements depend on brand
recognition; (c) too much emphasis on security can backfire;
(d) people look at URLs; (e) people judge relevance before
authenticity; (f) personalization creates trust; (g) emails are
very phishy, web pages a bit, phone calls are not; (h)
padlock icons have limited direct effects; and (i)
independent channels create trust.

C. Design guidelines

Wu et al. have discovered that the security tools such as
security toolbars are not effective enough to protect people
from falling victim to phishing attacks by conducting two
studies of three security toolbars and other browser security
indicators [28]. Based on their findings, the authors suggest
that the alert should always appear at the right time with the
right warning message; user intentions should be respected,
and if users must make security-critical decisions they
should be made consciously; and it is best to integrate
security concerns into the critical path of their tasks so that
users must address them.

D. Technology countermeasures

Many anti-phishing email filters have been invented to fight
phishing at the email level, as it is the primary channel for
phishers to reach victims. SpamAssassin, 2 PILFER [19],
and Spamato [20] are typical examples of those systems.
They apply predefined rules and characteristics often found
in Phishing emails to analyses incoming emails. PHONEY
is a phishing email detection system that tries to detect
phishing emails by mimicking user responses and providing
fake information to suspicious web sites that request critical
information. The web sites’ responses are forwarded to the
decision engine for further analysis [18]. Web Wallet [29]
tries to create a unified interface for authentication. It scans
pages for the login form. If such a form exists, then it asks
the user to explicitly indicate his/her intended site to login.
If the intention matches the current site, it automatically fills
webpage input fields. Otherwise a warning will be presented
to the user. CANTINA [30] detects phishing websites based
on the TF-IDF information retrieval algorithm. It retrieves
the key words of the current webpage and uses Google
search to analyses if the current webpage is in the top 30 or
not. Ying Pan et al. have invented a phishing website
detection system which examines the anomalies in web
pages, in particular, the discrepancy between a web site’s
identity and its structural features and HTTP transactions
[27].
I1l. DESIGN

A. Phishing Nature and Detection Philosophy

Simply, phishing attack typically involves sending
individuals an e-mail request for information that appears to
come from a legitimate company, such as a bank, retailer, or
other e-commerce website (the “spoofed
company”). Through the use of a false “from” address,

copies of company logos, Web links, and graphics, these e-
mails have the look and feel of a message that recipients
might expect to receive from a company with whom they do
business. Often the message makes reference to new
security measures allegedly being undertaken by the spoofed
company, and asks recipients to verify or reconfirm
confidential personal information such as account numbers,
Social Security Numbers, passwords, and other sensitive
information. To provide a sense of urgency, the message
may indicate that the recipient’s account will be suspended
or cancelled if the information is not verified by a certain
date. Phishing attacks can be detected if we can detect such
a mismatch. One approach is to predict a user’s perception
and then compare it with the actual fact understood by the
system. CANTINA is an example of this approach [21].
CANTINA makes use of TF-IDF (Term Frequency- Inverse
Document Frequency) for detecting phishing sites. TFIDF is
a well-known information retrieval algorithm that can be
used for comparing and classifying documents, as well as
retrieving documents from a large corpus. So, Phishing
websites can be detected when both of the following two
conditions are met: First as the, current website has rarely or
never been visited before by the user and Second as the data,
which the user is about to submit, is bound to website other
than the current one.

B. System Design

1) Detection work flow:

User-behaviour based phishing website detection system
(UBPD) has two working modes First as the training mode
and second as the detection mode. In training mode, User-
behaviour based phishing website detection system runs
quietly in the background, and focuses on learning newly
created binding relationships or updating the existing
binding relationships. Only in detection mode, User-
behaviour based phishing website detection system checks
whether any of the user’s binding relationships would be
violated if the user submitted data is sent to the current
website. The mode in which UBPD runs is decided by
checking whether the webpage belongs to a website 1 whose
top level domainl is in the user’s personal whitelist, or 2
with which the user has shared authentication credentials.
User-behaviour based phishing website detection system
(UBPD) has three components. First as the user profile,
second the monitor and last as the detection engine. The user
profile contains the data to describe the user’s binding
relationships and the user’s personal whitelist. The profile
must be constructed before the system can detect phishing
websites. The monitor collects the data the user intend to
submit and the identity of the destination websites, and
activates the detection engine. The detection engine uses the
data provided by the monitor to detect phishing websites and
update the user profile if necessary.

2) Creation of the User Profile:

User profile includes the user’s binding relationships and
personal whitelist. Binding relationships represent the
collection of paired records, i.e., (a TopLevelDomain,
aSecretDataltem). And personal whitelist represent a list of
top level domains of websites. There are two types of
binding relationships that user-behaviour based phishing
website detection system (UBPD) is unaware of: the ones
that already exist but users have not trained UBPD with, and
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the ones that users will create in the future. The personal
whitelist is constructed by combining a default whitelist
with the websites the user has visited more than three times
(configurable) according to the user’s browsing history.

3) Update of the User Profile:

Simply we can say that some phishing sites don’t try to
imitate the legitimate site very well. In fact the phishing
page may only have a logo or security seal that matches one
on the legitimate site. However these pages can be very
dangerous because they will request several pieces of
sensitive information. In addition to the manual update by
users, when running in the training mode user-behaviour
based phishing website detection system has an automatic
method to update the user profile with the other currently
unknown binding relationships. It detects whether the user is
using a web authentication form. This is achieved by
analyzing the HTML (Hypertext markup language) source
code, such as the annotation, label, use of certain tags (such
as _form_) and type of the HTML elements. If the user is
using a web authentication form, and the user profile
contains no binding relationships with the current website,
then user-behaviour based phishing website detection
system prompts a window to ask the user to update the user
profile. If there is an existing binding relationship for the
current website, then UBPD will replace the authentication
credentials in the binding relationships with the latest values
the user submits. If users have entered the authentication
credentials wrongly, those credentials will still be stored, but
those wrong values will be corrected, when users relog in
with the correct authentication credentials.

4) Phishing Score Calculation:

In detection mode, user-behaviour based phishing website
detection system decides whether the current webpage is a
phishing webpage by calculating phishing scores. The
Phishing score calculation is a two step process. First step is,
for each legitimate website, with which the user has shared
authentication credentials, a temporary phishing score is
calculated. Each temporary phishing score is the fraction of
the authentication credentials associated with a legitimate
website that also appear in the data to be submitted to the
current webpage. Its value ranges from 0 to 1. In the second
step, those temporary phishing scores are sorted into
descending order.

5) Reuse:

It is very common that a user shares the same authentication
credentials (user names, passwords, etc) with more than one
website. The two running modes and the user’s personal
whitelist are designed to prevent false warnings caused by
reuse without compromising detection accuracy.

6) Warning Dialogue:

It is must be suitable for users with very limited
knowledge, otherwise, as “Proceedings of the
SIGCHI Conference on Human Factors in
computing systems” study [32] found, users may
ignore the warning or may not behave as
suggested. To make the information easy to
understand, the dialogue tells users that the
current website, to which they are submitting
credentials, is not one of the legitimate websites

associated with those authentication credentials.
To help users understand the detection result and
make a correct decision, user-behaviour based
phishing website detection system also provides
information regarding the differences between the
legitimate website and the possible phishing
website in five aspects: the domain name, the
domain registrant, the domain registration time,
name servers, and IP addresses.

IV. USER’S PRIVACY

User profile contains confidential user information, it is
important that it does not add new security risks. We use a
one-way secure hash function to hash the confidential data
before it is stored. When the system needs to determine the
equivalence between the data, the system just needs to
compare the hash values.

V. IMPLEMENTATION

User-behaviour based phishing website detection system is
implemented as a Firefox add-on that using a JavaScript.
The hash function we use is SHA-1 [17] and the encryption
method we use is Twofish.5 the hash function and
encryption methods can be changed, we choose to use them
mainly because there are open source implementations
available. The user interface of the system is implemented
by using XUL, a technology developed by Mozilla [10].
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