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Abstract--- Palm vein technologies are one of the upcoming 

technologies which are more secure. This technology is the 

world’s first contactless personal identification system that 

uses the vein patterns in human palms to confirm a person’s 

identity. This paper presents a palm vein recognition system 

that uses blood vessel patterns as personal identifying factor. 

The vein information is hard to forge as veins are internal to 

the human body. This paper presents an analysis of palm 

vein pattern recognition, techniques, methodologies and 

systems. It discusses the technical aspects of recent 

approaches for the subsequent processes. 
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I. INTRODUCTION  

Recently, biometrics has emerged as a reliable technology to 

provide larger level of security to personal authentication 

system. Among the most biometric characteristics that will 

be used to recognize someone, the human hand is the oldest. 

The features which will be extracted from the hand include 

fingerprint, hand geometry, knuckle print, palm print, and 

vein pattern. Hand vein authentication is one among the 

vascular pattern authentication technologies. It includes vein 

pattern authentication using the vein patterns of the palm, 

fingers or back of the hand as personal identification data. 

Since everybody has vessels, vascular pattern authentication 

will be applied to most people. Vascular patterns can't be 

stolen by photographing, tracing, or recording them because 

they exit inside the body. This implies that forgery would be 

very tough under normal conditions [6, 7]. Palm vein 

authentication contains a high level of authentication 

accuracy due to the uniqueness and complexness of vein 

patterns of the palm. It's more powerful than alternative 

identity verification like face, iris, and retinal. Palm vein 

authentication uses an infrared beam to penetrate the users 

hand as it is held over the sensor; the veins inside the palm 

of the user are come as black lines [5]. 

At present, most of the hand acquisition devices are 

based on touch-based style. The users are needed to touch 

the device or hold on to some peripheral or steering peg for 

his or her hand pictures to be captured. This paper presents a 

contactless hand-based biometric system to acquire the palm 

vein features. Everyone has distinctive structure and 

position of veins, and this doesn't change considerably from 

the age of 10. Because the blood vessels are believed to be 

“hard-wired” into the body at birth, even twins have 

distinctive vein pattern. In fact, the vascular patterns on both 

of the hands are totally different. Because the complicated 

vein structure resides within the human body, its impractical 

(except using anatomically surgery) to copy or duplicate the 

vein pattern, thereby enabling a high level of security. 

Besides, external conditions like wear and tear, greasy and 

dirty, dry and wet hand surface don't have an effect on the 

vein structure. The properties of uniqueness, stability, and 

spoof-resilient create hand vein a potentially good 

biometrics for personal authentication. Fig. 1 depicts the 

vein patterns captured from the palm surface. 

 
Fig. 1: Image of Vein on the Palm. 

II. LITERATURE REVIEW  

Palm vein technology works by identifying the 

subcutaneous (beneath the skin) vein patterns in a person's 

hand. Once a user's hand is held over a scanner, a near-

infrared light maps the placement of the veins. The red 

blood cells (hemoglobin) present within the veins absorb the 

rays and show up on the map as black lines, whereas the 

remaining hand structure as white. This vein pattern is 

further verified against a preregistered pattern to 

authenticate the individual. The sensor of the palm vein 

device will only acknowledge the pattern if the hemoglobin 

is actively flowing among the individual’s veins. 

 Hardware Setup A.

The hardware setup of the capturing device is shown in Fig. 

2. Two low-cost imaging units are mounted side by side on 

the device. The primary imaging unit is employed to capture 

visible light images whereas the second for obtaining 

infrared images. Both units are commercially available off-

the-shelf webcams. Warm-white light bulbs are placed 

around the imaging units to irradiate the hand under visible 

light. The bulbs emit yellow source of illumination that 

enhances the lines and ridges of the palm. To acquire infra-

red image, there is a need to modify the ordinary digital 

camera to be an infra-red-sensitive camera. The digital 

camera used for infrared imaging is fitted with an infrared 

filter. The filter blocks the visible (non-infra-red) light and 

allows only the infra-red light to achieve the sensor. Infra-

red filter that passes infrared rays above 900nm provides the 

best quality images. Varieties of infrared LEDs are arranged 

on the board to serve as the infrared cold source to 

illuminate the vein pattern.  

The optimum viewing region for the acquisition 

sensor is 25 cm from the surface of the imaging unit. A 

tolerable focus range of 25 cm ± 4 cm to allow more 

flexibility for the users to interact with the device is 

maintained.  
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Fig. 2: (a) Image Acquisition Device Acquiring the Hand 

Images. 

III. PALM VEIN MODEL 

Palm vein technology works by identifying the vein patterns 

in a person's palm. Once a user's hand is held over a scanner, 

a near-infrared light maps the placement of the veins. The 

red blood cells present within the veins absorb the rays and 

show up on the map as black lines, while the remaining 

hand structure shows up as white. 

After image capture, a small area of a palm image 

is located as the region of interest (ROI) to extract the 

features. Normally, the captured palm vein pattern is 

grayscale and has noise. Noise Reduction and contrast 

enhancement are crucial to make sure the quality of the 

following steps of feature extraction [4]. The vein pattern 

extracted from infrared-ray images is represented as dark 

lines. To extract these lines several researcher used edge 

detection and morphological operators [3]. 

Feature extraction plays a vital role in palm vein 

recognition as a result of the performance of feature 

matching is greatly influenced by its output [3]. Feature 

matching is achieved by check whether or not the input 

image exists within the database to give the permission to 

that person being authenticated. If the input image is 

matched with the registered ones the system permits the 

person to use it [8]. 

IV. PALM VEIN RECOGNITION METHOD  

Same as other biometric recognition systems, there are 

mainly three parts in palm vein recognition system, such as 

palm vein image capturing and preprocessing, features 

extraction, and matching. 

 Image Acquisition A.

In visible light, the vein structure of the hand isn't always 

easily discernible. Due to biological composition of the 

human tissues, the vein pattern will be observed under near 

infrared light in the range of 0.75m to 2m. The vein patterns 

near the skin surface are discernible as they appear darker 

than the surrounding area. Near infra-red will capture the 

major vein patterns, more importantly, it will detect finer 

veins lying close to the skin surface. This will increase the 

potential discriminative ability of the vein pattern. 

 Preprocessing B.

The palm vein image acquired through a camera contains 

some unwanted data that isn't required to get the venal 

pattern. The vein images are sometimes in poor contrast due 

to irregular shading caused by various thicknesses of skins 

and bones [10]. The primary step of the pre-processing is the 

extraction of the Region of Interest (ROI) that may be a 

rectangle or circle [2] region within the palm for feature 

extraction. The ROI extraction has 2 necessary benefits. 

First, it serves as a pre-processing to get rid of the 

translation and rotation of palm vein images introduced 

within the data collection method. Second, ROI extraction 

extracts the foremost informative area within the images. It 

reduces lots of data quantity without losing abundant much 

information. This may speed up the feature extraction and 

matching processes [2].  

In [4], a small area (128*128 pixels) of the palm 

image capture is located as the region of interest (ROI). 

After that, noise reduction and contrast enhancement are 

carried out to supply a higher quality of image through the 

subsequent steps; (a) binarization that transforms the 

grayscale pattern into a black and white image, (b) 

skeletonization that reduces the breadth of lines to at least 

one pixel and (c) isolated pixel Removal that eliminates the 

unwanted isolated points. These 3 steps represent the 

procedure of image preprocessing as shown in Figure 3. 

 
Fig. 3:  3 Steps of Image Preprocessing [4]. 

At this step, the contrast is still too bad. So a 

normalization technique is applied to improve the contrast 

of an image. Most of researchers utilized this technique to 

find the ROI; like [11]. 

 
Fig. 4: The Process of Obtaining ROI. (a) The Original 

Image Captured by The NIR Scanner; (b) Binarization of 

The Raw Image; (c) The Sketch of The ROI; (d) The 

Obtained ROI [2]. 

 Feature Extraction C.

The features will be extracted from the grey scale image, the 

binary image or the skeletonized image. Previous research 

has investigated the matching of vein patterns using the 

Hausdorff distance as used in face recognition and therefore 

the extraction of minutiae from the skeletonized image in a 

very similar manner to it frequently applied to fingerprint 

images [9]. 

Various feature extraction ways are used in the 

literature to extract features from the palm vein images. The 

feature extraction methods for vein recognition will be 

broadly classified into: (i) structural-, and (ii) global-based 

approaches. The structural method studies the line and 

feature points (like minutiae) of the vein [1]. Cross, J. 

&amp; Smith, C. in 1995 performed thresholding and 

thinning techniques [1], morphological operator, as well as 

skeletonization and smoothing methods were used to extract 

the vein structure. On the contrary, the global-based method 

characterizes the vein image in its entirety. Lin and Fan in 

2004 performed multi-resolution analysis to analyze the 
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palm-dorsa vein patterns. The other global-based approaches 

adopted curvelet and radon transform to extract the vein 

feature.  

Bhattacharyya et al. [2] proposed 3 completely 

different algorithms for processing Palm Vein Pattern Image 

of an individual. 

 
Fig. 5: Extracting a Palm Vein Pattern [3] 

These 3 completely different processes are: (a). 

Vascular Pattern Marker algorithm (VPMA); (b). Vascular 

Pattern Extractor algorithm (VPEA); and (c). Vascular 

Pattern Thinning algorithm (VPTA). In Vascular Pattern 

Marker algorithm, two-pass masking is employed, namely, 

Horizontal and Vertical kernels; the method is Smoothing 

the Image. In Vascular Pattern Extractor algorithm, a 

binarized image is formed with only 2 colours, black (0) and 

white (255). Image thresholding is extremely useful for 

keeping the significant part of of an image and getting 

eliminate the unimportant part or noise.  

 Matching D.

Matching is employed to determine the identity of an 

individual, or verify that somebody is indeed who he or she 

claims to be. To perform matching, the system takes image 

from the person and extracts the features. For the purpose of 

identification, the features will be compared with all the 

records within the database to check if there's a match. For 

verification, the system can retrieve the features of a single 

person and perform a one-to-one comparison. 

V. CONCLUSION 

Reliable personal recognition is critical to several 

applications in our day to day life. This technology is highly 

secure because it uses information contained within the 

body and is also highly accurate because the pattern of veins 

in the palm is complex and unique to each and every 

individual. Its contactless feature gives it a hygienic 

advantage over other biometric authentication technologies. 

Palm vein pattern authentication technology was being used 

in a wide range.  If this  technology is  introduced in India  

we  can solve  many  problems  such  as  password 

protection in ATM, security in various fields and if we use 

this technology in government offices we  can  make  the  

employees  to  work according  the  government  timings. 

Surely this technology will bring a revolution in the field of 

science and technology in the near future. 
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