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Abstract--- Advancement in the field of Information 

Technology also made Security an important and 

inseparable part of it. To deal with security, Authentication 

plays a vital role. Mobile devices continued to evolve in 

terms of the capabilities and services offered, so they 

created demands in terms of security. This paper presents a 

review on the biometric authentication techniques used in 

mobile phones. A wide range of systems require trustworthy 

personal recognition schemes to either to determine or 

confirm the identity of a person requesting for their services. 

The purpose of such scheme is to ensure that provided 

services are accessed only by a real and authorised user, and 

not by anyone else. In this paper we have shown various 

biometric technologies used in authentication in mobile 

phones and showing their advantages and disadvantages. 

Keywords: Authentication, Biometrics, Fingerprints, 

Pattern. 

I. INTRODUCTION 

In a world of information technology, the mobile phones 

have been more and more widely used Worldwide, not only 

for the Communications, but also as a tool that can deal with 

Personal Affairs and process the information required 

anywhere at any time. It is reported that there are more than 

4.5 billion cell phone users over the world and this number 

still continues to grow as predicted that by 2015 more than 

86% of the world population will own at least one cell 

phone [1]. Although many subscribers still use their devices 

primarily for telephony services. For example, email, web 

browsing, mCommerce, and video streaming are all feasible 

applications for modern devices significantly increasing 

their importance and value to the end user. In order to 

enable delivery of such services, mobile phones have 

become increasingly powerful: evolving from relatively 

basic terminals handling analogue telephony, to multi-

purpose, mobile multimedia communication tools, providing 

much of the functionality of desktop computers and 

Personal Digital Assistants (PDAs). Mobile phones have 

proved to be exclusive status of the high class and, today 

have become an important and most required electronic 

gadget in the life of many people. The main reason behind 

their higher sales in market in today is their number of 

incredible functions at an affordable Price. Apart from 

calling, exchanging entertaining data, they are also used in: 

 e-commerce 

 SMS messaging 

 Chatting 

 Social networking 

 e-banking 

In today’s world of information technology every 

company has launched their Software Applications for 

mobiles phones to increase their business value and market 

value. As money transaction are being carried out on mobile 

phones, so there comes the need of more secured techniques 

for monetary transactions. Biometrics proved to be the best 

technology in securing the precious data from unauthorised 

access. Every mobile user keeps its sensitive data in its 

mobile phones like pictures, contacts, videos, data, etc. So 

there is a sharp need of biometric technology in mobile 

phones. Mobile banking transactions have to be made 

biometrically authenticated to stop the unauthorised user to 

do transactions. Security is becoming the very important 

issue in the field of business as well as in every sector of the 

country. 

II. EVALUATION AND USAGE OF BIOMETRICS 

Biometrics is a technology which works by measuring the 

different parts of the body. Biometric Traits like Fingerprint, 

Retina, iris scan, signature verification, hand pattern, Gait 

recognition, voice recognition, Face recognition are some of 

the main traits on which our biometric system have been 

based. Biometric is used to identify the identity of a given 

sample when it is compared to a template, which is used 

in cases of identifying the specific person by certain 

characteristics. Biometric authentication has become the 

most exciting and important technology in every field of 

life. A biometric system is a system, which makes a user 

identified by determining the authenticity of a specific 

physiological or behavioural characteristic the user have. 

This process of identification is better than the traditional 

methods involving passwords and PIN numbers for various 

reasons: 

The person to be identified is required to be 

physically present at the point of identification.  

the need to carry an identity or remember a 

password have been eliminated by using biometric 

identification process Depending on the context on which a 

biometric system works it can either be classified as an 

Identification system or verification system. Identification 

involves in establishing a person’s identify whereas 

Verification involves confirming or denying a person’s 

claiming identity [1]. In the field of security biometric have 

proved to be the best technology is securing the sensitive 

and precious data from the unauthorized users. Security is 

becoming the very important issue in the field of business as 

well as in every sector of the country. In today’s world of 

information technology the most widely used biometric 

system is based upon the fingerprint technology. Every 

sector is trying to use the biometric system in their business 

that can be in the form of biometric based attendance 

system, ATM machines of banks, secured logins etc. 

Information System security is concerned with the 

affirmation of high secrecy, privacy, integrity and 

availability of the information in all forms  
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         Fig. 1: Classification of Biometric System [2] 

III. RELATED WORK 

Biometrics can be defined as measurable physiological 

and/or behavioural characteristics that can be utilized to 

verify the identity of an individual, and include hand 

geometry, fingerprint verification, iris scanning, retinal 

scanning, signature verification and facial recognition. [10]. 

Biometric authentication is considered the automatic 

identification or verification of an individual using either a 

biological feature they possess physiological characteristic 

like a fingerprint or something they do behaviour 

characteristic, like a signature [11]. In practice, the process 

of identification and authentication is the ability to verify 

and confirm an identity. It can be done by using any one or a 

combination of the following three traditional identification 

techniques: something you possess; something you know; or 

something you are [10].  
 Something you possess: often referred to as a token 

and can be produced from a multitude of different physical 

objects. Two basic types of tokens are used today: manual 

and automated. Good examples of manual tokens are paper 

ID documents and passports. Automated tokens are 

magnetic-stripe cards, memory cards, or smart cards [10].  
 N.L. Clarke, S.M. Furnell [12] in their paper 

proposed the use of more advanced biometric methods as an 

alternative. After considering the general range of available 

techniques and their applicability to mobile devices, their 

discussion focused upon the concept of keystroke analysis. 

Results of a practical evaluation were presented based upon 

the entry of both telephone numbers and text messages on a 

mobile phone. The findings revealed the technique to have 

promise for certain users with average error rates below 5%. 

The enhanced PIN/password-based authentication with 

keystroke analysis periodically asks the user to re-verify 

their identity. Both scenarios increased the level of 

authentication beyond that currently available from the 

standard point-of-entry PIN/password technique. 

IV. MULTI-BIOMETRICS SECURITY IN MOBILES 

A multi-biometrics system is obtained by integrating 

multiple individual biometrics systems. A numbers of 

systems integrating hand geometry, face and iris 

recognition, keystroke dynamics system have flooded the 

markets in the recent years. Here we have studied 

multimodal systems that can be embedded in a mobile 

phone, that integrates fingerprint, voice and facial scanning. 

It removes the problem of high False Rejection Rate of 

facial scanners, eradicates the fooling of fingerprint scanners 

and hides the disadvantage of voice recognition models. A 

multi-biometric system uses multiple sensors or biometrics 

to overcome the shortcomings of unimodal biometric 

systems. The unimodal biometric systems are limited by the 

integrity of their identifier, sequential, parallel, hierarchical 

and serial integration modes, respectively. Generally, the 

information fusion is divided into three parts, pre-mapping 

fusion, mid-mapping fusion, and post-mapping fusion. 

During the pre-mapping fusion information can be 

combined at sensor level or feature level. 

 Sensor-level fusion can be mainly organized into three A.

classes: 

1. Single sensor-multiple instances, 

2. Intra-class multiple sensors, and 

3. Inter-class multiple sensors. 

 Feature-level fusion can be mainly organized into two B.

categories: 

1. Intra-class and 

2. Inter-class. 

 Intra-class is further divided into four types: C.

1. Same sensor-same features, 

2. Same sensor-different features, 

3. Different sensors-same features, and 

4. Different sensors-different features [2] 

V. ANALYTICAL BEHAVIOURS OF VARIOUS 

BIOMETRICS 

Today there are several biometric characteristics that are 

used in various applications. Each biometric trait has its own 

merits and demerits, and has various applications for each 

biometric methodology. No Biometric Trait has proved to 

meet all the requirements of all the applications. Depending 

on the applications and the biometric characteristic’s 

features we are able to suitably match a particular biometric 

to an application. Explain that the fingerprint- and iris-based 

techniques are more accurate than the Voice Recognition 

technique. But, in phone banking, the voice-based technique 

might be preferable as the bank could integrate it seamlessly 

into the existing telephone system. 

The Below shown table briefly compares five 

biometrics according to seven parameters [5]  
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Table 1: Comparison of Various Biometrics 

Biometric 

Feature 

Fingerprint Face Hand Geometry Voice 

Recognition 

Iris 

 

     
Barriers to 

universality 

Worn ridges, hand or 

finger impairment 

None Hand 

Impairment 

Speech 

Impairment 

Visual 

Impairment 

Distinctiveness High Low Medium Low High 

Permanency High Medium Medium Low High 

Collectability Medium High High Medium Medium 

Performance High Low Medium Low High 

Acceptability Medium High Medium High Low 

Potential for 

Circumvention 

Low High Medium High Low 

 Advantages and Disadvantages of Biometric System: A.

Biometric technology has been the necessity of today and 

the future trends in the field of information technology. 

Biometric is being used as an authentication system securing 

the mobile phones and other systems .Every biometric 

system has some advantages and disadvantages. Like, Iris 

scan have the disadvantage of affecting the eye sight, face 

recognition may be affected if face gets changed due to 

accident, fingerprint recognition can be affected by cuts on 

fingerprints, etc.  

Harris and Yen have given the advantage and 

disadvantages of the various biometrics used in the 

biometrics authentication system which is shown below in 

the table [6] 

The below given Table. 2 describe the advantages 

showing the benefits of using the biometric system for 

mobile phone authentication. The advantages given also 

describes that how the biometrics affects security, reliability, 

efficiency and User acceptance of using the biometric as the 

authentication tool for mobile phones. 

The below given Table. 3 describe the 

disadvantages showing the shortcomings of using the 

biometric system for mobile phone authentication. The 

disadvantages given also describe how biometrics affects 

productivity, efficiency, and growth and user acceptance. 

VI. NEED OF BIOMETRICS ON MOBILE DEVICES & MOBILE 

PHONES 

As mobile devices continue to evolve in terms of the 

capabilities and services offered, so they introduce 

additional demands in terms of security. An issue that has  

Table 2: Summary of biometric Advantages 

Benefits of  using 

Biometrics 

Biometric 

information cannot 

be lost 

Cannot recreate 

Biometric data 

Cannot be 

Shared 

More 

Convenient 

Reduce  support 

costs and password 

Management 

Information 

is 

Confidential 

Affects Security Security Reliability User 

Acceptance 

Efficiency and 

Economical 

Decision 

Making 

Advantages Increased Security Templates are used 

to save biometric 

data 

Integrity of 

informatio

n upheld 

Biometric 

information 

is always 

ready 

No Password is 

required 

Identified 

User 

Table 3: Summary of Biometric Disadvantages 

Source: Adapted from source - Harris, A. J. and Yen, D. C. [7] 

Problems 

linked with 

Biometric 

System 

Inconvenience Individual’s 

Perspectives 

Individual, 

cultural and 

religion 

Privacy 

concern 

Cost Access to 

Others 

Out of 

order 

Reader 

Affects Productivity Productivity User 

acceptance 

User 

acceptance 

Security Security Efficiency 

Disadvantages Disturb users It must 

overcome 

the issues 

Criminal 

connotation 

and 

hygiene 

Misuse of 

data 

Prevents people 

from using 

biometric 

system 

Biometri

c is 

public 

Authenticat

ion process 

time delays 

Solutions Deal with 

other 

biometric 

Deal with it 

before 

implementat

ion 

Deal  with 

another 

Biometric 

Product 

information 

Be evidence for 

achievements of 

using the 

biometric 

Protects 

Biometri

cs 

 Enhance 

Biometrics 
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traditionally been poorly served is user authentication, with 

the majority of devices relying upon problematic Secret 

knowledge approaches. As in the previous mobiles phones, 

today also a large number of devices are currently in use 

with little or no authentication technology. A survey shown 

that every third PDA user after getting its device stolen still 

do not use password in new device, however, one of the 

cited uses for a PDA by respondents was to store all the 

passwords and PINs they regularly use for the other 

systems. This highlights the two issues; firstly, the weakness 

of secret knowledge based techniques such as the password 

in that they can be written down in the first place and 

secondly the importance of the data being stored on the 

devices. There raised a third problem from the user 

perception and realisation of the security problems. Any 

person storing sensitive information on a device clearly has 

little comprehension of the associated security issues. 

Below is a table showing the difference between 

the tokens, Password & Biometrics. [3-5] 

Table 4: Token v/s Password v/s Biometric 

 
The security threats associated with the mobile 

phones and mobile devices are important because although 

the number of devices used currently consists of hundreds of 

applications, but in future mobile phones every day to day 

financial transaction, sensitive data exchange will increase 

the number of application to thousands. If authentication 

mechanism were left as they currently stand, then the threat 

posed by the attackers would incommode users through the 

cost associated with the misuse and an almost increase in the 

theft of the devices. 

Trojan horses and many other viruses had attacked 

many users and companies. Following these issues the 

services provide move their attention towards biometrics to 

prevent data spoofing and to provide secure e-Transactions. 

Biometric systems can be integrated with cell phones in two 

ways: As a biometric collecting device or as a stand-alone 

system to protect unauthorized use of the cell phone. In the 

very first case, cell phones are collecting the biometric and 

then they are passing it via internet or via voice 

communication to a remote location where it is processed 

and matched. This proves useful for remote transactions 

when the identity of the caller has to be proven. As an 

example, the user calls his bank to make a transaction; he is 

going to introduce himself as Swati Bobade and in order to 

verify his identity he is asked to recite a passphrase. The 

voice recording is then processed and compared with the 

sample that was collected when the user enrolled in the 

system. Biometric systems can replace the annoying PIN 

security and with a swipe of a finger the phone can be 

unlocked and used. Today’s implementations of biometric 

systems on cell phones include fingerprint recognition, 

voice recognition, face recognition, signature recognition 

and keystroke recognition. 

The survey by Clarke et al.(2002a) [9]  also 

indicated that user wanted more security for their current 

second generation mobile phones which in itself reveals the 

user’s awareness toward the security issues, and were 

prepared to use biometrics to achieve the desired level of 

security. 

Below given fig. shows the graphical 

representation of user’s response toward the use of the 

biometric technologies in the application of mobile phones. 

 

 Fig. 2:  User’s Biometric Preference  

Out of  226 persons 33 percent user of mobile 

phones prefer fingerprint for the authentication, 24 percent 

users prefer voice recognition, key stroke dynamics shows 

the lowest of  12 percent choice of the mobile phone users 

for authentication. This graph also reveals that mobile phone 

users are feeling the great need of biometric technology in 

their mobile phone in order to keep their sensitive data safe 

from unauthorised persons. 

 Subscriber Authentication on Mobile Phone A.

As the range of data and services expands, it is increasingly 

desirable for subscribers to protect their devices via 

appropriate authentication methods. The dominant method 

for achieving this on current devices is the use of 4e8 digit 

Personal Identification Numbers (PINs), which can be 

applied to both the device and the user’s Subscriber Identity 

Module (SIM) e a removable token containing the 

cryptographic keys required for network authentication. The 

PIN is a secret-knowledge authentication approach, and thus 

relies upon some knowledge that the authorized user has. 

Unfortunately, secret-knowledge techniques have long-

established drawbacks, with weaknesses often being 

introduced as a result of the authorized users themselves. 

Although the PIN is clearly dominant at present, the use of 

secret knowledge is only one approach to authentication. 

Indeed, the process can be based upon three general 
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foundations: something the user knows (e.g. passwords and 

PINs); something the user has (e.g. tokens); or something 

the user is (i.e. biometrics).  

 
Fig. 3: Snapshot showing User Authentication on mobile 

phone [8] 

The choice of mechanism can vary both in cost and 

complexity, and the level required is inherently tied to the 

application within which it is deployed. The level of 

authentication provided by mobile devices to date has 

arguably been commensurate with the level of protection 

required against misuse, when considering the financial cost 

of device misuse, because of the limited services and data 

that can be accessed, versus the cost of implementing a more 

advanced authentication mechanism. Also, with the 

increasing functionality, popularity of mobile devices, and 

access to financially and personally sensitive information, 

the requirement for additional and/or advanced 

authentication mechanisms is becoming more apparent. The 

original specifications for security in third generation (3G) 

networks identified the importance of authenticating users in 

the more advanced environment that would be provided. 

Specifically, it was stated that ‘‘It shall be possible for 

service providers to authenticate users at the start of, and 

during, service delivery to prevent intruders from obtaining 

unauthorized access to 3G services by masquerade or 

misuse of priorities’’. Above is the figure showing snapshot 

of User Authentication through Fingerprint on a mobile 

phone. 

The reference to performing the authentication 

during service delivery is particularly interesting, and a 

potential interpretation is to use more advanced techniques 

that would enable periodic or continuous re-verification of 

the user. However, it is notable that the introduction of 3G 

handsets to date has not witnessed any large-scale 

advancement over previous authentication approaches. 

Having said this, a small number of operators and handset 

manufacturers have identified the need to provide more 

secure authentication mechanisms. For instance, NTT 

DoCoMo’s F505i handset comes equipped with a built-in 

fingerprint sensor. However, although fingerprint 

technology increases the level of security, the technique 

remains point-of-entry only and intrusive to the subscriber. 

VII. CONCLUSION 

Mobile devices are going through an evolutionary period 

with the combined ability to have fast processing on all hand 

held devices, and the unnerving success of the mobile phone 

industry. Users are not required to get stick to their desk; 

mobility of the devices has become the important factor in 

every user’s life. This has left with an increasing security 

issue and major issue being the authentication. 

Existing PIN-based techniques are under-utilised, 

and in any case provide an inadequate level of protection 

when compared to the sensitivity of data and services 

accessible through the devices. Individual techniques such 

as keystroke analysis can provide valuable enhancements in 

certain contexts, but are not suited to all users and scenarios. 

However, the use of multiple authentication techniques, 

bound within a wider framework, enables the system to 

compensate for potential weaknesses of one technique by 

using the strengths of others. The current form of 

authentication is very cheap solution but it suffers from the 

number of inherent the problems and shortcomings like lack 

and improper use of the PINs and Password.  

At the best Biometric can provide completely 

transparent authentication of the authorised user throughout 

the duration of the day protecting key services and 

information from unauthorised access. Biometric has 

enabled a high confidence level, the user has the ability to 

interact and access the complete range of services and 

applications provided by the mobile device without 

hindrance. 
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