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Abstract— In recent year vehicular ad hoc network 

(VANET) is studies extensively by researchers. As VANET 

is so much vulnerable to malicious activity due to its 

dynamic nature of topology so primary goal of the Vehicular 

ad Hoc network (VANET) is to provide real-time safety 

related messages to motorists to enhance road safety and 

prevents from accidents. In this paper we present some 

background of research work that is carried out then several 

threats that encounter to safety of VANET. We present 

scenario which is accident free and control traffic at junction 

by scheduling the traffic light then isolate the effect of 

malicious vehicle to reduce the effect of it and analyse the 

result.  For secure vehicle to vehicle (V2V) communication 

we adapt the message authentication mechanism by using 

the hash value and encryption technique. 
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I. INTRODUCTION 

Vehicular ad hoc network (VANET) is kind of ad hoc net- 

work where vehicle act as mobile node. Vehicles act as 

nodes which can exchange information between each other 

without any infrastructure network establishment. There are 

two type of communication in the VANET environment, the  

communication between Vehicles to infrastructure is known  

as V2R communication and communication between 

Vehicle to Vehicle known as V2V communication. Here 

two type of device is used first OBU (On Board unit) which 

is mount with the vehicle and second is RSU(Road side 

unit) which is mount with at side of road[14].  

Issues related to accidents, driver safety and 

congestion pose a threat to not only to human life but to our 

environment also. Until recently road Vehicles were the 

realm of mechanical engineers, but with the emergence of 

VANET the vehicles are becoming “Computer on Wheels” 

or rather “network on wheels”. However, VANET is 

network with high dynamic topology and their 

communication is vulnerable to attacks, for instance, 

attackers may exploit VANETs to send bogus information to 

deceive other vehicles. Nodes in VANET should be 

confident that each communication has been started from a 

trustworthy source node and messages are not varied by 

malicious vehicles. Although these issues seem similar to 

those used in traditional communication networks, there are 

individual characteristic for vehicular networks. The 

seriousness of security failures, the self organized nature of 

the network, the high mobility of vehicles, the relevance of 

vehicles to their geographic position, and the irregular 

connectivity between vehicles can lead to different issues in 

security of VANETs. With the significant contributions of 

various researchers in securing Vehicular network 

authentication plays a vital role. The messages transferred 

between vehicles may be critical that authentication of the 

sender and a check of message integrity are essential for 

road safety [3] and an adversary can forge bogus 

information to mislead other drivers and even cause 

deliberate traffic accident Thus data interchanged over 

VANETs play a vital role in traffic safety. Safety and traffic 

control mechanism we have developed scenario which is 

having number of junction and each junction is enable with 

traffic light. In Figure one show the car is communicated 

with each other in real scenario. 

 
 

Fig.1: Traffic light communicates with cars. 

The paper organization is follows: section1 overview of  

different researchers. Section 2overviews the contribution of  

various researchers in securing VANET. Section 3 presents  

various attacks in VANET. Section 4 presents architecture.  

Section 5 describes the proposed protocol. Section 6 

performance evaluation and conclusion in section 7. 

II. RELATED WORK AND BACKGROUND 

Saira [4] describe various dimensions of VANETs security 

including security threats: like DOS attack, Jamming attack 

Black hole attack, Sybil attack, reply attack, attack on 

confidentiality. Challenges in providing security in vehicular 

networks environment: like mobility, Network scalability 

privacy, and efficient channel utilization, Requirements like 

Authentication, Integrity, confidentiality, privacy, and 

attributes of security solutions. They also provide taxonomy 

and critically review of the notable security solutions 

available for VANETs. They also provide taxonomy and 

critically review of the notable security solutions available 

for VANETs. 

Raya at al [2] suggested the used of virtual private 

key infrastructure (VPKI) where each vehicle have a 

public/private key pair, the public key is known to each 

node and private key is vehicles identity. When vehicle send 

safety massage to other vehicle at that time it sigh the 

message with it private key and add certificate to it as 

follows.  

V → r: M, SigPrKV [M|T], Certv [2] 

The receiver will get the public key by using the 

certificate and verify the V’s Signature using the certificate 

public key. For doing this receiver must have public key of 

it. This method has used the certificated based cryptography, 

this have some limitation one is that each time certificate 

have to verification, registration, revocation processes. 

These causes overhead in message transmit, but problem is 

secure positioning and Dos resilience. 

Sasikala at al [5] proposed  and develop Shared key 

management framework. In the framework the RSU may not 

be responsible because the key is shared among them self, 
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when a vehicle approach another vehicle. It gets connected 

to the vehicle automatically without the help of RSU. But 

the message is send and receive from one vehicle to another 

vehicle needs the help of the RSU. The proposed frame 

work uses the algorithm for secure communication of 

messages, the algorithm are hash and RSA. 

Sheen at al [7] proposes an efficient public key 

management system for VANETs: the Public Key Registry 

(PKR) system. Not only does this paper demonstrate that the 

proposed PKR system can maintain security, but it also 

asserts that it can improve overall performance and 

scalability at a lower cost compared to the certificate-based 

PKC scheme. This Paper achieves the two security services 

integrity and confidentiality based on the digital signature 

and encryption. Here they used Hash value for the digital 

signature. 

Albert at al [8] proposed complementing public key 

infrastructure for securing Vanet. However PKI cannot  

provide certain security requirement such as location 

privacy efficient authentication and distribution and fair 

revocation. They proposed Message Authentication code 

Acceleration (MAAC) protocol for vanet. . When a vehicle 

broadcasts a message, it appends to the message an HMAC, 

calculated using the shared group key, as proof that it has 

not been previously revoked. The recipient vehicle 

calculates its own HMAC on the received messages using its 

group key and compares the received HMAC with the 

calculated one. If a match occurs, the sender is not 

previously revoked since the secret key is shared only 

between unrevoked vehicles and vice  

versa. Praba [12] proposed, traffic control is achieved by 

sustaining the distance between the vehicles and the 

malicious vehicles are secluded and further communication 

is blocked with the malicious vehicles, also presented 

architecture of VANET for city traffic scenario and the 

adversaries that exist in the VANET environment. Vehicles 

and RSUs in VANET should be registered with the central 

controller so that every vehicle and RSU in the network will 

be authorized. City Scenario is considered to analyse the 

vehicle’s behaviour. As avoiding collision between vehicles 

and identifying the misbehaving vehicles plays a significant 

role in VANET, the existing AODV protocol has been 

enhanced by suitably incorporating the security features 

which detects the malicious behaviour of the vehicle. 

III. SECURITY THREATS IN VANET 

Securing VANET is a major challenge, having a great 

impact on the future deployment and application of 

vehicular networks. Appropriate security architectures 

should be developed in providing secure communication 

between vehicles and RSUs. 

A. Sybil attack  

This attack is one of the serious attacks to VANETs where a 

malicious vehicle uses multiple identities to claim several 

vehicles at the same time within an area. As a result, it has a 

severe impact on location based services, and it cans even 

leads to a threat to lives of other drivers. 

B. Black-hole 

For this attack, an insider node deliberately drops all the 

received messages which are destined to other nodes, thus, 

forming a black hole in the network. A group of nodes can 

collude together to partition a segment of the network by 

forming a set of black holes around this segment, thus, 

preventing the delivery of any message to any node in this 

segment. 

C. Replay-attack  

An attacker records a message at some time and replays it at 

a later time to get specific benefits such as causing a user to 

be double charged for the same service. 

D. DoS (Denial of Service) 

Intruder can deliberately flood or jam the communication 

channel with the falsies data to disturb the communication 

between the legitimate nodes. 

E. Malware  

An attacker can insert a malware, e.g., virus, worm, Trojan, 

etc., in the Malware update messages broadcast by the 

network. As a result, the malware could be installed in the 

operating system of the vehicles or the RSUs, which can 

disrupt their performances. 

F. Location-tracking  

An attacker can eavesdrop and manipulate these data to 

track the user and possibly infer sensitive information about 

the user such as the user's real identity which violates the 

user’s privacy. 

IV. ARCHITECTURE FOR VANET 

Architecture has been designed by assuming the following 

characteristics. 

 VANET has enabled with vehicle and RSU (Road 

side unit) as node. 

 Each Vehicle has an OBU which having enough 

memory to store all the keys for that vehicle. 

 

Fig. 2: City Scenario 

This paper considers a city traffic scenario with nine 

junctions in which every road has two lanes (Figure 2). The 

vehicle movement will be based on the movement of the 

other vehicles. If the vehicle moving ahead slows down, 

then the vehicles behind it have to decelerate. If needed, 

when there is a traffic jam at the junction, the information 

will be broadcasted to the forthcoming vehicles and the 

crossing vehicle has to wait until all vehicles crosses the 

crossroads or switches the lane and then it has to proceed. 
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V. PROPOSED PROTOCOL 

AODV is reactive routing protocol that enables dynamic 

multihop routing between participating nodes. AODV can 

handle low, midrate and relatively high mobility rate, as 

well as variety of data traffic. There are three type of 

message in AODV protocol Route request, Route Reply, 

Route Error. The security feature for malicious activity and 

authentication has not been incorporated with AODV but as 

it found best suited for routing in VANET, it was decided to 

enable security in AODV by adding security features. As 

VANET is kind of ad-hoc network so misbehaving activity 

may be possible due to dynamic nature of network. The 

malicious or misbehaving vehicle may be effectively detect 

and easily identify proposed system, malicious vehicle may 

be detect by calculating the threshold value of dropping 

packet. 

In order to make our scenario more secure we add 

secure authentication mechanism between V2V 

communications in which vehicle may wants to send the 

message which has being encrypted with public key of 

vehicle and add hash value to it, the key size is fix that we 

assume. So enhance security may achieved by proposing 

this method and authentication and confidentiality may also 

achieved. In simulation environment, uniform vehicle speed 

75 km/h which leads uniform distance between vehicle and 

distance is 5m.  

To be precise avoiding accident between vehicles, 

isolating malicious vehicle and provide secure 

communication between the V2V that is three major 

contribution of proposed system. 

The Working Principal of proposed system is given 

in following algorithm. 

Step1: Generate an accident less mobility model. 

- Schedule the traffic light at junction. 

Step 2: Network topology generation. 

Step 3: Routing performed using AODV protocol. 

Step 4: Check for malicious node 

- If (node = = malicious) 

- Call drop () 

 If (drop ()>Threshold) 

  Discard node from communication range. 

- Else  

- Call forward () 

Step 5:  Implements authentication mechanism for secure 

 V2V Communication 

- Initialised public key value   

- Encrypted message using public key 

- Calculate hash value of message 

- Communication with other vehicle 

- Receiver check hash value of message 

If (match accurse) 

 Received 

Else 

 Discard  

VI. PERFORMANCE ANALYSIS 

A. Simulation Setup 

For simulation the proposed system we are using the wide 

known simulator ns-2, SUMO and MOVE. 

Ns-2[14] is simply and event driven simulation tool 

that used to perform actual packet delivery to one node to 

another node.  Wired as well as wireless function and 

protocol can be done using NS-2. Vehicle behaviour has 

been studied in the area of 652 x 552. SUMO [16] 

(Simulation for Urban Mobility) is highly portable open 

source simulation is used for the creation of realistic road 

model and traffic for the simulation. We design actual road 

model for the city scenario that is managed traffic at the 

junction by scheduling the traffic light.GUI of that particular 

road model is given in figure-4. MOVE (Mobility generator 

for vehicular network) is tool for rapid generation realistic 

model of road for the VANET simulation. By providing a 

set of Graphical User Interface that automate the simulation 

script generation, It can be run in every operation system, 

with the requirement that a JVM (Java Virtual Machine) has 

been already installed. The output of MOVE is the mobility 

trace file which is later used in input as trace file in 

simulation like ns-2.  

 

Fig. 4: SUMO GUI Visualization 

The simulation parameter has been denoted in given below 

table. 

Parameter Value 

Channel Type Channel/WirelessChannel 

Network Interface Type PhyWirelessPhy 

Antenna Model Omni Antenna 

Routing Protocol AODV 

No of Vehicle in Topology 10,20,30,40,50 

X and Y Dimension of 

Topology 
652 * 552 

Time of Simulation end 1000 

Traffic Type UDP 

MAC Type IEEE802.11 

Radio Propagation Model 
Propagation/Two Ray 

Ground 

Table. 1: Simulation parameters 

In the system, it was assumed that initially the entire vehicle 

including RSU in reliable, but after initializing processor it 

may be possible that vehicle misbehaving. The performance 

evolution conducts by varying number of different vehicle 

in vicinity area by packet delivery ratio, routing overhead,  

throughout.  
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B. Simulation Results 

For evaluating the proposed protocol, it was assumed that 

the vehicles and RSUs are initially trusted. Once a malicious 

vehicle is detected by the protocol, packets sent to it will 

automatically be dropped and stops further communications 

to that vehicle and it is isolated from the communicating 

environment. The performance of the vehicles in the 

network is demonstrated using the metrics Packet delivery 

ratio, Throughput and Routing Overhead. 

1) Packet Delivery Ratio: 

It is ratio of data packets received as destination to generate 

by source. 

PDR= (Total Packets Received / Total Packets Sent) * 100. 

Figure 5 shows the performance of the protocol on the basis 

of PDR for various Numbers of vehicles with malicious 

node and authentication mechanism.  

 

Fig. 5: No. of Vehicles Vs PDR 

2) Throughput: 

It is the amount of data that is delivered from one node to 

another via a communication link per time unit. The 

throughput is measured in Packets per unit Time Interval 

Length or bits per Time Interval Length. More is the 

throughput of sending and receiving packets better is the 

performance. 

 

Fig. 6: No of Vehicle Vs Throughput 

3) Routing Overload: 

Figure 7 shows the performance of the protocol on the basis 

of routing overhead by varying the number node. As the 

number of node increasing than number of packet also 

increasing but at presence of malicious node it may 

decreased this can be improved by secure authentication and 

that is noticeable by given figure 

 

 
Fig. 7: No of vehicle Vs Overhead 

 

VII. CONCLUSION AND FUTURE WORK. 

In this paper we presents Vanet architecture for city traffic 

scenario and treats that exist in vanet environment. The 

scenario may accident free at junction by scheduling the 

traffic light. As vanet is so much venerable to malicious 

activity so effectively isolation of that malicious vehicle 

may crustal task in environment. We isolate malicious 

vehicle effectively and for enhancing security we proposed 

corporative message authentication between V2V comm.-

unications. Implementing this scenario we measure 

performance Marxists like PDR (Packet delivery ratio), 

Throughput and Overhead show that by implementing 

authentication  Overhead can reducing and throughput 

increased. In future we will implement several new attacks 

like DOS and try to prevent effectively so more security is 

ensured. 
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