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Abstract— Phishing is a technique for acquiring your 

personal information; e.g. credit card or bank account 

numbers and passwords, and subsequently committing fraud 

in your name. E-mail has become an invaluable 

communication tool, both for business and personal use. 

Finally we can say that, Phishing email is a fraud method in 

which the perpetrator sends out legitimate-looking email in 

an attempt to gather personal and financial information from 

recipients. In other words, Phishing email will direct the 

user to visit a website where they are asked to update 

personal information, such as a password, credit card, social 

security, or bank account numbers, that the legitimate 

organization already has. The website, however, is bogus 

and set up only to steal the information the user enters on 

the page. In This paper we focused on hybrid feature 

selection approach that based on the combination of content-

based and behavior–based. When hybrid features selections 

are used in Email phishing, which is able to achieve 97% 

accuracy rate. 
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I. INTRODUCTION 

Phishing is the criminally fraudulent process. That attempt 

to acquire sensitive information that means usernames, 

passwords and credit card details by playact as a legal 

trusted by customers in an electronic communication. 

Communications purporting to be from banks, online 

organizations, internet services providers, online retailers, 

and insurance agencies and so on. Popular social web sites 

such as YouTube, Facebook, MySpace, and Windows Live 

Messenger, auction sites (eBay), online banks (Wells Fargo, 

Bank of America, and Chase), online payment processors 

(PayPal), or IT Administrators (Yahoo, ISPs, corporate) are 

commonly used to lure the users. Phishing Email is big 

problems for internet. Most of the phishers carried out a 

three step. First as the, phishers crop the email address of 

their appreciable victims from social engineering attacks, 

WebPages and forums. Second as the when first step is 

completed then large volumes of phishing emails 

impersonating legal banking domains are sent out using 

anonymous SMTP (Simple mail transfer protocol) servers or 

compromise machine. These emails contain hyperlinks to 

lure the recipients into a masqueraded website with 

appearance similar to the legitimate domain. And third and 

last step is fake website contains input forms requesting 

personal critical information such as credit card , social 

security numbers and so on. Hybrid feature selection is one 

of the best methods to detecting phishing emails. Hybrid 

feature selection approach is based on the combination of 

content-based and behavior–based. We discuss behavior-

based features in phishing emails which cannot be disguised 

by an attacker. We analyzed email header which is usually 

neglected by others. We considered examining the email’s 

header specifically the message-ID tag and sender email in 

order to mine the attacker’s behavior. This study applies the 

proposed hybrid feature selection to 6923 datasets which 

come from Nazario [14] phishing email collection ranging 

from 2004 to 2007 and SpamAssassin [21] as ham emails. 

When hybrid features selections are used in Email phishing, 

which is able to achieve 97% accuracy rate. 

II. RELATED WORK 

Phishing detection classified into two techniques first as the 

server based techniques and second as the client based 

techniques. Server based techniques are implemented by 

service providers such as, financial institutions, e-commerce 

stores or ISP. While client-based techniques are 

implemented on users end point through browser plug-ins or 

e-mail analysis. Several anti-phishing techniques have been 

proposed in recent years to detect and prevent the increasing 

number of phishing attacks. In general, phishing detection 

can be classified into server based techniques and client 

based techniques. Server based techniques typically are 

implemented by service providers such as ISP, e-comrnerce 

stores or other financial institutions. On the other hand, 

client-based techniques are implemented on users' end point 

through browser plug-ins or e-mail analysis. Many feature 

selection approach that recently introduced to assist phishing 

detection mechanism. Most of previous researches [6], [11], 

[16] were focusing on email content in order to classify the 

emails as either abnormal or normal. Previous attempt by 

[11] presents an approach based on natural structural 

characteristics in emails. The features included number of 

words in the email, the vocabulary, the structure of the 

subject line, and the presence of 18 keywords. They tested 

on 400 data which then divided into five sets with different 

type of feature selection. Their result shows the best when 

more features used to classify phishing email using Support 

Vector Machine classifier. However, the significance of the 

results is difficult to assess because of the small size of the 

email collection. Behavior-based phishing detection 

approaches has been proposed by [8], [5], [14]. Zhang et. al. 

[8] detects abnormal mass mailing host in network layer by 

mining the traffic in session layer. Toolan et. al. [5] 

investigated 40 features and proposed behavioral features: 

the number of words in send field, the total number of 

characters in the sender field, differences between the 

sender’s domain and the reply-to domain and the differences 

between the sender’s domains from the email’s modal 

domain. Ahmed Syed at. al. [14] proposed behavioral 

blacklisting using 4 features which is log-based on live data. 

Generally, Email messages divided into two parts that are 

the header and body parts. The header contains information 

about who the message was sent from, the recipients date 

and the route which contains optional fields such as 

received, reply-to, subject and message-ID. This is then 
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followed by the body of the message. In our analysis, we 

considered the “message-ID” and the “from tag” in email 

header. We experimented with five features belong to email 

structure and additional two features which are extracted 

based on sender behavior. The features are Domain email 

sender (DES), Subject blacklist words (SBW), URL IP, 

(URLIP), URL dots (URLD), URL symbol (URLS). 

III. PHISHING EMAIL FEATURE SELECTION 

In this section, we describe System model, Hybrid feature 

selection, Feature Defines in Email, and Mining Sender 

Behavior. In its, email filtering approaches can be divided 

into two parts. Origin-based filtering and content based 

filtering. Origin-based filtering is based on the black 

verification list and white verification list. That means 

Origin-based filtering that focuses on source of the e-mail 

and verifies whether this source is on a white verification 

list or black verification list. Content based filters that based 

on the subject and body of the email. That means content 

based filters focus on the subject and body of the email. 

Phishing emails detected by filtering that based on structural 

feature, text feature or linguistic feature. Structural features 

focus on identifying the presence of obvious sign present in 

the email body, which implicate it to be fake. While the 

textual features and linguistic features identify phishing e-

mails that based on the word composition and grammatical 

construction. 

A. System model 

Email message consists of following three components, first 

as the message envelope, second as the message header, and 

third and last as the message body. Message header contains 

control information, including, one or more recipient 

addresses and sender's email address. There are other 

descriptive information is also added, such as a subject 

header field, a message submission date/time stamp, 

message-id, and other information about the email. When an 

email is sent, the message is routed from sender's server to 

the recipient's email server through MTA (Mail Transport 

Agent). MT A handles message transportation and acts as 

sorting area and mail carrier. This is where every email 

messages is stamped with email header information 

including message-id. This part of email header is not 

visible to most users but it is a useful indicator in 

determining phishing email. After that, MTAs 

communicates with one another using the SMTP protocol. 

The recipient's MTA then delivers the email to the MDA 

(Mail Delivery Agent) that acts as an incoming mail server. 

MDA is a mailbox where it stores the email as it waits for 

the user to accept it. User then retrieve email using a 

software program called an MUA (Mail User Agent) such as 

Mozilla Thunderbird, Microsoft Outlook or Eudora Mail. 

B. Hybrid feature selection 

The Hybrid feature selection algorithm aims to determine 

feature matrix for predicting an email message is a phishing 

message or not. In Hybrid feature selection, we describe the 

proposed hybrid feature selection (HFS) algorithm. In this 

algorithm, we use domain email sender (DES), subject 

blacklist word (SBW), URL dots (URLD), URL symbol 

(URLS), URL IP (URLIP), Unique sender (US), Unique 

domain (UD) and DMID valid (DMID) feature values. We 

then developed a methodology to extract seven features 

from each email [7]. First, the email messages is partitioned 

into four components containing ES, SE, MID and URL. 

The inputs to HFS algorithm are DES, SBW, URLD, URLS, 

URLIP, US, UD and DMID as shown in Algorithm of HSF. 

In step 1, reading count for each email is done. For step 2 to 

5, each incoming emails will run functions to verify sender 

domain, identify email's subject blacklist word, URL feature 

matching and identify sender behavior to extract features 

and finally construct the feature matrix.  

Algorithm HSF  

(1) FOR (each incoming EMAIL) DO  

(2) FOR (i=1 to K) Do  

(3) Verify sender domain;  

(4) Identify blacklist word;  

(5) Perform URL feature matching;  

(6) Identify sender behavior;  

(7) Identify Message-id validity;  

(8) Constructing feature matrix;  

(9) ENDFOR  

(10) FNDFOR  

END HSF. 

In hybrid feature selection system, we used Bayes 

Net algorithm as our classifier as it is a powerful knowledge 

representation and reasoning mechanism. Moreover, it is the 

simplest and most widely used classification method 

because of its manipulating capabilities of tokens and 

associated probabilities according to the user's classification 

decisions and empirical performance. We used open source 

software: Mbox2xml as a disassembly tool. A python 

module mbox2xml exported the information from mbox 

format to xrnl (Extensible markup language) format. We 

modified some scheme in order to extract all features and 

store in the database. The next step in the process is to 

generate components of a feature vector by analyzing the 

database. 

C. Feature Defines in Email 

Email messages contain two basic parts first is the header 

and second as the body parts. The header contains 

information about who the message was sent from, 

recipients date and the route which contains optional fields 

such as received, reply-to, subject and message-ID. Five 

features belong to email structure and additional two 

features that are extracted based on sender behavior. 

Features in Email that is following: 

1) Domain sender: 

It is binary feature that represents the similarity of domain 

name extracted from email sender with domain message-ID. 

We think the email is normal if it is similar and set the value 

0. If it is not similar, we set the value 1 to indicate the email 

is abnormal. This feature has been proposed by [5]. 

2) Subject blacklist words: 

It is binary feature that represents the appearance of blacklist 

words in the subject of an email which included in bags of 

words in [11]. If the email subject contains the blacklist 

word, the email is abnormal and set the value 1. This feature 

has been used in [8]. 

3) URL IP: 

It is shows the number of links that are using IP address. 
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4) URL dots: 

Its represent a number of links in email that contains dots 

more than 5. This feature has been used in [11] but they 

calculate maximum number of dots in every link. 

5) URL symbol: 

Its represent the occurrence of links in emails that present 

symbol. This has been used in [18 0] but we incorporate 

other symbol such as “%” and “&”to detect obfuscation 

URL.  

Two behavior features, first as the unique sender 

and second as the unique domain. 

Unique sender (US): It is a binary data that 

represent sender behavior whether the sender sends emails 

from more than a one domain. If it is more than 1, we think 

the sender is phisher and set value is 1 or else the value is 0 

to indicate that the sender is not phisher. (2) Unique domain 

(UD): This binary data denotes if the domain names is used 

by more than one sender domain email. If it is more than 1, 

we think the email is abnormal or else the email is normal 

and set the value to 0. 

D. Mining Sender Behavior 

In mining sender behavior, data mining for sender behavior 

is analyzed from email header. The dataset we selected from 

the email header has a structure as shown in Table I. Then 

all the features are defined, we extracted all 7 possible 

features from each email. The values of all features are in 

various types. Sender domain, subject blacklist word, unique 

sender and unique domain are in binary. All URL based 

features are in numerical however in vastly different ranges.  

For example, the URL dots could number of links under 

five. In order to treat all the original features as equally 

important, the value of each feature needs to be normalized 

before the classification process. Features with numerical 

values are normalized using the quotient of the actual value 

over the maximum value of that feature so that numerical 

values are limited to the range [0, 1]. 

IV. CONCLUSION AND FUTURE DIRECTION 

In this paper, we propose behavior-based features to detect 

phishing emails by observing sender nature. We fetch the all 

features using Mbox2xml as a disassembly tool. Then we 

sender behavior identify whether the email came from 

legitimate sender or not. We take into account behavior of 

sender who tends to send email from more than a single 

domain and a domain that handle different kind of email 

sender domain. Other than that, the attacker also used to 

forge the message-id field information to cover their tracks. 

Future works, we would like to investigate further on 

message-id field to understand the attacker strategies to 

cover their tracks. 
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