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Abstract— Recent day, widely used of sharing information 

through internet. Therefore some issue occur for data .like, 

privacy, security .Data inform of image, video, text or 

speech. These issues are resolve by watermarking 

techniques. Previously steganography used for secret 

communication. But today watermarking is used for content 

protection, copyright and authentication of content. In this 

paper we present a detailed survey of exiting and newly 

proposed digital watermarking techniques in spatial domain 

using spread spectrum .here we limit the survey to image 

only. 
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I. INTRODUCTION 

Watermarking is a field of information hiding in original 

content. Like, watermark hiding in to the photography, 

digital music, or digital video. The digital information share 

over the internet has created copyright issues. Copyrighted 

data easily exchanged over peer to peer network and this has 

caused major concern to those who provide the original 

content of information. In order to protect the interest of the 

content provider, this digital content can be watermarked. In 

this paper we provide a survey of the latest digital image 

spatial domain techniques using spread spectrum. A spatial 

domain spread spectrum watermarking techniques which 

effectively eliminates security problem while increasing 

robustness and enhancing perceptual quality of 

watermarked image. [1] This technique can be applied 

to digital video as well. However, in this paper we limit our 

self for image only. The paper is organized in the following 

sections. In the section II we explain about digital 

watermarking in spatial domain. In section III we describe 
the main requirements of image watermarking and spread 

spectrum. In section IV we discuss about application of 

watermarking. In section V we provide a detailed survey of 

image watermarking in spatial domain. The result shown 

section VI...We conclude in section VII. 

II. DIGITAL WATERMARKING IN SPATIAL DOMAIN 

In the world of watermarking image can be represented in 

spatial domain and transform domain or frequency domain. 

In spatial domain image represent by pixel while in 

transform domain image represent by frequency. Spatial 

watermarking methods embed watermark directly in pixels 

of host image by interchanging the lower order bits of the 

pixels with that of the watermark or adding some fixed 

intensity value representing a visual watermark to the pixel 

values of the image. 

This type of watermarking doesn't cause change in 

the quality of the image, it assures a high invisibility, 

however shows low robustness against several attacks. The 

simplest form of spatial methods is "Least significant Bit" or 

LSB. It involves adding the signature on least significant 

bits of some pixels of the original image. Bender improved 

this method and proposed "patchwork" method. Using 

image blocks for spatial domain watermarking proposed in. 

Spatial method used in the implemented system also 

proposed in. All above techniques assures a high quality of 

marked image. 

Early watermarking schemes were introduced in 

the spatial domain, where watermark is added by modifying 

pixel values of host image. Least Significant Bit insertion is 

example of spatial domain watermarking. But such 

algorithms have low information hiding capacity, they can 
be easily discovered and quality of watermarked image and 

extracted watermark is not satisfactory as pixel intensities 

are directly changed in these algorithms. So we used spread 

spectrum techniques for improve the quality of image as 

well as secure communication. In radio communication, 

spread spectrum techniques are method which a signal like 

electrical, electromagnetic or acoustic signal generated with 

a particular bandwidth is carefully spread in the frequency 

domain, resulting in a signal with a wider bandwidth. 

These techniques used for establishment of secure 

communication, increasing resistance to natural interference, 

noise and jamming to prevent detection and to limit power 

flux density. Transmission techniques in which a pseudo 

noise code, independent of the information data is employed 

as a modulation waveform to “spread” the signal energy 

over a bandwidth much greater than the signal information 

bandwidth. At the receiver the signal is retrieve using a 

synchronized replica of the pseudo noise code. Spread 

spectrum techniques that employ direct sequence, frequency 

hopping or hybrid of these. 

Simple watermark techniques are shown in the 

figure 1. The dotted lines represent the optional components, 

which may or may not be required according to the 

application. First of all, a watermark W
o 

is generated by the 

watermark generator possibly with a secret watermark 

generation key K
g
. The watermark W

o 
can be a logo, or be a 

pseudo-random signal. 
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Fig. 1: Watermark Technique 

Instead of directly embedding it into the host 

signal, the watermark W
o 

can be pre-coded to optimize the 

embedding process, i.e. to increase robustness against 

possible signal processing operations or imperceptibility of 

the watermark. This is done by an information coder which 

may require the original signal S
o
.  

The outcome of the information coding component 

is denoted by symbol W that, together with the original 

signal S
o 

and possibly a secret key K, are taken as input of 

the embedder. The secret key K is intended to differentiate 

between authorized users and unauthorized users at the 

detector in the absence of K
g
. The embedder takes in W, S

o 

and K, so as to hide W within S
o 
in a most imperceptible way 

with the help of K, and produce the watermarked signal S
w
. 

Afterwards, S
w 

enters into the communication channel where 

a series of unknown signal processing operations and attacks 

may take place. The outcome of the communication channel 

is denoted by the symbol S´
w
.  

At the receiving end, the detector works in an 

inversely similar way as the embedder, and it may require 

the secret key K
g
, K, and the original signal S

o
. Then the 

detector reads S´w and decides if the received signal has the 

legal watermark. 

III. REQUIREMENTS OF IMAGE WATERMARKING AND 

SPREAD SPECTRUM 

A. Watermark application 

1) Ownership and copyrights 

It is essential to communicate our copyright ownership and 

usage rights no matter we are global media corporations or 

freelance photographers. Digital content is travelling faster 

and further than ever before since the combination of access 

and new tools. Digital has become a primary means of 

expression and communication. We can embed watermarks 

which contain imperceptible digital data that can include 

ownership information, contact details, usage rights and 

anything we choose. For people who are looking for an 

efficient way to monitor, manage and monetize their digital 

assets, digital watermarking is an effective way and is 

widely used today. Digital watermarking can ensure our 

ownership and contact information are attached to our 

content, and can add automated licensing to increase 

revenues, automated remind us when there is an 

unauthorized use. 

2) Document and image security 

Nowadays is a corporate world, documents and images 

travel more rapidly and widely through Internet. We can 

only know a little about who is accessing our documents and 

images and where our documents and images are being 

accessed. We can use digital watermarking to embed a 

unique digital ID into documents and images, which can 

easily be detected by devices but undetectable to humans. 

For example, a unique digital watermark can be embedded 

into each copy of a document once they are being created or 

distributed. Using digital watermarking, it is easy to trace 

back to the source when any information is leaked. Besides, 

companies can use software to add or detect digital 

watermarks, and even can use the devices with watermark 

detector. For instance, we can prevent someone from 

attempting to copy our security documents with watermarks 

by using a printer with watermark detector. 

3) Protection for audio and video content 

In global entertainment industry, piracy of music, film and 

video is a multi-billion dollar big problem. Digital 

watermarking can help limit the unauthorized copy and 

redistribute, it can provide an added layer of security to the 

content protection. Digital watermarking can communicate 

copyright ownership and rights of usage, protect content 

against common threats of piracy like camcorder recording, 

Peer to Peer sharing, copying, format conversion and other 

forms of re-processing. We can enjoy our entertainment 

experience without any difference even if the content has 

embedded watermarks. 

4) Locating content online 

Since we rely more and more on the Internet for information 

sharing, customer engagement, research and 

communication, we have to upload more and more content 

to the web. For instance, if you are a photographer or artist, 

you have a vast content you¡¯d like to share on the web. The 

problem is you will risk losing control of your valuable 

assets once you post your content online. And if you are a 

network seller, you want showcase your products and 

engage more buyer, but you don¡¯t who will use the 

information of you and your products. Using digital 

watermarking can help we get fair compensation for our 

content usage, make sure that the right content is used on the 

right sites at the right time, gather information by where and 

what are accessed, give us a warning when unauthorized 

usage is detected. 

5) Rich media enhancement for mobile phones 

To most of us, mobile phones are no longer merely for 

talking or texting. We use mobile phones more and more to 

find assistance, information and entertainment. Thousands 

of media companies want to popularize their products like 

newspapers and magazines. Since watermark can be 

embedded into all forms of media easily, it is a good way for 

companies to engage consumers by enriching their media 

experiences on their mobile phones with protected media 

content. Digital watermarking can help companies engage 

and retain more consumers, create brand preference and 

loyalty, bring traditional printed like newspaper and 

magazines to the Internet. 

IV. WATERMARK EMBEDDING AND EXTRACTION 

A. LSB 

Any watermarking algorithm has two parts: 

(1) Embedding algorithm and  

(2) Extraction algorithm. 
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B. Watermark Embedding 

 

Fig. 2: watermark in image with LSB method 

Step 1: Read gray scale Cover Image and 

Watermark.  

Step 2: Consider binary of pixel values of Cover 

Image and make its n Least Significant Bits 0 e.g. for n=4, 

Binary of 143=>10001111 and Making 4 LSB 0 

=>10000000=>128 is decimal equivalent.  

Step 3: Consider binary of pixel values of 

Watermark and right shift by k bits where k=8-n. For n=4, k 

will be 4. Binary of 36=>100100 and after right shift by 

4:000010=>2 is decimal equivalent  

Step 4: Add result of step 1 and step 2 to give 

watermarked image. E.g. Add 128+2=>130. This gives pixel 

value of watermarked image=>10000010. Here, pixel values 

or cover image get changed. Hence Quality of watermarked 

image is degraded. 

V. WATERMARK EXTRACTION 

Take pixels of watermarked Image and left shift by k bits 

where k=8-n. e.g. Left shift     by 4=>00100000 =>32. This 

gives pixels of Extracted Watermark. The sample value of 

Pixel of Cover image, Watermark, Watermarked Image and 

Extracted Watermark are shown in figure.LSB based 

watermarking in spatial domain is the straightforward 

method, but once algorithm is discovered, watermark will be 

no more secured. An improvement on LSB substitution is to 

use pseudo random generator to determine pixels to be used 

for embedding. 

VI.  BINARY IMAGE WATERMARK 

A. Watermark Embedding 

The Spread spectrum (SS) watermarking using binary 

watermark in spatial domain is discussed in details in the 

following section. Different steps for watermark embedding 

are described as follows: 

Step1: Image Partitioning 

The cover image is taken as F, where F = {Fij, 1 i 

Flength, 1 j Fwidth}, while Fij ∈ {0, 1, 255}, Flength is the 

image length and Fwidth the width of image. Now we 

partition the cover image into (m x m) blocks which is non-

overlapping, where m = 4, 8, 16, 32 etc. Suppose we call 

them as Hij, where ‘i’ is the number of rows and 

‘j’ is the number of columns. 

Step 2: Formation of message vector 

The message image is taken as W, where W = 

{Wij, 1 I Wlength, 1 j  Wwidth}, while Wij ∈ {0, 1}, 

Wlength is the image length and Wwidth the width of 

image. We partition the watermark image into (L x L) none 

overlapping blocks, where L = 2, 4, 8, 16 etc. We call them 

as Qij. 

Step 3: Formation of compare bit 

The MSB plane of 2-D pixel values of Hij is 

converted to 1- D strings. This forms the string1. Another 

binary string, string2 is formed using the bit values of the 

binary watermark image. An extended binary string is made 

by incorporating redundancy (repeating each bit 16 times). 

Now, the set of the strings formed from the cover 

image and the watermark image are compared with one 

another. If there occurs more than 50% positional match of 

the bits in the above form matrix, a bit ‘1’ is assigned for the 

string otherwise bit ‘0’. Bit ‘1’ indicates in-phase condition 

of two strings while out of phase condition is denoted by bit 

‘0’. 

We derive the vector SLxL from the PN (Pseudo 

Noise) sequence generated from the polynomial defined for 

a particular image length over which the message would be 

embedded. S = {s1, s2, s3, sLxL},   si ∈ {0, 1}. The vector 

Z is created by zi = 2sj – 1, where zi ∈ {1,-1}. If there are 

equal numbers of zeroes and ones are present is S then the 

vector Z will be a vector with zero mean. We have to 

Generate 4 PN (Pseudo Noise) codes of length (n x 

n), where n = 4, 8, 16 etc. 

Step 5: Watermark Embedding 

We now embedded the cover image with the 

watermark image using the Spread Spectrum (SS) 

watermarking scheme. The rule is given as: 

Fe = F + KS if bj = ‘0’ 

Fe = F - KS if bj = ‘1’ 

Where 

Fe = Embedded image in spatial domain. 

F = Cover image. 

K = Modulation Index. 

S = PN code. 

The value of the modulation index is calculated 

through experimental result evaluation. 

B. Watermark Image Extraction & Message Decoding 

The watermark recovery process requires the sets of PN 

matrices (S) that were used for data embedding. Different 

steps for watermark decoding are described as follows: 

Step 1: Image partitioning 

The received image R may be tampered with noise 

for which the brightness of the image can vary. The received 

image R is partitioned into 8x8 non overlapping blocks, 

suppose R* ij where, i is number of rows and j is number of 

column. 

Step 2: Correlation calculation 

Correlation values between the watermarked image 

matrix and each code pattern of the set (S) are calculated. 

We have a total of (Mm.Nm) (equal to the number of 

watermark bits) correlation values (ri) where i=1, 2… 
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Mm.Nm. The decision rule for the decoded watermark bit is 

as follows: 

(1) For ri _ 0, the extracted bit is 0 

(2) For ri < 0, the extracted bit is 1. 

Step 3: Substring decoding 

MSB plane of the individual blocks of 

watermarked image or its distorted version is picked up and 

a set of 1D string Pi= {P1, P2, P3, P4} is generated from the 

8x8 block. Bi-phase demodulation scheme is used in this 

stage. Based on the value of the extracted bit in the decoded 

watermark, the string either remains unchanged (if detected 

bit is ’1’) or complemented (if detected bit is ’0’). 

Each string obtained in the above process is used to 

get back the binary watermark (bit redundancy). Binary 

detection is then applied for each substring based on the 

majority decision rule i.e. if more than 50% symbols are ’1’ 

in a sub substring, decision for decoding is ’1’, otherwise 

’0’. The embedded binary digits obtained from the 

substrings are then converted to the pixel (each pixel of 

watermark image is represented by single bit) and binary 

watermark image is extracted. 

VII. COMPARE BETWEEN DIFFERENT WATERMARKING 

TECHNIQUES 

 

Logical 

Utilization 

Used Available Utilization 

Number of slice 11536 10752 107 

Number of slice flip-flop 296 21504 1% 

Number of 4 input LUT 21692 21504 100% 

Number of bounded IOB 649 448 144% 

Table. 1: synthesis result from Xilinx ISE 8.1 

In the digital design spatial domain watermarking 

techniques hard ware results shown in table 2. 

The synthesis result minimum clock period is 4.555 

ns (maximum frequency 219.542 MHz) .Maximum output 

required time after clock is 102.195ns.Maximum 

combinational path delay 103.34ns. 

In the binary spatial domain watermarking result as 

table 2: 

 

Logical 

Utilization 

Used Available Utilization 

Number of slice 632 13696 4% 

Number of slice flip-flop 533 27392 1% 

Number of 4 input LUT 1149 27392 4% 

Number of bounded IOB 55 416 13% 

Number of GCLKs 1 16 6% 

Table. 2: synthesis result from Xilinx ISE 8.1 

After simulation in Xilinx ISE 8.1 the estimate 

power for binary spatial domain architecture is around 

650mW and the frequency of operation of the system is 

82.26 MHz  

 

Fig. 3: (a) show the cover image of size (256 x 256); (b) the 

binary watermark image of size (64 x 64); (c) the embedded 

or watermarked image; (d) the recovered watermark image. 

VIII. CONCLUSION 

In this paper we surveyed the current literature on spatial 

domain digital watermarking with spread spectrum .The 

binary techniques required low computation cost and easily 

implemented in hardware. In LSB techniques watermark is 

without noticeable distortion on it.  The watermark 

techniques with spread spectrum are used for highly secure 

data transmission. The survey limit up to spatial domain 

watermarking spread spectrum. 
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