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Abstract---Today Corporations and individuals have demand 

of high-speed networks to support their everyday activities. 

For that LTE-Long Team Evolution is one of most popular 

3GPP 4G standard cellular network made.  The major issue 

to design any encryption and decryption algorithm is to 

improve the security level. Encryption and authentication 

procedures should protect networks from most attacks.  LTE   

use 128-EEA1 (based on SNOW 3G) and 128-EEA2 (based 

on AES) encryption algorithm. But there is a trade-off 

between speed  and security algorithms. So for security  

need algorithms which  balance security with the speed of 

Data acquisition. Research In this paper we  explain current 

EPS security mechanism as EEA2 with AES algorithm with 

counter mode. To improve complexity we do one time more 

Encryption  so we make data more secure during 

transmission and protected again Attacks possibility. The 

entire EPS security mechanism will be implemented in 

MATLAB. In this paper we focused on encryption 

algorithms used for confidentiality protected transmission in 

LTE security and its MATLAB implementation for easy 

understanding. 
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I. INTRODUCTION SECURITY ASPECTS 

 Security  Aspects: A.

Many aspects of security for a communication system 

including physical security aspects and information security 

aspects. Security in mobile and wireless networks covers 

various issues, from authentication of a user accessing a 

certain network, to data encryption and data integrity. Thus 

three major aspects are considered in securing wireless 

networks: 

 Access control (Authentication) 

 Confidentiality 

 Anonymity 

In 2004, 3GPP started work on Long Term 

Evolution (LTE). The main aim of this work to increase 

capacity and throughput, and to decrease latency. Work on 

EPS security began in 2005 It was based on the strong 

security from UMTS Global demand for wireless networks 

increased substantially as users desire to access Internet 

services from any location. Corporations and individuals 

demand high-speed networks to support their everyday 

activities. For that LTE-Long Team Evolution is one of 

most popular 4G cellular network made. Encryption and 

authentication procedures should protect networks from 

most attacks. 4G networks represent an open environment 

where different wireless technologies and service 

providersshare an IP-based core network to provide 

uninterrupted services to their subscribers with almost the 

same quality of service 4G wireless networks will operate 

entirely on the TCP/IP architectural suite, thus becoming 

totally IP based. This decision represents an effort to work 

more with interoperability across heterogeneous network 

environments, both wired and wireless. 

  LTE Security Architecture: B.

In LTE network architecture, UE, eNB and MME are the 

main components taking part in LTE security process 

including authentication and authorization. UE and MME 

are connected with Non Access Stratum (NAS) security 

protocol and NAS message communication between UE and 

MME are integrity protected and ciphered with extra NAS 

security header. UE and eNB are connected through Access 

Stratum (AS) protocol. AS security is carried out for Radio 

Resource Control (RRC) and user plane data and belongs to 

the scope of UE and eNB. Packet Data Control Plane 

(PDCP) layer in UE and eNB side is responsible for the 

ciphering and integrity protection. RRC messages are 

integrity protected and ciphered but U-Plane data is only 

ciphered. 

 LTE Encryption Algorithms: C.

EPS security mechanism uses two ciphering algorithms: 

SNOW-3G which is a stream encryption method and 

AES(Advance Encryption Standard) which is a symmetric-

key algorithm with different block and key sizes.The EPS 

Encryption Algorithms (EEA) are algorithms work with 

internal 128-bit blocks under the control of a128-bit input 

key exceptNull ciphering algorithm. 

 EEA Algorithm Identification: D.

To each EEA algorithm is assigned a 4-bit 

identifier.Currently, the following values have been defined 

for NAS, RRC and UP ciphering:[1] 

1) 0000: EEA0 Null ciphering algorithm: 

The EEA0 algorithm is implemented in the way that it has 

the same effect as if it generates a key stream of all zeroes. 

The length of the generated key stream has to be equal to the 

LENGTH input parameter. 0001: 128-EEA1. 

The EEA1 is a stream cipher based on another stream cipher 

named SNOW 3G. EEA1 is an inheritance from UTMSto 

improve Security Algorithm for Encryption process in LTE 

Network [15] 

2) 0010: 128-EEA2: 

The EEA2 is a stream cipher based on the block cipher AES 

algorithm used in its CTR (Counter mode) mode.  

 The EEA Encryption/Decryption Mechanism: E.

The EEA encryption/Decryption mechanism is based on a 

stream cipher Input parameters of EEA are the same as for 

the UMTS encryption function f8.  
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Fig. 1: Encryption/Decryption of Signaling                         

Data[6] 

The input parameters of EEA are the same as for 

the UMTS encryption function f8. They are as follow: 

 COUNT-C: Frame dependent input used to synchronize 

the sender and the receiver; 

 BEARER : Service bearer identity; 

 DIRECTION : Direction of the transmission; 

 LENGTH : Number of bits to be encrypted /decrypted; 

 KEY: The cipher key. In the EPS (LTE-SAE), different 

cipher keys are used depending on the data to protect: 

 KUPenc: an 128-bit cipher key for User Plane 

confidentiality; 

 KRRCenc: a 128-bit cipher key for RRC signaling data 

confidentiality, provided by the PDCP layer between 

UE and eNB (in the LTE network). 

 KNASenc: a 128-bit cipher Key for NAS (Non Access 

Stratum) signaling confidentiality, provided as part of 

the NAS protocol between UE and MME 

II. ENCRYPTION ALGORITHM EEA2 OPERATION 

 EEA2 Structure: A.

EEA2 based on AES algorithm which is in counter mode 

operation.for fulfilling all security requirements for EEA 

and UEA individually. 

 

 
Fig. 2:  EEA2 Encryption Structure[1] 

 Key-Stream Generation: B.

The Key-stream is one of the inputs of EEA algorithm. For 

CTR mode stream ciphering it is required that Keystream T 

has to be 128-bit long. Therefore, Key-stream T1, T2, 

T3…Ti… is constructed as follows 

 
Fig. 3:  First 128-bits Key-stream T1[6] 

The  64 MSB bits of T1 consists  T1= Count [0] ... 

Count [31] ||Bearer [32] … Bearer [36] || Direction [37] || 

026 (26 Zero Bits). and The 64 LSB bits of T1 are all 0  for 

Padding as shown in the figure. So make key stream of  128-

bits.CTR mode  produces a stream cipher from a block 

cipher primitive, using a counter as the input message to the 

block cipher and then taking the resulting output as the 

stream cipher sequence. The counter should be a nonce to 

achieve security . The scheme is rendered insecure if the 

counter is repeated. 

III. MATLAB IMPLEMENTATION  RESULT OF EEA2 

ALGORITHM 

 EEA2 Encryption/Decryption Operation: A.

AES does process 128-bit input at a time and that should be 

the standard according to National Institute of Standard and 

Technology (NIST). Hence, the plain text has to be 

separated in 128-bits block by encryptor to encrypt payload 

with AES-CTR. The final block can be less than 128-bits. 

Encryption process occurs as shown in Encryption Process 

[6] as bellow. 

PT = PT [1] PT[2] … PT[n] 

T: = COUNT || BEARER || DIRECTION || 026 || T0 

WhereT0 = 64  LSB bits zeroes and incremented by counter. 

FOR i := 1 to n-1 

T0 := T0 + 1 

END 

CT[n]:= PT[n] XOR TRUNC (AES (T)) 

Where AES() function performs AES encryption 

under the control of the confidentiality key.T as counter 

block which is as one input for AES.output of AES as key 

for EEA2 operation. 

TRUNC() function returning the most significant bits of  the 

last output of the AES encrypt operation to the same length 

as the final plaintext block.The decryption operation is 

similar to the encryption and it is important to note that the 

AES-CTR uses the only AES encrypt operation. 

 Matlab result For EEA2: B.

 Input perameters: 

Key stream_hex   =  ‘39' 8a '59' 'b4' '15' '00'  '00' '00' 

'00' '00' '00' '00' '00' '00''00’'00’ 

Key_hex  =                '0a' '8b' '6b' 'd8' 'd9' 'b0' '8b' '08' 

 'd6'‘4e' '32' 'd1' '81' '77' '77'  'fb’ 

Plaintext input=       I am Anjali. 

Cipher text =          ÞD–p£aw¾”vŒ. 
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Fig. 4: 

IV. EEA PROPOSED ALGORITHM OPERATION 

 Proposed Encryption Algorithm Based On     One Time A.

Pad Method: 

It is prove that a stream cipher encryption scheme is 

unbreakable if the following preconditions are met: 

 The key must be as long as the plain text. 

 The key must be truly random. 

 The key must only be used once. 

For One Time Pad encryption, the key used for 

encoding the message is completely random and is as long 

as the message itself.For this in EEA operation new Key is 

derived by XOR operation of KRRCenc, KRRCint and 

KUPenc Because EPS algorithm selection is dependent on 

the contained information in each key KRRCenc, KRRCint 

and KUPenc. These keys are derived from KeNB in EPS 

and this new Cipher Key is as CK2. 

 Encryption Process 

In LTE algorithm selection depended on identifier value. 

Here we focus on EEA2 which has ‘0010’ identifier. 

  IF identifier = “0010” then 

Key-stream[i]:= PT[i] XOR AES ( ) 

 Key-stream Block[j]: = Rotate Key-stream[i] 2 

  to right 

Cipher Text[n]:= CK2 XOR Key-stream Block[j] 

 End. 

 
Fig. 5:  Proposed Algorithm mechanism[6] 

  MATLAB Results For Proposed Algorithm: B.

1. Input Parameters: 

Input 

Parameters 

Parameter value 

Counter 

Block_hex 

‘54' '4d' '49' 'cd' '20' '00' '00' ‘00' '00' '00' 

'00' '00' '00' '00' '00' ‘00’ 

Key_hex '0a' '8b' '6b' 'd8' 'd9' 'b0' '8b' '08' 'd6' '4e' 

'32' 'd1' '81' '77' '77' 'fb' 

Key 

KUPenc_hex 

'e5' '01' '23' 'c3' '87' 'e1' '3f' 'd6' '8d' '8b' 

'f0' 'd0' 'a4' '58' '16' '85' 

Key KRRCint 

_hex 

 'ca' '02' '47' '87' '0f' 'c2' '7f' 'ad' '1b' '17' 

'e1' 'a1' '48' 'b0' '2d' '8d' 

KRRCenc_hex  '94' '04' '8f' '0e' '1f' '84' 'ff' '5a' '36' '2f' 'c3' 

'42' '91' '60' '5b' '9d' 

Plain_text IMPROVE SECURITY ALGORITHM 

FOR ENCRYPTION PROCESS IN LTE 

NETWORK 

2. New CK2 Key Result: 

 
Fig. 6: 

3. Encryption Process 

 
Fig. 7: 
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4. Decryption  Process 

 
Fig. 8: 

5. Result of Proposed algorithm 

 
Fig. 9: 

V. CONCLUSION 

The XOR and bitwise operations do not take as much time 

as AES and also increase the complexity in the security 

mechanism. For Top secret information security AES Used 

with 192 or 256 bits key length which used more round of 

encryption which required more time. 

 In proposed Algorithm  the second Cipher key2 

(CK2) is the result of XOR operation of three inputs. Which 

make it one way process, not possible to get any input 

component of CK2 key generation algorithm, that make two 

time Encryption to increase the complexity in the security 

mechanism. 
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