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Abstract--- Privacy-preserving data mining is study of valid 

mining models and patterns which mask private information 

and thus preserves privacy of the data. Many privacy 

preserving data mining techniques have been studied. 

Moreover existing techniques for privacy-preserving data 

mining are designed for traditional static databases and are 

not suitable for data streams. Recently, data streams are 

emerging as a new type of data, which are different from 

traditional static data. The features of data streams are: Data 

has timing preference; data distribution changes constantly 

with time; the amount of data is enormous; data flows in and 

out with fast speed; and immediate response is required. If 

the data changes, it would be necessary to rescan the 

database, which leads to more computation time and 

inability to promptly respond to the user.  Moreover, it is 

observed that accuracy of data decreases when 

transformation on data is carried out. So there is need to 

develop system which preserves privacy along with 

accuracy. So the privacy preservation issue of data streams 

mining is very important issue. 
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I. INTRODUCTION 

In recent years, data mining as a powerful data analysis tool 

has made tremendous contributions in many areas and has 

the wide applications prospect. With the development of 

database technology and network technology, a large 

number of useful data, which contains much individual 

privacy information, has been accumulated in various fields, 

such as patient's condition information, customer 

preferences, personal background information, etc. Once the 

information leaked, it will be harmful to individual. If they 

give the actual data directly to the diggers, it will inevitably 

produce private information disclosure. As the field of data 

mining technology deepening, privacy disclosure problem 

becomes worse, causing the attention of aspects of industry 

and social. Therefore, how to do data mining under the 

conditions of privacy preserving has become a hot spot in 

data mining, privacy preserving data mining (PPDM) is 

coming.  

Securing against   unauthorized accesses has been a 

long-term goal of the database security   research 

community and the government research statistical agencies. 

Solutions to such a problem require combining several 

techniques and mechanisms.  In an environment where data 

have different sensitivity levels, this data may be classified 

at different levels, and made available only to those subjects 

with an appropriate clearance. 

Clustering is a well-known problem in statistics 

and engineering, namely, how to arrange a set of vectors 

(measurements) into a number of groups (clusters). 

Clustering is an important area of application for a variety of 

fields including data mining, statistical data analysis and 

vector quantization. The problem has been formulated in 

various ways in the machine learning, pattern recognition 

optimization and statistics literature. The fundamental 

clustering problem is that of grouping together (clustering) 

data items that are similar to each other. Given a set of data 

items, clustering algorithms group similar items together. 

Clustering has many applications, such as customer 

behavior analysis, targeted marketing, forensics, and 

bioinformatics. 

Reconstruction based approaches generate privacy 

aware database by extracting sensitive characteristics from 

the original database. These approaches generate lesser side 

effects in database than heuristic approach. Reconstruction 

based techniques perturb the original data to achieve privacy 

preserving. The perturbed data would meet the two 

conditions. First, an attacker cannot discover the real 

original data from the issuance of the distortion data. 

Second, the distorted data is still to maintain some statistical 

properties of the original data, namely some of the 

information derived from the distorted data are equivalent to 

data obtained from the original information. Perturbing the 

data for preventing privacy is very fruitful technique used by 

many researchers. It is also capable to reconstruct the 

distributions at an aggregate level in order to perform the 

mining.  

There are three types of data perturbation 

approaches: Rotation Perturbation, Projection Perturbation 

and Geometric Data Perturbation. 

II. ROTATION PERTURBATION 

In rotation perturbation approach, the data matrix is 

multiplied by a random rotation matrix before publishing in 

order to preserve data privacy. One distinct advantage of 

this approach is that it can maintain the geometric properties 

of the data matrix, so several categories of classifiers that 

are based on the geometric properties of the data can 

achieve similar accuracy on the transformed data as that on 

the original data. Suppose original dataset have d column 

and N records represented as Xd×N , the rotation perturbation 

of the dataset X will be defined as G(X)=RX
[1]

, Where Rd×d 

is a random rotation orthonormal matrix. A key feature of 

rotation transformation is preserving the Euclidean distance, 

inner product and geometric shape hyper in a multi-

dimensional space. 

Principal component analysis (PCA) is used to 

perturb the multidimensional data into lower dimensions.  

PCA assumes that all the variability in a process should be 

used in the analysis therefore it becomes difficult to 

distinguish the important variable from the less important. 

Consequently, Principle component analysis (PCA) replaces 

the original variables of a dataset with a smaller number of 

uncorrelated variables called the principle component
 [3].

 

PCA is a standard tool in modern data analysis - in 

diverse fields from neuroscience to computer graphics - 

because it is a simple, non-parametric method for extracting 

relevant information from confusing data sets. With minimal 

effort PCA provides a roadmap for how to reduce a complex 
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data set to a lower dimension to reveal the sometimes 

hidden, simplified structures that often underlie it. Principal 

Component Analysis (PCA) is used for transforming the 

multidimensional data into lower dimensions. PCA is a 

standard tool in modern data analysis .PCA assumes that all 

the variability in a process should be used in the analysis 

therefore it becomes difficult to distinguish the important 

variable from the less important PCA is most appropriate for 

normal / elliptical distributions (where linear PCA approach 

provides the best possible solution) Consequently, Principle 

Component Analysis (PCA) replaces the original variables 

of a data set with a smaller number of uncorrelated variables 

called the principle components. If the original data set of 

dimension D contains highly correlated variables, then there 

is an effective dimensionality, d < D, that explains most of 

the data. The presence of only a few components of d makes 

it easier to label each dimension with an intuitive meaning. 

Furthermore, it is more efficient to operate on fewer 

variables in subsequent analysis. 

III. RESULTS AND DISCUSSION 

Series of experiments were performed over define sliding 

window size (w) in order to evaluate the clustering 

accuracy. Our evaluation approach focused on the overall 

quality of generated clusters after dataset perturbation. 

Experiment was based on following steps 

1. Setup each dataset as stream in MOA framework. 

2. Define sliding window (w) over the data stream to 

evaluate measures and cluster membership matrix.  

3. Modified all the instances in sliding window by 

applying our proposed data perturbation method to 

protect the sensitive attribute value. 

4. K-Means clustering algorithm is used to find the 

clusters for our performance evaluation. Our selection 

was influenced by (a) K-Means is one of the best 

known clustering Algorithm and is scalable. 

(b)Number of cluster to be find from original and 

perturbed dataset was taken same as number of cluster. 

Compare how closely each cluster in the perturbed 

dataset matches its corresponding cluster in the Original 

dataset. We expressed the quality of the generated cluster 

by computing the F-measure. 

Experiments were performed to measure accuracy 

while protecting sensitive data. We here presents two 

different results, one is corresponding to clustering 

accuracy in terms of membership  matrix which was 

manually derived from clustering result and another 

represent corresponding graph  for F1_P(precision) and 

F1_R(Recall)  measures. 

Dataset 

Name 

Total 

instances 

Instances 

processed 

Attributes 

protected 

Bank 

Management 

45210 45k Age, Balance, 

Duration 

Table 1: Dataset configuration to determine accuracy  

based on Membership Matrix 

Table 1.1 shows datasets configuration to 

determine the accuracy of our proposed method. We 

configured each dataset to determine 5 and 3 clusters using 

K-Means clustering algorithm. 

Table 1.2, 1.3 shows the membership matrix 

obtained while clustering the perturbed attributes of Bank 

Management dataset respectively. Each Matrix representing 

5 and 3 clusters scenario for true dataset and perturb dataset. 

True dataset clustering gives information about no. of 

instances are actual classified in each cluster whereas 

perturb dataset clustering showing result of  correct 

assignments after attributes data perturbation and percentage 

of accuracy achieved. 

Table. .2: Resultant accuracy of 5-Cluster 

Dataset 
Attribute

s 

No. of  

Cluster 
Stream 

Data 

K-

Means 

 

 

Bank 

Mana-

gement 

 

 

Age  

 

5 2000 

84.21% 

Balance 89.37% 

Duration 86.83% 

 

Age 

3000 

81.96% 

Balance 84.64% 

Duration 81.01% 

Table 3: Resultant accuracy of 3-Cluster 

Dataset 
Attribute

s 

No. of 

Cluster 

Cluster

e 

Stream 

Data 

K-

Means 

Bank 

Mana- 

gement 

 

 

Age  

 

3 2000 

87.13 % 

Balance 92.18 % 

Duration 89.41  

% 

 Age 

3000 

85.56% 

Balance 90.22% 

Duration 87.64% 

Results are presented in terms of graphs for each 

modified attribute. Each graph contains the measure we 

obtained when original data is processed without applying 

privacy preserving method and when data is undergone 

through our proposed privacy preserving method. K-Means 

is applied in order to evaluate both cases by keeping 

number of clusters fix (K=5, K=3). Instances are processed 

in defined sliding window size. Here we represent the 

accuracy of our method by evaluating the clustering 

measure provided with MOA framework. We focused on 

two important measures F1_P and F1_R. F1_P determine 

the precision of system by considering the precision of 

individual cluster. F1_R determine the recall of system, 

which take into account the recall of each cluster. 
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Fig. 1: Accuracy on attribute Age in Bank Management with 

5-Cluster 

 

 
Fig. 2: Accuracy on attribute Balance in Bank Management 

with 5-Cluster 

 

 
Fig. 3: Accuracy on attribute Duration in Bank Management 

with 5-Cluster 
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Fig. 4: Accuracy on attribute Age in Bank Management with 

5-Cluster 

 

 

Fig. 5: Accuracy on attribute Balance in Bank Management 

with 5-Cluster 

 

 
Fig. 6: Accuracy on attribute Duration in Bank Management 

with 5-Cluster 
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Fig.7: Accuracy on attribute Age in Bank Management with 

3-Cluster 

 

 
Fig. 8: Accuracy on attribute Balance in Bank Management 

with 3-Cluster 

 

 
Fig. 9: Accuracy on attribute Duration in Bank Management 

with 3-Cluster 
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Fig. 10: Accuracy on attribute Age in Bank Management 

with 3-Cluster 

 

 
Fig. 11: Accuracy on attribute Balance in Bank Management 

with 3-Cluster 

 

 
Fig. 12: Accuracy on attribute Duration in Bank 

Management with 3-Cluster 

IV. CONCLUSION 

The proposed privacy preserving paradigm has been 

successfully implemented in java and evaluated using 

Massive Online Analysis (MOA) under Windows 7 

operating system. The arrived results were more significant 

and promising.  The proposed method can be 

used to hide valuable information while presenting it on a 

publicly accessible place like internet.  Further, the  

proposed model can be used to multi party collaborative 

clustering scenario. Some of the results of earlier works 

have shown, accuracy sometimes suffers as a result of 

security. But in the proposed method, the accuracy has been 

preserved and in some cases, the accuracy was almost equal 

to that of original data set. 
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