
IJSRD - International Journal for Scientific Research & Development| Vol. 2, Issue 03, 2014 | ISSN (online): 2321-0613 

 

 

All rights reserved by www.ijsrd.com 1289 

Intrusion Detection for Cloud using Artificial Neural Network 

Bhabhor Viral B
1 

Prof. Hitesh B Shah
2 
Prof. Bhargesh Patel

3 

1
P.G Student 

2
Associate Professor

3
 Professor 

1, 3 
Department of Information Technology

 2
Department of Electronics and Communication

 

1, 2, 3
 Gujarat Technological University, Anand, Gujarat, India 

 
Abstract--- In recent years, as a new distributed computing 

model, cloud computing has developed rapidly and become 

the focus of academia and industry. But now security issue 

of cloud computing is a main critical problem of most 

enterprise customer faced. Machine learning-based intrusion 

detection approaches have attracted increasing attention in 

the network intrusion detection research area because of 

their intrinsic capabilities in discovering novel attacks. In 

this paper we propose a new approach to detect network 

attacks, which aims to study the efficiency of the method 

based on machine learning in intrusion detection in artificial 

neural networks. The experimental results obtained by 

applying this approach to the KDD CUP'99 data set 

demonstrate that the proposed approach performs high 

performance.The experimental results shows that this model 

improves the ability of intrusion detection and can support 

for the security of current cloud computing. 
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I. INTRODUCTION 

The term cloud is analogical to “Internet”. The term cloud 

computing is based on cloud drawing used in the past to 

represent telephone networks & later to depict internet in. 

Cloud computing is internet based computing where virtual 

shared servers provide software, infrastructure, platform, 

devices and other resources and hosting to customer as a 

service on pay-as you-use basis. Fig. 1 shows the concept 

[1]. With the coming of Internet age, network security has 

become the key foundation to web applications such as 

online retail sales, online auctions, etc. Intrusion detection 

attempts to detect computer attacks by examining various 

data records observed in processes on the network.Due to 

increasing incidents of cyber-attacks, building effective 

intrusion detection systems are essential for protecting 

information systems security, and till now it remains an 

elusive goal and a big challenge.[1] 

Cloud computing suffers from various traditional 

attacks such as IP spoofing, Address Resolution Protocol 

spoofing, Routing Information Protocol attack, DNS 

poisoning, Flooding, Denial of Service(DoS), Distributed 

Denial of sevice(DDoS) Firewall can be a good option to 

prevent outside attacks but doesn’t work for insider 

attacks.So  another solution is IDS or IPS in cloud. 

Traditional IDS/IPS techniques such as signature based 

detection, anomaly detection, artificial intelligence(AI) 

based detection etc can be used for cloud. 

The ability of Soft computing techniques to deal 

with uncertain and partially true data makes then attractive 

to be applied in intrusion detection. The goal of ANNs for 

intrusion detection is able to generalize data and to be able 

to classify data as being normal or intrusive.Types of ANN 

used in IDS are as Multi-layer Feed forward(MLFF) neural 

network, Mutli-Layer Perceptron (MLP) and Back 

Propogation(BP) [2] 

 Security Issue in Cloud Computing A.

Cloud computing has emerged as a promising IT services 

provisioning paradigm, but its security issues are impending 

its widespread adoption [6]. Security threats can be 

categorized as follow: 

1) Network and host based attacks on remote Server 

Host and network intrusion attacks on remote hypervisors 

are a major security concern, as cloud vendors use virtual 

machine technology. DOS and DDOS attacks are launched 

to deny service availability to end users. 

2) Cloud security auditing 

Cloud auditing is a difficult task to check compliance of all 

the security policies by the vendor. Cloud service provider 

has the control of sensitive user data and processes, so an 

automated or third party auditing mechanism for data 

integrity check and forensic analysis is needed. Privacy of 

data from third party auditor is another concern of cloud 

security. 

3) Sub-contracting cloud services 

Cloud user makes a contract or agreement for service 

provisioning with the cloud service provider. Subcontracting 

of cloud services by cloud service provider to another 

service provider poses security issues like non-repudiation 

or not owing the responsibility, if something goes wrong 

with precious data and application of cloud user. 

4) Non-availability of cloud services 

Non-availability of services due to Cloud outages can cause 

monetary loss to cloud user organization. A deliberate and 

comprehensive Service Level Agreement (SLA) must be 

written among user and provider covering all the relevant 

legal and service provisioning issues and details. 

5) Lack of data interoperability standards 

It results into cloud user data lock-in state. If a cloud user 

wants to shift to other service provider due to certain 

reasons it would not be able to do so, as cloud user‟s data 

and application may not be compatible with other vendor‟s 

data storage format or platform. Security and confidentiality 

of data would be in the hands of cloud service provider and 

cloud user would be dependent on a single service provider. 

6) Cloud data confidentiality issue 

Confidentiality of data over cloud is one of the glaring 

security concerns. Encryption of data can be done with the 

traditional techniques. However, encrypted data can be 

secured from a malicious user but the privacy of data even 

from the administrator of data at service provider‟s end 

could not be hidden. Searching and indexing on encrypted 

data remains a point of concern in that case. Above 
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mentioned cloud security issues are a few and dynamicity of 

cloud architecture are facing new challenges with rapid 

implementation of new service paradigm[3] 

II. MACHINE LEARNING IN INTRUSION DETECTION SYSTEM 

Anomaly detection systems find deviations from expected 

behavior. Based on a notion of normal activity, they report 

deviations from that profile as alerts. The basic assumption 

underlying any anomaly detection system—malicious 

activity exhibits characteristics not observed for normal 

usage was first introduced by Denning in her seminal work 

on the host-based IDES system [4] To capture normal 

activity, IDES (and its successor NIDES[5]) used a 

combination of statistical metrics and profiles. Since then, 

many more approaches have been pursued. Often, they 

borrow schemes from the machine learning community, 

such as information theory [6], neural networks [7], support 

vector machines [8], genetic algorithms [9], artificial 

immunesystems [10]. 

 Types of Intrusion detection System with respect to A.

cloud 

 Host based IDS ( HIDS) 

 Network based IDS ( NIDS) 

 Virtual Machine Monitor(VMM) Based 

IDS/Hypervisor Based IDS(HIDS) 

 Distributed based IDS(DIDS) 

1) Host based IDS ( HIDS) 

 Identify intrusions by monitoring host’s file system, 

system calls or network events. 

 No extra hardware required. 

 Limitation : 
 Need to install on each machine (VMs, hypervisor 

or host machine). 

 It can monitor attacks only on host where it is 

deployed. 

 Positioning in Cloud : 
 On each VM, Hypervisor or Host system. 

 Deployment and monitoring authority of IDS: 

 On VMs: Cloud Users. 

 On Hypervisor: Cloud provider. 

2) Network based IDS ( NIDS) 

 Identify intrusions by monitoring network traffic. 

 Need to place only on underlying network. 

 Can monitor multiple systems at a time. 
 Limitation : 

 Difficult to detect intrusions from encrypted traffic. 

 It helps only for detecting external intrusions. 

 Positioning in Cloud : 

 In external network or in virtual network. 

 Deployment and monitoring authority of IDS: 

 Cloud provider. 

3) Virtual Machine Monitor(VMM) Based IDS/Hypervisor 

Based IDS 

It allows user to monitor and analyze communications 

between VMs, between hypervisor and VM and within 

the hypervisor based virtual network. 

Limitation : 

 New and difficult to understand. 

 Positioning in Cloud : 

 In hypervisor 

 Deployment and monitoring authority of IDS: 

 Cloud provider. 

4) Distributed   based   IDS(DIDS) 

 

Uses characteristics of both NIDS and HIDS, and thus 

inherits benefits from both of them. 

 Limitation : 

 Central server may be overloaded and difficult 

to manage in centralized    DIDS. 

 High communication and computational cost. 

Positioning in Cloud : 

 In external network, on Host, on Hypervisor or 

on VM. 

Deployment and monitoring authority of IDS: 

 On VMs: Cloud Users. For other cases: Cloud 

provider. 

III. EXPERIMENTAL SETUP AND RESULTS 

Since 1999, KDD’99 [3] has been the most wildly used data 

set for the evaluation of anomaly detection methods.This 

data set is prepared by Stolfo et al. [5] and is built based on 

the data captured in DARPA’98 IDS evaluation program 

[6]. DARPA’98 is about 4 gigabytes of compressed raw 

(binary) tcpdump data of 7 weeks of network traffic, which 

can be processed into about 5 million connection records, 

each with about 100 bytes. The two weeks of test data have 

around 2 million connection records. KDD training dataset 

consists of approximately 4,900,000 single connection 

vectors each of which contains 41 features and is labeled as 

either normal or an attack, with exactly one specific attack 

type. The simulated attacks fall in one of the following four 

categories:  

1) Denial of Service Attack (DoS): is an attack in which the 

attacker makes some computing or memory 

resource too busy or too full to handle legitimate requests, or 

denies legitimate users access to a machine. 

2) User to Root Attack (U2R): is a class of exploit in which 

the attacker starts out with access to a normal user account 

on the system (perhaps gained by sniffing passwords, a 

dictionary attack, or social engineering) and is able to 

exploit some vulnerability to gain root access to the system. 

3) Remote to Local Attack (R2L): occurs when an attacker 

who has the ability to send packets to a machine over a 

network but who does not have an account on that machine 

exploits some vulnerability to gain local access as a user of 

that machine.  

4) Probing Attack: is an attempt to gather information about 

a network of computers for the apparent purpose of 

circumventing its security controls. 

KDD’99 features can be classified into three groups: 

1) Basic features: this category encapsulates all the 

attributes that can be extracted from a TCP/IP connection. 
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Most of these features leading to an implicit delay in 

detection. 

2) Traffic features: this category includes features that are 

computed with respect to a window interval and is divided 

into two groups: 

 “same host” features: examine only the connections in the 

past 2 seconds that have the same destination host as the 

current connection, and calculate statistics related to 

protocol behavior, service, etc. 

 “same service” features: examine only the connections in 

the past 2 seconds that have the same service as the current 

connection. 

Content features: unlike most of the DoS and Probing 

attacks, the R2L and U2R attacks don’t have any intrusion 

frequent sequential patterns. This is because the DoS and 

Probing attacks involve many connections to some host(s) in 

a very short period of time; however the R2L and U2R 

attacks are embedded in the data portions of the packets, and 

normally involves only a single connection[11]. 

Now, the Intrusion Detection problem is a kind of 

Binary classification problems which can be solved by using 

artificial neural Network Algorithm. Much work has already 

been done in this context and Neural Network proved to be 

best for this task. So, here we will first discuss the Standard 

Algorithm of ANN, Simulation parameters and steps done 

for implementing ANN, and finally the implementation 

results. We are making Training Performance and 

Classification Accuracy as our base for comparisons to other 

Machine Learning techniques.Neural network is the 

collection of neurons interconnected in a fashion to transfer 

the information to and fro the network. A neuron is a 

processing unit in the neural network. It is node that 

processes all fan-in from others node and generate an output 

with the help of transfer function known as Activation 

function. According to the Architecture, Neural Network can 

be grossly classified into: 

 Feedforward Neural Network (FNN) - In an FNN, the 

connections between neurons are in a feedforward 

manner. The network is usually arranged in the form of 

layers. There is no connection between the neurons of 

same layer and each neuron in any layer is connected 

to every neuron in adjacent layer. 

 Recurrent Neural Network (RNN) - In an RNN, there 

is at least one feedback connection that corresponds to 

an integration operation or unit delay. Thus, it 

represents only nonlinear dynamic system. 

Neural networks are characterized by the network 

architecture, node characteristics and learning rules. The 

operation of neural network is divided into two stages: 

 Learning (Training) - network training is done using 

examples, and network parameters are adapted using a 

learning methods. This can be done in online or offline 

manner. Once the network is trained the learning stage 

is terminated and network is used to replace the 

complex system dynamics. 

 Generalization (recalling)-the trained network is used 

to operate in a static manner means, to stimulate an 

unknown dynamics or nonlinear relationship. 

We used Multilayer Perceptrons (MLP) as a  model 

in Intrusion Detection  context.  It is one of earliest and 

simplest network model. The rediscovery of the 

backpropagation (BP) algorithm for Multilayer perceptron’s 

Training in 1986 created the new era of neural network 

research.The MLP can be used for the classification of 

linearly inseperable patterns, and can also work as universal 

approximators. We used Back propagation learning 

algorithm for performing supervised learning and training of 

MLP. The BP Algorithm uses a gradient-search technique to 

minimize a cost function equivalent to the MSE between 

actual and desired network outputs. Due to Back 

Propagation Algorithm the MLP can be extended to many 

layers. The BP Algorithm propagates back the error between 

the desired and network output through network.After 

providing an input pattern the network output is compared 

with target pattern and error of each output unit is 

calculated. This error signal is propagated backward, and a 

closed loop system is thus established. The weight is then 

adjusted by the gradient-descent-based algorithm. In order 

to implement the BP Algorithm, a continuous, non-linear, 

monotonically increasing, differentiable activation functions 

are required. The two most used activation functions are: 

 Logistic Function 

 Hyperbolic tangent Function 

and both are sigmoidal functions. In the following, we 

derive the Back Propagation algorithm for Multilayer 

Perceptron. Back Propagation for other neural network can 

be derived in similar manner. The Experiment for 

classifying the intrusions or normal users using Artificial 

Neural network has been carried out in MATLAB R2010a 

software tools. We analyzed the efficiency of Artificial 

Neural network based on Training Performance and 

Classification Accuracy of training and testing 

set.Moreover, we demonstrated the ANN algorithm for 

varied number of Samples and the results shows that the 

Training Performance increases as the no. of samples n 

Database increases. 

 
Fig. 1: Training performance w.r.t No. of Samples 

In the above figure, there is a X dimension 

indicating No.of samples having databset size 5000, 10000, 

15000, 20000 accordingly. Y dimension indicating Training 

performance in MSE  having 1000 epochs with 10 number 

of hidden layers and taking minimum 1e-06. The results 

shows training performance  with respect to no.of  samples 

with all (41 features ) and relevant features(13 features). 

It shows that how training performance of network 

increases when no.of  samples are increases with having 

relevant features only. 

In the above figure, there is a X dimension 

indicating No.of samples having databset size 5000, 10000, 

15000, 20000 accordingly. Y dimension indicating Training 

performance in MSE  having 1000 epochs with 10 number 
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of hidden layers and taking minimum 1e-06. The results 

shows classification accuracy with respect to no.of  samples 

with relevant features(13 features). 

 

Fig. 2: Classification Accuracy w.r.t No. of Samples for 

Relevant Features 

It shows that how the classification accuracy of 

algorithm increases when no.of  samples are increases with 

having relevant features only. 

 

Fig. 3: Decision Time w.r.t No. of Samples for Relevant 

features 

The above fig.3 shows thay as we increases dataset 

size the decision time will also increases. 

IV. CONCLUSION AND FUTURE WORK 

To illuminate the performance of ANN classifier, we 

employ data from the third international knowledge 

discovery and data mining tools competition 

(KDDcup’99[12] to train and test the feasibility of our 

proposed model. that contains network record represent DoS 

attacks to train classifier system for different network 

request to rise detection rate. The proposed classifier 

algorithm will handle high volume of data in cloud 

environment by a single node IDS and being at a central 

point. proposed classification algorithm would be capable to 

carry out concurrent processing of data analysis, which is an 

efficient approach. Cloud computing is a “network of 

networks” over the internet, therefore chances of intrusion is 

more with the erudition of attackers. Different IDS 

techniques are used to detect malicious attacks in traditional 

networks. For Cloud computing, enormous network access 

rate, relinquishing the control of data & applications to 

service provider and distributed attacks vulnerability, an 

efficient, reliable and information transparent IDS is 

required. 

The experimental results using the KDD CUP 1999 

dataset demonstrates the effectiveness of our new approach 

especially for low-frequent attacks, i.e., R2L and U2R 

attacks in terms of detection precision and detection 

stability. In future research, how to determine the 

appropriate number of clustering remains an open problem. 

Moreover, other data mining techniques, such as support 

vector machine, evolutionary computing, outlier detection, 

may be introduced into IDS. Comparisons of various data 

mining techniques will provide clues for constructing more 

effective hybrid ANN for detection intrusions. 
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