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Abstract--- Cloud computing provides scalable, virtualized 

on demand services to the end users with greater flexibility 

and lesser infrastructural investment. In IT infrastructure 

Intrusion Detection System (IDS) is an important aspect. To 

provide complete security of any system is not possible. 

Proposed IDS Framework in Cloud provides security for 

cloud providers as well as cloud users. Most of existing 

network based IDS are signature based and thus unable to 

detect unknown attacks and attacks in encrypted 

communication. Anomaly based system produce high false 

alarm rate and computation complexity. In this paper ,The 

proposed framework monitor the virtual machines’s system 

call and using data mining algorithm- apriori algorithm  

finds  frequent items and generate association rule for 

system call and detect the malicious activities in cloud. This 

IDS Framework detect known as well as unknown attacks in 

cloud. 

I. INTRODUCTION 

Cloud computing aims to provide convenient, on-demand, 

network access to a shared pool of configurable computing 

resources (e.g. networks, servers, storage, applications, and 

services), which can be rapidly provisioned and released 

with minimal management effort or service provider 

interactions. 

 
Fig: 1: Cloud computing logical diagram 

Cloud provides services in various forms: Software 

as a Service-SaaS (e.g. Google Apps [1]), Platform as a 

Service- PaaS (e.g. Google App Engine [2], Microsoft’s 

Azure [3]) and Infrastructure as Service-IaaS (e.g. Amazon 

Web Service (AWS) , Eucalyptus , Open Nebula ). 

Cloud computing also suffers from various 

traditional attacks such as IP spoofing, Address Resolution 

Protocol spoofing, Routing information Protocol attack, 

DNS poisoning, Flooding, Denial of Service (DoS), 

Distributed Denial of Service (DDoS) etc. E.g. DoS attack 

on the underlying Amazon Cloud infrastructure caused 

BitBucket.org, a site hosted on AWS to remain un available 

for few hours. Firewall protects the front access points of 

system and is treated as the  first line of defense. Firewalls 

are used to deny or allow protocols, ports or IP addresses. It 

diverts incoming traffic according to predefined policy. 

II. INTRUSION DETECTION / PREVENTION SYSTEM 

Intrusion means to interrupt someone without permission. 

Intrusion is an attempted act of using computer system 

resources without privileges, causing incidental damage. 

Intrusion Detection means any mechanism which detects the 

intrusive behaviour. Intrusion Detection System (IDS) 

monitors network traffic and its suspicious behaviour 

against security. If it detects any threat then alerts the system 

or network administrator. The objective of IDS is to detect 

and inform about intrusions. IDS is a set of techniques and 

methods that are used to detect suspicious activities both at 

the network and host level. There are two main types of 

Intrusion Detection System, Host Based Intrusion Detection 

Systems (HIDS) and Network Based Intrusion Detection 

Systems (NIDS). 

IPS is an advance combination of IDS, personal 

firewalls and anti-viruses etc. The purpose of an Intrusion 

Prevention System (IPS) is not only to detect an attack that 

is trying to interrupt, but also to stop it by responding 

automatically such as logging off the user, shutting down 

the system, stopping the process and disabling the 

connection etc. Similar to IDS, IPS can be divided into two 

types, i.e. Host-Based Intrusion Prevention Systems and 

Network-Based Intrusion Prevention Systems  

 Anomaly Detection: Anomaly detection technique store A.

the systems normal behaviour such as kernel information, 

system logs event, network packet information, software 

running information, operating system information etc into 

the database. If any abnormal behaviour or intrusive activity 

occurs in the computer system which deviates from system 

normal behaviour then an alarm is generated. Anomalous 

activities that are not intrusive are flagged as intrusive. This 

will result in false-positive, i.e. false alarm. (b) Intrusive 

activities that are not anomalous result in false negative . 

 Signature Detection : The concept behind signature B.

detection or misuse detection scheme is that it stores the 

sequence of pattern, signature of attack or intrusion etc into 

the database. When an attacker tries to attack or when 

intrusion occurs then IDS matches the signatures of 

intrusion with the predefined signature that are already 

stored in database. On successful match the system 

generates alarm. There are two types of  Intrusion  detection 

system 

 Host Based Intrusion Detection and Prevention System C.

(HIDPS) 

Host-based Intrusion Detection and Prevention System 

(HIDPS) relates to processing data that originates on 

computers themselves, such as event and kernel logs. 

HIDPS can also monitor that which program accesses which 
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resources and might be flagged. HIDPS also monitors the 

state of the system and makes sure that everything makes 

sense, which is basically a concept of anomaly filters. 

HIDPS normally maintains a database of system objects and 

also stores the system’s normal and abnormal behaviour. 

The database contains important information about system 

files, behaviour and objects such as attributes, modification 

time, size, etc. If any suspicious or anomaly behaviour 

occurs then it generates an alarm and takes some appropriate 

response against detected threat or attack. 

 Network-Based Intrusion Detection and Prevention D.

System (NIDPS) 

Intrusion detection is network-based when the system is 

used to analyze network packets. Network based Intrusion 

Detection and Prevention System (NIDPS) capture the 

network traffic from the wire as it travels to a host. This can 

be analyzed for a particular signature or for unusual or 

abnormal behaviours. 

Several sensors are used to sniff the packets on 

network which are basically computer systems designed to 

monitor the network traffic. If any suspicious or anomaly 

behaviour occurs then they trigger an alarm and pass the 

message to the central computer system or administrator 

(which monitors the IDPS) then an automatic response is 

generated. There are further two types of NIDPS. 

Promiscuous-mode network intrusion detection is the 

standard technique that “sniffs” all the packets on a network 

segment to analyze the behaviour. In Promiscuous-mode 

Intrusion detection systems, only one sensor is placed on 

each segment in the network. Network-node intrusion 

detection system sniffs the packets that are bound for a 

particular destination computer. Network-node systems are 

designed to work in a distributed environment . 

III. LITREATURE SURVEY 

In cloud computing security is major issue. Cloud 

computing also suffers from various traditional attacks such 

as IP spoofing, Address Resolution Protocol spoofing, 

Routing information Protocol attack, DNS poisoning, 

Flooding, Denial of Service (DoS), Distributed Denial of 

Service (DDoS).Here we discuss about some  security 

problem and solution. 

C modi et al
[5]

 surveys different intrusions affecting 

availability, confidentiality and integrity of Cloud resources 

and services. It examines proposals incorporating Intrusion 

Detection Systems (IDS) in Cloud. IDS and IPS positioning 

in Cloud architecture to achieve desired security in the next 

generation networks. This paper emphasized the usage of 

alternative options to incorporate intrusion detection or 

intrusion prevention techniques into Cloud and explored 

locations in Cloud where IDS/IPS can be positioned for 

efficient detection and prevention of intrusion. 

In [6] this paper , C. Modi et.al address denial-of-

service (DoS) attack as one of the major security challenges 

in the cloud. In order to detect and prevent DoS attacks as 

well as other malicious activities at the network layer, the 

authors proposed a framework which integrates a network 

intrusion detection system (NIDS) in the Cloud 

infrastructure. Snort and decision tree (DT) classifier are 

used to implement this framework. It aims to detect network 

attacks in Cloud by monitoring network traffic, while 

maintaining performance and service quality. 

In this paper, the authors integrate NIDS module in 

the Cloud (offering Infrastructure as a Service-IaaS) to 

detect network attacks. We use a serial combination of snort 

and Decision Tree (DT) classifier [10] techniques are used. 

Snort is used to detect known attacks, whereas DT predicts 

that the given event is malicious or not by observing 

previously stored network events. In this way NIDS module 

ensures low false positives and high detection accuracy with 

affordable computational cost in Cloud. 

The proposed NIDS module is deployed behind 

virtual termination point, which helps to detect external and 

internal attacks. The signature based and anomaly based 

technique improves detection accuracy. Snort is applied 

prior to the DT classifier to reduce the detection time. 

Experimental results show that proposed NIDS has a high 

detection rate with low false alerts and affordable 

computational cost. 

In [7] this paper , B. Borisanya et. al addresses that 

cloud services delivered as utility computing over the 

Internet and makes it an attractive target for cyber intruders. 

Cloud resources and services which increase the cyber 

threat, to protect network access is the greatest concern. 

Most of the Network based Intrusion Detection System 

(NIDS) being rule based and therefore only capable of 

identifying known attacks (through pattern matching). 

The proposed IDS for Cloud not just alarms the clients 

(about conceivable system ambushes) additionally helps 

Cloud directors to screen obscure assaults to upgrade its 

Interruption Anticipation Methodology. The proposed 

framework could be executed in a Cloud environment to 

make it more dependable by giving an interruption caution 

component for ambushes against Cloud . 

The center profits of the proposed methodology 

are: 

1. It can identify regarded as well as potential obscure 

assaults. 

2. Regulated utilization of nectar pot creates less number of 

false alerts for obscure assaults making it a productive 

answer for interruption identification particular to private 

Cloud.  

However, the proposed plan is actualized with a 

Eucalyptus system, it might work well for other Cloud 

stages. It can serve as a model to study the behavior of 

NIDS for distributed environment. 

Author C. Mazzariello.et. al [8] proposed the 

problem of identifying Denial of Service i.e. DoS attacks 

which performed by means of required on time/ on-demand 

cloud computing infrastructure. For that reason they 

proposed first-hand methodology for solving this kind of 

issue. The main aim is to examine the consequences of the 

use of a distributed strategy to block or detect intrusion or 

attacks which is generated by Cloud providers. For 

experimental setup they introduce the use of Eucalyptus. 

Eucalyptus is an open source cloud framework which has 

been implemented paradigms services like Software as a 

Service, Infrastructure as a Service and Platform as a 

Service . They give the infrastructure view of mode 

networking which is managed by Eucalyptus. In current 

scenario defining a new IDS model approach is the main 



Monitoring VM against Malicious Activity in Cloud 

 (IJSRD/Vol. 2/Issue 03/2014/159) 

 

 All rights reserved by www.ijsrd.com 604 

target. And this can take an advantage from supplementary 

data provided by cloud computing infrastructure. 

In this paper authors place single IDS between the 

cluster controller and the user machine which is very close 

to cluster controller. It has been able to observe all network 

traffic passing. But the drawback is only that here only 

single IDS is placed so it has to take a heavy load of the 

whole system and it will effect to output of the model 

Author Amjad hussain Bhat et. Al[9]. address 

According to recent Internet security reports[1], the volume 

and sophistication of targeted network attacks has increased 

substantially in recent years and having great financial loss. 

The increasing number of threats against and vulnerabilities 

of a diverse set of targets on cloud computation. Users as 

well as providers face the problem of keeping their 

information protected, available and reliable. Besides, 

obtaining confidential and privileged information coupled 

with the challenge to get them, became even more exciting 

to those people interested in obtaining unauthorized access 

in resources on cloud. 

In this paper, they propose an Anomaly Intrusion 

Detection System using machine learning approach for 

virtual machines on cloud computing. They can also be 

generated in a quicker and more automated method than 

manually encoded models that require difficult analysis of 

audit data by domain experts. Several effective data mining 

techniques for detecting intrusions have been developed, 

many of which perform close to or better than systems 

engineered by domain experts. Thus, data mining techniques 

can be used to classify network connections into intrusion 

and normal data based on labeled training data in misuse 

detection, and to group similar network connections together 

in clusters according to a given similarity measure in 

anomaly detection.  

This paper proposes an anomaly IDS based on two 

famous data mining algorithms called NB Tree, and 

Random forest for virtual machines. In the first part , 

NBTree algorithm is used to classify network connections 

into intrusion and normal data based on a labeled training 

dataset that helps it in building classification patterns. In the 

second, anomaly detection part, we use hybrid approach of 

NB Tree and Random forest algorithm is used based on the 

similarity of connections features. 

Their proposal is feature selection over events from 

Virtual Machine Monitor to detect anomaly in parallel to 

training the system so it will learn new threats and update 

the model. The experiment has been carried out on NSL-

KDD’99 datasets using Naïve Bayes Tree (NB Tree) 

Classifier and hybrid approach of NB Tree and Random 

Forest. The  random Forest is used as a data mining 

classification algorithm into a proposed unsupervised 

anomaly detection method to partition the captured network 

connections from VMM then pre-processed into specified 

number of features, and then detect the anomalous event 

depending on their features. Feature importance values 

calculated by the NB Tree algorithm are used in the 

anomaly detection part to improve the detection rate. The 

methods using NB Tree and hybrid of NB Tree and Random 

forest shows high accuracy and low false positive rate. 

Athor Chirag modi et. Al[10] . address the security 

in cloud computing is to detect malicious activities at the 

network layer. One of the major security issues in cloud 

computing is to protect against network attacks. The 

possible attacks at the network layer are IP spoofing, DNS 

poisoning, man-in-the-middle attack, port scanning etc. To 

prevent Cloud services from such intrusions, major Cloud 

providers (like Amazon, Windows Azure, Rack Space, 

Eucalyptus, Open Nebula etc.) integrate a firewall (Cloud 

Computing Comparison Guide N.d.). (Lauzon N.d.), 

firewall protects the front access points of the system and is 

treated as the first line of defense. Therefore, insider attacks 

cannot be detected in Cloud. Few DoS or DDoS attacks are 

also too complex to detect using traditional firewalls. For 

instance, if there is an attack on port 80, the firewall cannot 

differentiate normal traffic from attack traffic (S. Beg & 

Mohsin 2010). Therefore, use of only traditional firewall to 

block all the intrusions is not an efficient solution.  

In this paper, they  propose a framework that 

integrates NIDS in Cloud (offering IaaS). The Proposed 

framework that  integrating network intrusion detection 

system (NIDS) in the Cloud. NIDS module consists of Snort 

and signature.  apriori algorithm. Snort is configurable, free, 

widely used, can run on multiple platforms (i.e. GNU/Linux, 

Windows) and is constantly updated. It captures network 

data packets and checks their content with the predefined 

patterns for any correlation. The detection engine of Snort 

allows registering, alerting and responding to any known 

attack. In inline mode of Snort, the functionality of Snort is 

extended for active defense capability. Signature apriori 

takes packets to capture and partially known signatures as 

input. As an output, it generates new attack signatures. 

These new signatures are used in Snort for detecting the 

derivatives of known attacks. In the proposed design, 

signature apriori is combined with Snort for accurate and 

efficient detection. The proposed method has less training 

time compared to other classification techniques. 

IV. PROPOSED SYSTEM 

After the literature survey, various security issues are find 

out. To resolve all these security issues HIDS framework is 

Proposed .The proposed HIDS framework is design in a 

such way with which both client and server are able to 

detect known as well as unknown attacks. 

 Proposed  HIDS Architecture  A.

In this proposed HIDS framework each module is finds out 

normal and abnormal activities of nodes. Here in proposing 

HIDS framework correspondences signature base intrusion 

detection system SNORT at entry point. Here from real time 

traffic , all packets are very first send to the SNORT. Over 

the predefined attack signature and signature rules are 

already stored and with it check that coming packet’s 

signature is match with predefined signature or not?.  If the 

coming packets founds some intrusion alarm is generated. 

But even if not get any intrusion then passed it to next 

node.At next level Hypervisior (VMM) are correspondence. 

A virtual-machine monitor is a software layer that 

runs on a host platform and provides an abstraction of a 

complete computer system to higher-level software. The 

workflow of proposed system is categorize in  two phase :1) 

learning phase , 2) testing phase 
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Fig. 2: proposed HIDS architrcture 

The workflow of proposed framework is show in 

fig: 3. 

 Learning  phase B.

 
Fig. 3: Learning phase 

In learning phase system call monitor trace the 

system call of a particular  virtual machines. Using n-gram 

technique, transactions are generated with the timestamp 

and generate sequence of system call . After transactions are 

generated Association Rule mining (apriori algorithm) is 

apply on that transaction and  generate frequent episode rule 

for normal activities. This normal association rules are 

stored at rule base for futher process. 

 Testing phase C.

In testing phase, as mentioned in learning phase   system 

call monitor trace the system call of virtual machine, and 

generate assocation rule for that VM. At the testing phse 

Rule Matching engine matches the new generated rules with 

the rules at rule base(normal activity). If rules matches are 

found then Vm’s activities are known as a normal activity, 

and if rules are not matches , then the activities are called 

intrusion(malicious activities) and create log file. 

 

 

 
Fig. 4: Testing Phase 

In our proposed method ,Apriori algorithm is used 

to generate the association rule . Steps of algoritham is 

describes as follow. 

 Apriori Algoritham: D.

Pass 1 

 Generate the candidate itemsets in C1 

 Save the frequent itemsets in L1 

Pass k 

 Generate the candidate itemsets in Ck from the 

Frequent itemsets in Lk-1 

 Join Lk-1 p with Lk-1q, as follows: 

insert into Ck 

select p.item1, p.item2, . . . , p.itemk-1, q.itemk-1 

from Lk-1 p, Lk-1q 

where p.item1 = q.item1, . . . p.itemk-2 = q.itemk-2, 

p.itemk-1 < q.itemk-1 

 Generate all (k-1)-subsets from the candidate itemsets 

in Ck 

 Prune all candidate itemsets from Ck where 

some (k-1)-subset of the candidate itemset is not in 

the frequent itemset Lk-1 

 Scan the transaction database to determine the 

support for each candidate itemset in Ck 

 Save the frequent itemsets in Lk 

V. CONCLUSION 

Security in Cloud computing is a major concern .The 

firewall fails to detect the unknown attacks. The proposed 

system implement in a cloud infrastructure to make it more 

trustworthy by providing an intrusion alert mechanism for 

attacks. Proposed framework employs association rule 

mining technique for intrusion detection. This framework 

consists of classification, association rules, and frequent 

episodes that can be used to automatically construct 

detection models. Proposed framework (integrating HIDS 

into Cloud) can be used to detect malicious activities of 

VMs in Cloud Infrastructure (i.e IaaS). It aimed to achieve 

low false positive rate and low false negative rate within low 

computational cost. 
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