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 Abstract— Mobile Ad Hoc Networks (MANETs) is a 

collection of mobile nodes connected with wireless links. A 

major challenge for these networks are due to their features 

of open medium, dynamically changing topologies, absence 

of centralized monitoring points, and lack of any clear lines 

of defence. All the nodes in MANET must co-operate with 

each other to route the packets. Cooperating nodes should 

trust each other. There are several protocols proposed based 

on the trust. Some trust management schemes have been 

proposed, to provide a general framework for trust evidence 

distribution or evaluation of link prediction in MANETs. 

However, these schemes cannot provide security against 

some attacks such as packet dropping by selfish nodes in the 

network. In this report, a new link prediction based approach 

has been proposed using fuzzy logic in evaluating trust for 

misbehavior detection of a selfish node in MANET. 
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I. INTRODUCTION 

MANETs or Mobile Ad-hoc Networks is an emerging, 

exciting and important technology in these days because of 

the fast growth and enhancement of wireless devices. A 

MANET is a collection or group of wireless mobile nodes 

and these nodes cooperate by forwarding packets each other 

to allow them to communicate beyond their range of direct 

wireless transmission. 

A MANET consists of mobile nodes that can move 

freely in an open environment. Communication between the 

nodes in a Mobile Ad-hoc Network usually takes place with 

the help of other intermediate nodes to establish 

communication channels. In such an open environment, 

malicious intermediate nodes communicate with each other. 

The security problems from the wired Network world is of 

very Little when compared with the security problems in 

Wireless Mobile Adhoc Networks, because of some basic 

differences between the two Networks. 

MANETs are vulnerable to attacks than wired networks. 

Open medium, dynamically changing network topology, 

cooperative algorithms, lack of centralized monitoring and 

lack of clear line of defence are some of the main 

vulnerabilities faced in MANETs. The applications of 

MANETs are military exercises, disaster relief, and mine 

site operation etc. These applications may benefit from 

adhoc networking, but secure and reliable communication is 

the primary and necessary requirement for these 

applications. 

This paper focuses on the link prediction 

Techniques for selecting best path by detecting selfish nodes 

via using fuzzy logic. Section II presents the literature 

survey, Section III presents Components of link prediction 

system. Section IV presents Fuzzy logic concept. Section V 

presents Implementation and section VI concludes with 

discussions. 

II. LITERATURE REVIEW 

The concept of “Trust” originally derives from social 

sciences and is defined as the degree of subjective belief 

about the behaviours of a particular entity [11]. Blaze et al 

[12] first introduced the term “Trust Management” and 

identified it as a separate component of security services in 

networks and clarified that “Trust management provides a 

unified approach for specifying and interpreting security 

policies, credentials, and relationships.” Trust, in general, is 

a directional relationship between two entities and plays a 

major role in building a relationship between nodes in a 

network [3]. In [2] trust represents the expectation that the 

participants will enforce the rules defined in the community 

specification (or doctrine) and that the membership of the 

community will be governed by clearly defined constraints. 

In [3] trust is defined as a firm belief in the competence of 

an agent to act dependably, securely, and reliably within a 

specified context. Trust leads to the notion of trusted 

systems. 

In [2] a trusted system is defined as an entity whose 

security mechanisms are isolated from and are 

uncircumventable by unauthorized users; the system can be 

identified, content controlled and secure, and managed by a 

competent authority. With respect to ad hoc networks, this 

essentially implies that each participating node has the 

necessary security components that offer the desired security 

services which cannot be overridden in an unauthorized 

way. Each node can then be trusted to perform networking 

related services (e.g., routing, forwarding) as well as end 

system services. 

III. COMPONENTS USED FOR LINK PREDICTION SYSTEM 

In this scheme, every node in the network monitors the 

behaviour of its neighbours, and if any abnormal action is 

detected, it invokes an algorithm to determine whether the 

suspected node is indeed malicious. By ‘neighbours’ of a 

node, we mean all the nodes in the network that are one-hop 

distance from the node. The proposed mechanism builds 

trust in the network by interactions among some security 

components running each node as discussed here. 

These components are: 

 Supervisor 

 Aggregator 

 Trust calculator 

 Disseminator 

A.  Supervisor 

The supervisor module monitors neighbours by passively 

listen to their communication. For detecting packet drops, 
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the supervisor module uses Passive Acknowledgement 

(PACK) mechanism that checks whether the neighbours 

really forward the packets or drops them. The collected data 

is audited by the monitor. The deviation from normal 

behaviour of a neighbour is used as an indicator for the 

unbiased degree of selfishness because this is independent 

of past behaviour of the neighbour node. If this unbiased 

deviation exceeds a pre-set threshold, the aggregator module 

is invoked. 

B.  Aggregator 

This module collects all the details of the communication 

that already happened. That can be used to calculate the 

number of packets dropped. Usually the output of this 

module is the trace file in NS2. All this collected data is 

considered as reputation of the nodes which is collected at 

the time of simulation. The accused node calculates the 

group’s trust in its behaviour using the received values and 

broadcasts the computed group trust along with the received 

responses to all the neighbours. All these messages are 

encrypted and time stamped to replay attacks. For 

computing group trust value from the received responses, 

fuzzy based scheme used. 

C.  Trust calculator 

In the proposed schema the trust level of a node is 

determined by the percentage of packet dropped. This 

percentage is treated as fuzzy input variable and the output 

of the algorithm is trust level of a node. When a node enters 

a network an initial trust level (based on the number of 

credentials of a node being the number of neighbour’s 

identifying it as an authentic node) is assigned to a node. 

This trust level is checked and modified periodically to 

allow a node found a part of the network based on the 

current trust level of the node. If the trust level of a node is 

found low because of authentic reasons the node is tagged as 

a bad node and is not allowed to carry any further 

communications in the network. Based on these reasons 

finally the trust level of a node is evaluated. 

D.  Disseminator 

The nodes in MANET are move dynamically. The 

disseminator uses this mobility of the nodes for 

disseminating trust value. Whenever a new trust value is 

calculated for a node, it is initially propagated to a subset of 

nodes that are at the nearest distance (1-hop) in the network. 

This subset of the neighbouring nodes is represented as 

‘forwarded’. At regular intervals, the neighbouring nodes in 

the network participate in dynamic exchange of certificates. 

The number of elements in the subset ‘forwarded’ 

determines the effective convergence time of trust 

information among nodes that are currently and in near 

future would be the neighbours of node. Flooding 

mechanism is used to supply the calculated trust value of a 

node to all its neighbours. The number of hops required 

found flooded can be determined dynamically by making 

neighbours of the node send neighbourhood information 

along with observed behaviour of the node. The certificates 

are piggybacked on routing packets, and thus involve no 

communication overhead. The calculated trust value must be 

stored at each node, which is used at the time of calculating 

recommendation trust value. So each node contains the 

direct trust value of all remaining nodes as well as the 

indirect trust or recommended trust value. By aggregating 

these two values a node will calculate the total trust value of 

target node. 

IV. FUZZY CONCEPTS 

A.  AODV 

The Ad hoc On Demand Distance Vector (AODV) Routing 

protocol is a very popular protocol in MANET. AODV is 

capable of both unicast and multicast routing. It is an on 

demand algorithm, meaning that it builds routes between 

nodes only as desired by source nodes. This route discovery 

and route maintenance are the two major phases proposed in 

AODV. It maintains these routes as long as they are needed 

by the sources. This algorithm provides a loop-free, self-

starting efficient routing algorithm typically devised for 

MANET. AODV finds routes using a route request (RREQ) 

/route reply (RREP) query cycle. Whenever a source node 

requires a route to a destination node which is not enlisted in 

the source node’s routing table, it broadcasts a RREQ 

message. Intermediate nodes between source and destination 

receive this RREQ message sent by the source. On receiving 

this packet, these nodes update themselves with the 

information about the source node. 

In addition to the source node's IP address, current 

sequence number, and broadcast ID, the RREQ also 

contains the most recent sequence number for the 

destination of which the source nodes are aware of. A node, 

on receiving the RREQ may send a route reply (RREP) if it 

is either the destination or if it has a route to the destination 

with corresponding sequence number greater than or equal 

to that contained in the RREQ. If this is the case, it unicasts 

a RREP back to the source. Otherwise, it rebroadcasts the 

RREQ. Nodes keep track of the RREQ's source IP address 

and broadcast ID. If they receive a RREQ which they have 

already processed, they discard the RREQ and do not 

forward it. As the RREP propagates back to the source node, 

it set up forward pointers to the destination. Once the source 

node receives the RREP, it may begin to forward data 

packets to the destination. If the source later receives a 

better option in terms of RREP containing a greater 

sequence number or a smaller hop-count, it may update its 

routing information for that destination and begin using the 

better route. As long as the route remains active, it will 

continue to be maintained. A route is considered active as 

long as there are data packets periodically travelling from 

the source to the destination along that path. Once the source 

stops sending data packets, the links will timeout and 

eventually be deleted from the intermediate node routing 

tables. If a link break occurs while the route is active, the 

node upstream of the break propagates a route error (RERR) 

message to the source node to inform it of the now 

unreachable destination(s). After receiving the RERR, if the 

source node still desires the route, it can reinitiate route 

discovery. AODV is chosen because of the inherent security 

in the protocol. Notice that one of the differences between 

AODV and DSR is that, DSR requires every packet to carry 

the routing information, whereas, in AODV, once the route 

is established, the data packets just carry the flow-ID. So, in 

DSR, we’ve to encrypt the routing information in every 

single data packet which is, not impossible, but not desired. 
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B. Fuzzy Logic  

In fuzzy logic, unlike standard conditional logic, the truth of 

any statement is a matter of degree. The notion central to 

fuzzy systems is that the truth values (in fuzzy logic) or 

membership values (in fuzzy sets) are indicated by a value 

on the range [0.0, 1.0], with 0.0 representing absolute False 

and 1.0 representing absolute Truth. The minimum value is 

0 and the maximum value is 1. The value in between the 

range can be decided by the membership function.  

1) Gaussian Membership Function  

A Gaussian membership function is defined by (1.1), where 

the parameters m and σ control the centre and width of the 

membership function.  

(1.1) 

2) Triangular membership function  

A triangular membership function is defined by (1.2). Here 

the triangular curve is a function of a vector x and depends 

on three scalar parameters a, b and c as follows  

(1.2) 

3) PI-membership function  

PI-membership function is represented by the following 

(1.3). It is so named because of its π-shape. In the following 

equation parameters a and d denote the feet of the function 

and b and c denote the shoulder of it. 

 

C. Performance Metrics 

1) Packet Delivery Ratio (pdr) 

This parameter is measured as the ratio of the number of 

successfully received packets to the number of packets 

transmitted in the network. As the number of nodes 

increases, the size of the network increases and hence pdr 

decreases as a result of increased hop count for every packet 

delivery. 

2) Average end-to-end Delay 

Every packet in the network requires a minimum amount of 

time to reach the destination node. This time is called end-

to-end delay. This parameter is considered as a QoS 

parameter for MANET. 

V. IMPLEMENTATION 

A. Design Goals  

The main aim is to send packets through a wireless path 

which is energy efficient and void of malicious node.  

1) Trust calculation 

In the proposed protocol Fuzzy Logic has been used for trust 

value calculation. This trust of a node is based on Reliability 

(ratio of packets forwarded to packet received by the node 

concerned), Residual Energy, Buffer Occupancy, Packet 

Generation rate and Speed of the node. The absolute value 

of each of these parameters can take a large range at 

different points on the network. We have considered the 

normalized values for each parameter.  ‘Crisp’ normalized 

values have been converted into fuzzy variables. For this, 

three fuzzy sets have been defined for each variable. The 

fuzzy sets, low (from 0 to 0.4), medium (from 0.2 to 0.8) 

and high (from 0.6 to 1.0) have been used for the input 

variables. 

The normalized value of each parameter is mapped 

into the fuzzy sets. Each value will have some grade of 

membership function for each set. The memberships that 

have been defined for each of the fuzzy set for any particular 

input variable vary in shape depending on the characteristic 

of the membership function used. After the input parameters 

are fuzzified into three fuzzy sets vide LOW, MEDIUM and 

HIGH; the rules of inference have been written. Initially 

total 225 rules are devised. The crisp value of input variable 

is given and a defuzzified crisp value for selected variable is 

calculated. An output linguistic variable is used to represent 

the trust. The trust is classified into six fuzzy sets vide 

lowest (0.06 to 0.21), very low (0.2 to 0.37), low (0.3 to 

0.53), moderate (0.5 to 0.68), good (0.65 to 0.84), best (0.8 

to 1.0). 

VI. CONCLUSIONS: 

This paper provides a mechanism to predict link failure 

using AODV. We are going to present the proposed system 

which checks whether the packets were dropped or if there 

are any chances of end-to-end delay in link. The solution 

provide by using  trust calculator in MANET to calculate 

trust and to identify selfish nodes taking energy utilization 

factor as an additional factor in calculating direct trust. We 

are using Fuzzy concept to evaluate the accurate final trust 

of the target node. 

The trust based AODV protocol has been tested 

with three fuzzy-membership functions vide Gaussian-

membership function, Triangular-membership function and 

PI-membership function. The results will be test with 

respect to successful packet delivery ratio and average end-

to-end delay for each membership functions used for trust 

calculation.  
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