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Abstract--- The Web Services Policy has configuration that  

represents the constraints and capabilities of the security 

policies on both internal node and endpoint. It can define 

whether security index are acquired, which secure 

encryption algorithms are used, and  privacy rules that has to 

be employed . In present realizations of AES(Advanced 

Encryption Standard) on RISC(Reduced instruction set 

computing) that do not support encryption and decryption at 

the same time or only allow a specific cipher block size, In 

this paper we  are implementing the secured IT system web 

service dynamic key generation and support both encryption 

and decryption simultaneously for web services. 
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I. INTRODUCTION 

Today’s  IT service system is rely upon collection of 

different services protocols security encryption .Their 

operating efficiency, quality of services  and work flow is 

categorized in different privacy regulations[1],[2] 

.Encryption service is needed for transmission of 

information ,authentication is needed for verify excess level 

of user. Distributed IT system access web services and web 

portal authentication is needed in the form of identities .The 

authentication 90rules can be defined by a programmer .IT 

system utilizes the web services information with security.  

To approach this issue IT System via web services 

of different purposes has been resolved [3], [4]. For different 

level of user access some restriction and security is needed 

.In order to improve this IT Services we need to follow web 

services standard and security algorithm like AES . For 

creating and deploying the web services we need network 

protocol and web service architecture. 

The  implemention  of the secured IT system web 

services that involves IDS(Intrusion Detection Systems) and 

IPS   (Intrusion Prevention System). 

It prevents the Trozan virus to be upload  any 

malware and software which is security breach. The 

development of web services and computer network 

includes IPS(instruction prevention system ) IDS(instruction 

detection system).Firewall and network devices is used 

to prevent the attack from the intruder by  database hacking 

[15].IDS is used for monitoring the root as well as  location 

and inform the administrator if network behavior is 

abnormal [6].The proposed service can identify the 

malicious software or program by detecting disturbance of  

the network behavior[6],[8]. It is based on AES algorithm 

that’s why it is not so complex and deploying cost  is also 

less . 

II. LITERATURE SURVEY 

The web service architecture includes the web service role 

and web service protocol stack. The web service role 

consists of Service provider, Service requestor, Service 

registry [9] [12]. Service provider implements the services 

and put it in to Internet for making service availability. 

Service requestor requests the existing services in the form 

of XML (Extensible Markup Language) request [13], [14]. 

Service registry centralize directory of services .It provides a 

place where deployed deploy their web service or find 

existing one. 

 Protocol Stack includes the are as follows: A.

 Service Transport - This layer is used for sending 

messages from one application to another application.  

 XML Messaging - It is used to encoding simple 

messages in a general XML format in order to 

understand the messages that can be presented at either 

end.  

 Service Description – It is used for explaining the 

interface to a particular web service.  

 Service Discovery - It is used for explaining the 

interface to a specific web service.  

 WSDL (Web Services Description Language) is 

describing a web service which is present in XML file.  

 Port – The URL of the web service which service is 

going to accessed. 

 IMF(Input message format)  

 OMF(Output message format ) 

 Which Security protocol is going to be followed like 

such as https?  

 Which security protocol for the web service like SOAP 

or REST.  

 UDDI  B.

It is used to register WSDL and make the web services is 

visible through the internet for discovery.  

 Example: People who are seeking the web services will 

apply this directives and discoveries which give information 

based on the UDDI approach.  

 WS-Reliable Messaging  C.

It is used the protocol that includes SOAP messages to be 

secured transfer between different distributed web 

applications in the software, system and the distributed 

network. 

 WS-Security  D.

 It is an enhancement to SOAP messaging security that is 

available in SOAP message protocol. 

 Generally web services Security explains about three 

methods: 

 To assure the integrity of a SOAP message by signup.  

 To assure SOAP messages confidentiality.  

 To ascertain the sender's identity for security tokens.  

III. PROPOSED SYSTEM 

Web Services Security –For web Service security based on 

different network protocols and Web Service Protocol like 

Simple Object Access Protocol (SOAP) that provides XML 
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based Messaging Services [10] .SOAP provides data 

confidentiality, message integrity and a certain user identity. 

It describes how encryption and decryption includes secured 

message .The SOAP Protocol follows W3C Standards [11]. 

The Web Services describes the policy, transactions and 

security of components .Security contains encryption 

Algorithms and Security tokens [14], [15]. Web Services 

privacy gives the preference to the different level of access 

in order to organize privacy policy.  

Data exchange with each other through language 

can understand, what is the communication between 

network protocol .They must follow TCP/IP protocol to 

send and receive the data. The TCP/IP contains the 

confidential information which are processing .The packet 

length should not equal so we can’t confirm this is TCP/IP 

protocol. 

 
Fig. 1: Process of control Flow Technique 

The whole packet would be encrypted .Keywords search is 

the key element in this process. For this method magic 

numbers are used which is used in the beginning of binary 

data file [8], [9]. Even file extension would be changed that 

also be preserved by magic number identification. The 

keywords search contains magic numbers that have 

confidential keyword that may appear in the packet [10], 

[11]. Improved sequential search algorithms are used to 

handle packet Header to CRC segment. Network protocol 

and keyword search matching technique applied to the 

packets; by this we can differentiate the characteristics of 

the packets [17], [4].  

When any intruder try to temper or hack the 

program that packets cannot be considered as a normal 

packets. They are considered as error message so we easily 

find that there is temptress in the packet [13], [14]. There is 

the data stream control technique is very useful but it suffers 

from static check method if the checking of method is 

dynamic the performance of that program will increased. we 

have to emphasized due to complexity of a network the echo 

request packet must be not considered they have only packet 

header an optional segment .  

In the existing system  the AES algorithm is used 

but there is no simultaneously encryption  and decryption 

but in our proposed system data can be encrypted[16],[17] 

and decrypted at the same time .In previous System the Key 

size is fixed but in our system there is dynamic change of 

bits of encryption key. There is different length and different 

combinations are available like 128 bits, 192 bits, 224 bits, 

240 bits and 256 bits. 

 

Fig. 2: Basic architecture of AES module. 

IV. IMPLEMENTATION 

In this Web Service there are three modules which are 

Control Module, Key Module and Encryption Module. 

Control Module contains the basic Web Service for IT 

System. It includes Web Services Server, Web Service 

Client and SOAP Protocol. After defining this basic Web 

Service the Key Module has included. Key Module contains 

size of a key for the encryption purpose .According to the 

Size of data the Keys will be use dynamically that enhanced 

the time complexity of the algorithm. The Encryption 

Module contains AES Encryption Algorithm that provides 

Encryption and decryption for data security. Implementation 

of AES Algorithm in different platform using JAVA 

language has completed. We have Execute the service and 

get the results as given in graphs. 

 

Fig. 3: Optimum key Size for different size Data. 

In the Figure 3 it has shown that the key size is 

responsible for security but in order to get optimum 

execution time we have to choose optimum size of the key 

by dynamic allocation of key based on data size. 
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Fig. 4:.Depending on Key size execution time. 

In the figure 4 it has shown that based on key size 

the execution time fluctuates because if key is complex it 

will take time for decryption as well as more time to make 

such complex keys. 

 

Fig. 5: .Execution time for different Data sets. 

In Fig 5 it has shown that different data sizes have 

different execution time .If the data size is increased the 

execution time for encryption as well as for decryption time 

increased. 

 

Fig. 6: Execution Time for Different Data size and Key size 

In Fig 6 it has shown that when we take both 

parameter data size and key size versus execution time  we 

can see at some point the execution time is constant .The 

reason behind this when we are using dynamic key size that 

provides particular data size is ambient to particular key 

size. So it will give optimum result for time constraint. This 

optimum result for different data size will not vary with 

respect to time .So finally we get time scale as constant.  

V. CONCLUSION AND FUTURE SCOPE 

In this paper we implemented Advanced AES encryption 

algorithm in web services to provide security in IT System. 

We applied dynamic key generation for different data sets 

and also implemented simultaneously encryption and 

decryption. Dynamic key 

Provides better results in terms of Time constraint 

by providing optimum key size for data sets. We found this 

method is robust and secured for web services .This service 

can be implemented in any IT system .When we 

implemented AES module in different private networks the 

security and control has satisfied .we used in different web 

services such as SOAP and REST to implement our security 

services. Future prospective of this paper is raising the 

efficiency of AES realization for IP spoofing.     
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