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Abstract--- In this Paper, I will design AHB master which 

can take data from slave. One efficient DMA Controller 

used to transfer of data from AHB master to Crypto core 

engine. Also I’ve to design two buffers to overcome the 

mismatch of size of data bus between AHB master and 

crypto core engine. So by combining all these modules, I’ll 

design one controller which takes data from AHB master 

and transfer them to crypto core engine through DMA 

controller. Also it’ll transfer data from crypto core engine to 

AHB master through DMA controller. The result of this 

project is a controller which can transfer data between 

memory and Crypto core engine. This controller can help us 

to make our communication fast and easy to handle large 

size of data which needs encryption or decryption. 
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I. INTRODUCTION 
Today’s CPUs are multitasking. It has to do many tasks 

simultaneously. So this task of memory or data transfer is 

done by Direct Memory Access Controller. DMA controller 

is used to memory transfer between any two media without 

involving CPU. So by assigning the task of data transfer to 

DMAC, CPU is free to do other task. DMA controller will 

transfer the data and CPU is also doing other work 

parallelly.
[1]

 

 

We use AHB master to fetch data from the memory and give 

it to the Crypto core engine through DMA controller. AHB 

master used due to its some good advantages like high 

speed, rich set of signals and secure communication.
[2]

 

This controller can prove very useful for data transfer. It can 

boost up the data transfer and also secure transmission. And 

mostly at every data transfer, it can play very important role. 

II. DETAILED DESIGN OF CRYPTO ASSIST CONTROLLER 

 Specifications A.

Direct Memory Access Controller 
[3] [4] [5]

 

 Burst Transfer 

 Interrupt and Error handling Mechanism 

 DMA channel status interrupts 

 Incrementing and Wrapping Address mode 

 Data transfer mode 

 Block transfer mode 

 Burst Block transfer mode 

 Byte , Word, Double Word transfer capability 

 Asynchronous Fist In-First Out (FIFO) Design - 

Buffers 

 Register Space 

 AHB Interface 
[6]

 

 32 bit Data Bus 

 Burst transfer 

 Incrementing bursts address mode 

 Wrapping bursts address mode 

 Byte, Word transfer capability 

 Single clock edge operation 

 Support pipelined operation 

Data interface with AES Crypto CORE 

 Block Diagram B.

 
Fig. 1:  Detailed Block Diagram of Crypto Assist Controller 

In this block diagram, all the modules with their detailed 

pins are shown. Also their integration and dependency to 

each other for data transfer is shown.  

 AHB Master C.

 
Fig. 2:  Finite State Machine of AHB Master 
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AHB master has to read data from the slave and 

send it to the DMA controller on the request of DMAC. It 

has 32 bit data bus width. Address bus is also 32 bit. 4 

transfer types are supported in AHB master.  As it supports 

8 bit, 16 bit and 32 bit data transfer, it also need a bus to 

indicate the size of transfer. AHB master supports the burst 

transfer mode. 

Reset and Clock signals are available in the AHB 

master. Ready and Response signals indicate the transfer 

type. AHB master include some control signals like burst 

transfer signal and protection control. Some of the 

acknowledgement signals are present in AHB master like 

ready signal for efficient transmission. The bus master 

handles all four types of slave responses and slave wait 

states. In the event of RETRY and SPLIT, the bus master 

automatically re-issues the transaction until all data is 

transferred. AHB master is able to initiate read and write 

operations by providing an address and control information. 

Only one bus master is allowed to actively use the bus at 

any one time. 

 Direct Memory Access Controller D.

 
Fig. 3:  Finite State Machine of DMA Controller 

The direct memory access (DMA) controller core can 

performs bulk data transfers, reading data from a source 

address range and writing the data to a different address 

range. The DMA controller transfers data as efficiently as 

possible, reading and writing data at the maximum pace 

allowed by the source or destination. The DMA controller is 

capable of performing transfers with flow control, enabling 

it to automatically transfer data to or from a slow peripheral 

with flow control (for example, UART), at the maximum 

pace allowed by the peripheral. DMA controller to perform 

data transfers from a source address-space to a destination 

address-space. The controller has no concept of endianness 

and does not interpret the payload data. The concept of 

endianness only applies to a master that interprets payload 

data. 
[5]

 

DMA controller has its own register space in which 

DMA status register for the status of DMA operation, DMA 

holding register to hold the data that has to be transfer, 

source address and destination address register to hold the 

address of memory location, DMA control register to 

control the DMA operation, DMA transfer count register 

that keeps track of the DMA transfer are available. These 

are some DMA register that is used in design to operate 

DMA controller. These all registers can be configure by the 

APB interface. We can load or reload the values in these 

registers by APB interface. There is interfacing between 

DMA controller and its register space so DMAC can work 

under commands by register space. 

 DMA Register Space E.

Register space contains the different registers to control the 

DMA controller. The DMA controller registers can be 

accessed by the CPU. In register space, we can use registers 

as per our need. 

Normally it has registers like source address 

register, destination address register, counter register, 

control register status register, offset register, interrupt flag 

register, enable register, transfer control register etc. All 

these register can used to control different operation of 

DMA controller. It initialize DMA controller. I used APB 

interface to load and reload the registers. Through APB 

interface, first we’ll load values in all the register. Then by 

applying start signal we’ll give all that values to the DMA 

controller. These values transfer to AHB master and buffer 

through channels. 
[2]

 

 So register space mainly handle the operations that 

are performed by the DMA controller. 

 Buffers F.

 Receive Buffer 

 Transmit Buffer 

In this design, I need two buffers. One is transmit buffer and 

other is receiving buffer. Transmit buffer is to transmit data 

from AHB master to crypto core engine. Receiving buffer is 

used to transfer data between crypto core engine and AHB 

master. There’s need of buffer due to mismatch in width of 

data bus of Crypto core engine and AHB master. AHB 

master has data width of 32 bits. Where, Crypto core engine 

has data width of 128 bits. So with the help of buffers we 

can solve the problem of mismatch in data bus. 

Here, width of one buffer register is 128 bit. It include 

32 such register to transfer the input data coming from– the 

AHB master through DMAC. We store four blocks of 32 

bits data. And send 128 bits simultaneously to the crypto 

core engine. This will done by transmit buffer. At receiving 

end we receive 128 bits of data from the crypto core engine 

which is encrypted data in receiving buffer. Then from that 

buffer we send data of 32 bit one by one to the AHB master 

through DMAC. 

III. SIMULATION RESULTS 

 AHB Master A.

 
Fig. 4:  AHB master in Burst Mode (READ) 
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Fig. 5:  Transmit or Receive Buffer becomes empty or full 

in the middle of transaction respectively 

 
Fig. 6:  AHB master in Burst Mode (WRITE) 

 
Fig. 7:  DMA request goes LOW abruptly 

 
Fig. 8: HREADY Signal goes LOW in middle of transaction 

 DMA Controller B.

 
Fig. 9:  Normal Data Transfer between AHB Master and 

Receive Buffer 

 
Figure 10:  Normal Data Transfer between AHB Master and 

Transmit Buffer 
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Fig. 11:  Buffer is full/empty between transfers of data 

 
Figure 12:  AHB Master is in busy state between transfers of 

data 

IV. LINITNG 

 
Fig. 13:  Output of Linting 

V. SYNTHESIS RESULTS 

Logic synthesis is a process of converting a high level 

description of design into an optimized gate level 

description of the design into an optimized gate level 

presentation, given a standard cell library and certain design 

constraints. In synthesis, timing, power and utility analysis 

have been done and their reports are shown below. 

 RTL Schematic A.

After completion of Synthesis, RTL schematic is generated 

from the synthesis tool which shows the all connections of 

all modules. 

 
Fig. 14:  RTL Schematic 

 Power Report B.

 
Fig. 15:  Power Analysis 

Here static power is more than dynamic power and total 

power consumption is 0.163 W. There should be less power 

as much as possible with junction temperature. 

 Timing Report C.

In timing analysis, constraints like create_clock, 

set_input_delay and set_output_delay have been added and 

completed the analysis. 

 
Fig. 16:  Timing Analysis 
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 Utilization Report D.

Utilization report gives the information about which 

resources have used how much area in the design. 

 
Fig. 17:  Utilization Summary 

From utilization report, conclusion can be drawn that 

utilization % must be less than 100 % that is the range. 

Beyond that range, either hardware must be changed or 

utilization % must be within 100 %. 

VI. CONCLUSION 

In this paper, I shown the design of Crypto Assist Controller 

and implemented all the modules of this controller using 

Verilog language and also come up with 0 error in linting 

process. Use of AHB Master makes it more fast and 

efficient for handling data of Crypto Core Engine and DMA 

Controller keeps CPU free to do other tasks.  
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