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Abstract--- In our daily developing life, security becomes an 

essential issue in all fields. So to secure our real time 

delivered voice there is no such kind of application, we have 

only non real time security application for voice. Here By 

using Audio Codec’97 and Advanced Encryption Algorithm 

on FPGA vertex kit we can make a secure real time voice 

encryption system. Here we take a real time voice by 

microphone and send it to FPGA kit by Audio codec’97 

here we use audio codec interface to receive voice in FPGA 

kit and send it to AES Encryption by RAM and after 

Encryption we send it to Transmitter and this Encrypted 

voice is received by Receiver at another FPGA kit here we 

also use same block like FPGA kit expect AES Encryption 

we replace with it AES Decryption to Decrypt the voice and 

receive original voice. Here we use ML401 kit of FPGA. 

I. INTRODUCTION 

In recent years the importance of security in the information 

technology has increased significantly. To guarantee 

confidentiality and authenticity of information cryptographic 

algorithms and methods are used. There are many number of 

published algorithms, which have significantly different 

properties. There are software- and hardware-oriented 

algorithms, which are well suitable for both implementation 

forms. For software solutions, hardware could be realized to 

increase security requirements. Cryptographic hardware 

modules offer higher protection against unauthorized 

manipulations than cryptographic software. They lead to 

higher processing speeds, which allow high speed 

applications.  

 

Compared to software and ASIC designs, FPGA platforms 

create a good understanding between high performances and 

maintaining the capability of reconfiguration. 

Recentlyefforts has been performed for the implementation 

of different algorithms on FPGA. 

II. BLOCK DIAGRAM OF PROJECT 

In this work different blocks are used which are given below  

 Microphone  

 Speaker  

 Audio codec 97  

 Encryption  

 Decryption  

 FPGA kit 

 

From fig. 1 a real time voice is taking as input and it 

gives to the audio code 97 and the output of this audio codec 

gives to the FPGA kit. In this kit two process encryption and 

decryption use AES algorithm for encryption and the 

decrypted voice is given to the audio codec 97 and at last we 

get original voice through speaker. 

 
Fig. 1:  Block Diagram of Project 

III. CHOOSING OF AUDIO CODEC 97 

There are many types of audio codec available in market 

which is described below
[8] 

 AAC 

 AAC+ / AAC+ EnhancedAC3 or Digital Dolby 

 Digital Dolby Plus 

 Speex 

 FLAC 

 MIDI 

 MP3 

 MP3 Pro 

 Monkey’s audio 

 OGGVorbis 

 QCELP 

 Real Audio 

 WMA 

 Melody 

 HVAC 

But there are many problems occur in their implementation. 

In AAC complexity increase, heavily patented, it comes in 

different flavor likeAAC LC, AAC HE, AAC PS etc. from 

which many player support only LC. So, Sound files which 

are valid but player not able to play them. AC3 Max support 

for 5.1 channel audio CDs, limited to 448 kbps maximum 

for Digital Dolby. Speex is mainly designed for only three 

different sampling rates: 8 kHz, 16 KHz & 32 KHz. In 

FLAC Higher compression modes slow, for little gain over 

the default setting and compresses less efficiently than other 

popular modern compressor. MP3 has lower 
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performance/efficiency than other codecs, no multichannel 

implementation, unusable for high definition audio like 

sampling rate above 48 kHz. OGG VORBIS has limited 

official development and Current implementations are more 

computationally intensive to decode than MP3. Now, 

remaining codec has similar problem in this implementation 

so we can’t describe more. 

Now, see the features of AC’97. 

 Support for 15 input and 15 output streams at a time  

 Extensive support for scalability in controller, link, and 

codec design to optimize for cost, performance, or 

features  

 Sample rate support ranging from 6 kHz to 192 kHz.  

 Support for 8-, 16-, 20-, 24-, and 32-bit sample 

resolution per stream.  

 Up to 16 channels per stream.  

 48-Mbps outbound link transfer rate per SDO.  

 24-Mbps inbound transfer rate per SDI.  

 Support for striping on optional higher order SDO link 

pins to double or quadruple available outbound 

bandwidth.  

 Support for multi-SDI codecs to increase available 

inbound link bandwidth.  

 Codec architecture is fully discoverable, allowing for 

codec design flexibility.  

 Audio codecs, modem codecs, and vendor defined 

codecs are all supported.  

 Command/Response codec communication mechanism 

for extensibility and flexibility.  

 Support for system wake generation from all codecs 

types.  

 Support for codec interrupt generation through 

Unsolicited Responses.  

 Extensive, fine grained power management control in the 

codec.  

 Industry standard 48-pin QFP package and pin-out for 

codec.  

 Audio codecs support advanced jack detection and jack 

sensing for device discoverability and jack re-tasking. 

 

For this features an audio codec 97 is selected in this 

project. 

IV. EXPLANATION OF COMPONENTS 

 Audio Codec’97 A.

AC'97 (Audio Codec '97; also MC'97 for Modem Codec '97) 

is an audio codec standard developed by Intel Architecture 

Labs in 1997. The standard is used in motherboards, 

modems, and sound cards. The Atlys board includes a 

National Semiconductor LM4550 AC’97 audio codec with 

four 1/8” audio jacks for line-out (J5), headphone-out (J7), 

line-in (J4), and microphone-in (J6). Audio data at up to 18 

bits and 48 KHz sampling is supported, and the audio in and 

audio out sampling rates can be different. The microphone 

jack is mono, all other jacks are stereo. The headphone jack 

is operate by the audio codec's internal 50mW amplifier. 

LM4550 basically serves as an interface between the analog 

world of traditional audio components (e.g., headphones and 

microphones) and the digital world of the FPGA. 
[5] 

Typical AC’97 devices include:  

 Audio Codec (AC’97)  

 Modem Codec (MC’97)  

 Combined Audio/Modem Codec (AMC’97) 

1) Block Diagram Of AC’97 

Figure shows the functional block of AC '97 Codec. The 

PCM Digital to Analog Converters (DACs) support stereo 

output that contains a mix generated in the AC '97 

Controller of all digital audio sources. PCM output is mixed 

with analog mixer sources, processed with optional 3D 

stereo enhancement, loudness and tone controls, and sent to 

LINE_OUT and the independently controlled AUX_OUT, 

which works as a line level output. AUX_OUT can 

optionally be configured as headphone or 4-channel output. 

MONO_OUT was originally designed for analog 

speakerphoneconnections, and can be configured to output 

either microphone only or a mix of sources The PCM 

Analog to Digital Converters (ADCs) support an input 

capability that can record any mono or stereo source, or a 

mix of sources. The optional third PCM ADC is dedicated to 

voice input, and also increase the range of acoustic echo 

cancellation (AEC) capabilities. Modem line 1, optional 

modem line 2 support the consumer equipment 

compatible(CE) digital output via optional SPDIF_OUT and 

optional handset ADC/DAC pairs shown in the figure. 

 
Fig. 2:   Block Diagram of Audio Codec’97 

 AES B.

All of the cryptographic algorithms have some problem. The 

earlier ciphers can be broken with simplicity on modern 

computation systems. The DES algorithm was broken in 

1998 using a system that cost about $250,000. It was too 

slow in software as it was developed for mid-1970‟s 

hardware and does not produce efficient software code. 

Triple DES on the other hand, has three times as many 

rounds as DES and is correspondingly slower. As well as 

this, the 64 bit block size of triple DES and DES is not very 
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efficient and is weak when it comes to security. Like DES, 

AES is a symmetric block cipher. This means that it uses the 

same key for both encryption and decryption. AES is quite 

different from DES in a number of ways.  

The algorithm Rijndael allows for a variety of 

block and key sizes and not just the 64 and56 bits of DES 

block and key size. The block and key can be chosen 

independently from 128, 160, 192, 224, 256 bits and need 

not be the same. However, the AES standard states that the 

algorithm can only accept a block size of 128 bits and a 

choice of three keys - 128, 192, 256 bits. Depending on 

which version is used, the name of the standard is modified 

to AES-128, AES-192 or AES- 256 respectively. As well as 

these differences AES differs from DES in that it is not a 

feistel structure.In a feistel structure, half of the data block is 

used to modify the other half of the data block and then the 

halves are swapped. In this case the entire data block is 

processed in parallel during each round using substitutions 

and permutations.  

 
Figure 3:  Flow Chart of AES 

A number of AES parameters depend on the key length. For 

example, if the key size used is 128 then the number of 

rounds is 10 whereas it is 12 and 14 for 192 and 256 bits 

respectively. At present the most common key size likely to 

be used is the 128 bit key.
[4] 

Rijndael was designed to have the following characteristics:  

 Resistance against all known attacks.  

 Speed and code compactness on a wide range of 

platforms.  

 Design Simplicity.  

1) Working 

The algorithm begins with an Add round keystage followed 

by 9 rounds of four stages and a tenth round of three stages. 

This applies for both encryption and decryption with the 

exception that each stage of a round the decryption 

algorithm is the inverse of its counterpart in the encryption 

algorithm. The four stages are as follows:  

 Substitute bytes  

 Shift rows  

 Mix Columns  

 Add Round Key  

The tenth round simply leaves out the Mix Columnsstage. 

The first nine rounds of the decryption algorithm consist of 

the following: 

 Inverse Shift rows  

 Inverse Substitute bytes  

 Inverse Add Round Key  

 Inverse Mix Columns  

Again, the tenth round simply leaves out the Inverse mix 

column stage. Now we show the flow chart of AES 

algorithm. 

V. IMPLEMENTATION OF AES IN VARIOUS PLATFORM 

In design and implementation of any system, it is very 

important that the target technology resources are exploited 

to full extent to achieve highest performance in terms of 

speed and area. There are two types of implementation 

 Hardware implementation 

 Software implementation 

In hardware implementation algorithm is developed in 

Xilinx ISE tools and it is implemented on vertex 4 FPGA kit 

using VHDL. The process of encryption and decryption is 

shown if figure 3. Each encryption/decryption round has 

been implemented as 32-bit architecture as compared to 

128-bit architecture. A significant advantage of the 32-bit 

architecture of the design is to reduce the number of S-

Boxes from four in 128-bit implementation to one-instance 

in 32-bit implementation at the expense of four clock cycles. 

The 128-bit data takes four clock cycles to enter the first 

round from the RAM (in chunks of 32 bits), then each round 

takes eight clock cycles and final round takes seven clock 

cycles. As there are nine rounds and a final round, so in all 

((9 * 8) + (1 * 7)) = 79 clock cycles are used. Final data 

takes four clock cycles to store into the RAM. Thus overall 

it takes 87 clock cycles to encrypt/decrypt one set of 128-bit 

data. Main advantage of hardware implementation is high 

performance and maintaining the capability of 

reconfiguration. Recently efforts has been performed for the 

implementation of different algorithms on FPGA. 

In software implementation different platform is 

chosen like desktop pc, Symbian OS etc. here c 

programming language is chosen. The reason for selecting C 

as programming language was because compiled high-level 

languages like C are generally better adapted to optimizing 

performance than interpreted Language like Java and the 

development tool supports C and C++. A program translated 

by compiler is often much faster than an interpreter 

executing the same program. Therefore a software 

implementation of AES algorithm in standard C would 

produce better performance results than say a Java 

implementation. The software implementation has two types 

1) By enabling a instruction and data cache 2) Without 

cache. The purpose of enabling the caches was to provide 

fast access to frequently used program instruction and data.  

 



Real Time Voice Encryption System 

(IJSRD/Vol. 2/Issue 03/2014/085) 

 

 All rights reserved by www.ijsrd.com 305 

Here Desktop PC is chosen for software 

implementation in this C programming using Visual C++ 

6.0 compiler and targeted it to Desktop PC. The popularity 

of the Symbian operating system coupled with the excellent 

developer support was the key factor in our choice of 

application development environment. It also provides an 

opportunity to represent a targeted device type. UIQ and 

Series 60 are the two user interfaces available for Symbian 

OS for which third-party developers can write C/C++ 

applications. The simulator runs under Metrowerks 

CodeWarrior IDE 

Now we show comparison of both 

Usage Encryption/Decryption 

Achieved speed 6.646ns(150.5 MHz) 

Data Rate 221.4 Mbps 

Table, 3: Comparison Values of Different Parameters 

Hardware implementation easily supports the current data 

throughput of wireless networks and by using Vertex FPGA 

of higher speed grade, it can easily support future data rates 

up to 250 Mbps 

 

s/w on 

FPGA 

without 

cache 

s/w on 

FPGA 

with cache 

Desktop 

PC 
PDA 

Key 1.4 0.14 0.0055 0.008 

Encryption 119.7 11.2 0.019 0.3 

Decryption 138.57 12.86 0.029 0.4 

Table. 4: Various Parameters for Hardware and Process. 

The Table 4 shows the time taken, in milliseconds, by AES 

algorithm in software to encrypt/decrypt one full-size packet 

i.e. 1504 bytes of data on different platforms.  

As can be seen from the table, none of the software 

implementations of AES on FPGA support data rate of more 

than 10 Mbps and is therefore not suitable for current 

WLAN security protocol. However, implementation of AES 

on Desktop PC and PDA environment supports the 

sustained data rate of 245 Mbps and 40 Mbps respectively. 

Since the sustained date rate of 54 Mbps is never achieved, 

the current implementation on PDA environment supports 

the required data throughput. But for future WLAN, 

software implementation will not be sufficient and will 

require a separate piece of hardware to perform the 

cryptographic operations. Thus the algorithm is 

implemented in pure hardware and the results obtained are 

shown in Table 4. 

VI. SIMULATION RESULTS 

 
Fig. 4: Encryption Waveform 

 
Fig. 5: Decryption Waveform 

 
Fig. 6:  AC’97 Waveform 

 
Fig. 7: Top Module Waveform 

VII. CONCLUSION 

Many encryption application is made earlier which is only 

for data encryption from study of IEEE paper we conclude 

that voice encryption system is made but there is not reliable 

means there is some problem occurs in this systems so here 

by using an AES algorithm and Audio Codec ‘97 we 

develop a new application which is real time voice 

encryption system. 
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