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Abstract--- In this paper, a mechanism of manipulating data 

means encrypting and decrypting data in Electronics Code 

Book (ECB) mode is introduced using AES cryptographic 

algorithm. AES is a symmetric key encryption algorithm 

which process data in block of 128 bits using key expansion 

module which uses key scheduling. Implementation of AES 

encryption engine needs to consume a large number of 

hardware resources. This paper enlightens on higher 

performance and security without key expansion module. 

This design uses same key for each operation of Rijndeal 

Algorithm by using look up table for Substituting bytes for 

encryption as well as for decryption by which logic 

resources have been largely reduced. Experimental results 

prove that this implementation with the ECB mode which 

uses same key provides the ability to secure data in a better 

efficient way.  

Keywords: Advance Encryption Standard, Electronics Code 

Book, Key Expansion. 

I. INTRODUCTION 

The field of Information security and the sub field of 

cryptographic algorithms are both continuously evolving 

and expanding fields. The use of cryptographic algorithms 

provides security to web servers and services at the transport 

layer, by providing encryption and authentication to data 

transfer. The AES encryption and decryption IP cores 

implement the Rijndeal algorithm which is designed by 

Vincent Rijmen and Joan Daemen, as described in the NIST 

Federal Information Processing Standard (FIPS) 197 
[1]

.  

AES provides security though various 

mathematical transformations that are secure enough against 

known attacks. AES has a fixed block size of 128 bits, and a 

key size of 128, 192 or 256 bits.
[2]

 Here 128 bit key is used 

that can reduce logical implementation without 

compromising security. AES operates on 4x4 column major 

order bytes, termed as states. Plain Text is transformed into 

cipher text by going through various states by mathematical 

operations. Here for 128 bit keys, 10 rounds of repetition 

occur including initial round, final round and in between 

rounds. In general AES, for encryption, initial round is done 

with AddRoundKey operation. In between rounds includes 

SubBytes, ShiftRows, MixColumns and AddRoundKey 

operation. Last Round does not have MixColumns operation 

followed by the key expansion module by using key 

scheduling. We can encrypt the data by eliminating the key 

expansion module by using ECB mode which uses same key 

for each of the round.  That leads to reduction of use of 

hardware resources and complexity that makes the design 

faster and efficient.  

II. ENCRYPTION WITHOUT KEY EXPANSION MODULE 

AES Encryption process takes plain text as its input. As 

shown in Fig.1 below the state vector goes through 

mathematical transformation and the resultant is the cipher 

text.  

 
Fig.1, AES Encryption 

 

The encryption process starts from bitwise EXOR of plain 

text and key. Then after nine similar rounds are executed to 

scramble the data starting with SubBytes which uses SBox 

lookup table that is comprise with 256 entries of 8 bit data. 

That is substituted to in place of the state values of initial 

round output.  

Then ShiftRow operation shifts the second row, 

cyclically one bit to the left, third row for two times and 

fourth row for three times to the left. The first row is not 

shifted at all. Then in MixColumns operation matrix 

multiplication is done with the state columns one by one 

with the fixed matrix The transformation operates on the 

State column-by-column, treating each column as a four-

term polynomial. The columns are considered as 

polynomials over GF (2
8
) and multiplied 1 with a fixed 

polynomial a(x), given by a(x) = {03} x
3
 

+ {01} x
2
+ {01} x 

+ {02}.
 [1]

 Then again AddRoundKey operation is done. 

After nine such rounds final round is executed where 

MixColumns is not calculated and the final encrypted data is 

generated. 

III. ECB MODE 

ECB is used as the block cipher mode. Block cipher mode is 

suitable for the secure cryptographic transformation.  The 

ECB is the mode in which all the blocks are encrypted or 

decrypted individually. It supports parallel processing unlike 
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all other modes like Cipher Block Chaining, Propagating 

Cipher Block Chining, Cipher feedback, Output feedback. 

Blocks are not independently processed in such block cipher 

modes. The input is dependent on the output of previous 

stage. Here because of the same cipher key is used and 

encrypted into identical cipher text, it is less used.  

 
Fig. 2: Encryption using ECB mode  

 
Fig. 3: Decryption using ECB mode 

[3] 

But here we have used as AES deals with ECB 

problems as it is a secure manipulation and scrambling of 

data mechanism. ECB is used to decrease the hardware 

complexity of the overall design by using same key for all 

the rounds in encryption as well as in decryption.   

 In ECB mode, for encryption, the plain text is 

given to the cipher engine encryption ECB mode where 

cipher key is provided and cipher key is generated.  For 

decryption, the cipher text is given to the cipher engine 

decryption ECB mode where cipher key is provided then 

from that original plain text is generated. 

IV. DECRYPTION WITHOUT KEY EXPANSION MODULE 

AES decryption is inverse operation of the encryption. AES 

Decryption process takes cipher text as its input. As shown 

in Fig.4, the state vector goes through mathematical 

transformation and the resultant is the plain text which we 

have given as input to the AES Encryption. 

Here, first bitwise EXORing is done between 

cipher key and cipher text in AddRoundKey operation. Then 

the inverse rounds are executed. Unlike as encryption, first 

InvShiftRows is executed in all rounds where second row is 

cyclically shifted one byte towards right. Third row is 

shifted twice and fourth row is shifted thrice. Here also first 

row is kept unchanged. We can observe that ShiftRows & 

InvShiftRows are inverse operations.  

Now, this shifted output state gets substituted by 

corresponding values taken from the InvSBox that is look-

up table for InvSubBytes operation having 256 entries of 8 

bit data.  After this substitution process bitwise EXOR is 

done in AddRoundKey operation. At last InvMixColumns 

operation occurs. It is inverse of the MixColumn 

transformation but the fixed polynomial a
-1

(x), given by a
-

1
(x) = {0b} x

3
 

+ {0d} x
2
+ {09} x + {0e}. 

[1] 

 
Fig. 4: AES Decryption 

In the last round, InvMixColumn transformation is 

not done and the output of AddRoundKey of last stage is 

taken as the decrypted data. Thus, we can do encryption and 

decryption, both without using key expansion module that 

leaves hard impact on performance of the AES.   

V. REDUCING HARDWARE COMPLEXITY 

Algorithmic optimization can lead us to reduce hardware 

complexity. Eliminating one of the modules without any 

changes in security standards can give us optimized design. 

Here, ECB mode is used that uses same key for every block 

of the design. If we go for key scheduling and generate a 

round key then it is time consuming, parallel processing 

cannot be done. Using identical key for each block is time 

saving.  This makes the design faster. 

Even for key scheduling, to generate a round key, 

we need to specify a RCON register having specific value 

that is user defined. It is a round constant word array and it 

is EXORed with the rotated output of the key. Another 

function called  Rotword () that is used in the key expansion 

module that takes a four bytes word and performs cyclic 

permutation operation that is used for EXOR operation with 

the RCON register value.
[2]

 These make the large iteration 

repeating again and again which makes the algorithm slower 

and complex. When it comes to security, the AES without 

key expansion module gives great encrypted data which 

cannot be decrypted easily. 

Subword () is used to take a four bytes input word 

and applies an S-Box to each of the state bytes 

independently 
[2]

. So we need extra look up table to design 

Key expansion module that gives more hardware 

complexity. Moreover, for a parallel architecture of AES 
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design, it usually needs several tables. For example, in a 

high-speed design of 128-bit AES, we usually need total 20 

S-box modules and 16 inverse S-box modules. In which, 

there are 16 S-box modules 

used in implementation of function SubBytes. Four S-box 

modules are used in implementation of function Key 

Expansion. And 16 inverse S-box modules are used in 

implementation of function InvSubBytes. In this case, a 

substantial amount of hardware resource will be occupied if 

SubBytes and InvSubBytes use respective tables in 

encryption and decryption. It is desirable to obtain a 

simplified way so as to reduce the hardware complexity. 

Hence if don’t use key expansion module in our design then 

we can save lots of logic resources and iterative 

mathematical operations.  If we are not using key expansion, 

then key scheduling will be eliminated. Though, we are not 

using those modules. The design is secure and capable to 

encrypt or decrypt as per design requirement.  Even we 

strictly go to algorithm to design SBox and InvSBox, and 

then it will be too complex design. Hence it is fruitful to use 

lookup tables as the design of SBox and InvSBox. 

 
Fig. 5: Circuit Diagram of MixColumns Operation for one 

column 

As shown in Fig. 5 Just for one column 

transformation of MixColumns operation so many 

combinational circuits are required which leads to higher 

amount of hardware utilization of overall design. By using 

ECB mode processing can be made parallel if we have 

multiple encryption processors, they can encrypt or decrypt 

different blocks, independently.
[8]

 This can increase the 

speed of the algorithm. The error generation does not affect 

other executions. If one block gets error, another block can 

be encrypted or decrypted without any problems. Various 

methods such as resource sharing, pipelining, sub pipelining 

that comes into architectural optimization are used to reduce 

the critical path and area issues between encryption and 

decryption.
[6]

 No week or semi week keys are identified for 

the AES algorithm, and there is no restriction on selecting a 

key.
[1]

   

The area of the architecture of this design can also 

depend on how many rounds are there in a loop. So if we go 

for higher range of keys like 192 bits, 256 bits then, number 

of rounds increases. The result is increase in area. So if we 

go for higher security, we need to compromise to area. AES 

design with key expansion module and having large key 

length then the hardware utilization will be extreme high. 

Hence to have secured, less complex and fast AES 

algorithm we need to balance between each and every 

parameter of the algorithm. In this design, with keeping area 

and security in mind, design has been prepared. 

VI. SIMULATION RESULTS 

AES crypto core design is done using verilog language 

using Xilinx we will have the design of the AES crypto 

core. Verilog is intended to be used for verification through 

simulation, for timing analysis, for test analysis and for logic 

synthesis and Xilinx ISE is a software tool developed by 

Xilinx for synthesis and analysis of HDL designs. Here 

Mode = 1, which determines that the top module is doing 

encryption. 

 
Fig. 6:  Simulated Waveform of Top Module (Encryption) 

 Here Mode =0, which determines that the top 

module is doing decryption. 

 
Fig. 7: Simulated Waveform of Top Module (Decryption) 

 Detailed Top module is shown in below figures 

those are derived via ModelSim PE Student Edition 10.3; 

ModelSim is a widely-used logic simulation tool for 

verification and debugging of digital circuits. Below figures 

showing outputs of all the rounds used processed in the 

algorithm for encryption and decryption that is as per 

Advance encryption standard. 

 Here as shown in below Fig. 8, the data given as  

Input         : 00112233445566778899aabbccddeeff 

Key           : 000102030405060708090a0b0c0d0e0f 

Mode        : 1 

Output      : caa853032c6d94b35755fd8b2e0b1483 

 After all rounds are completed, at last we got the 

output as cipher text. These modules have been checked for 

bugs if there is any by HDL companion lint tool. Linting is a 

formal check of rules of verilog language.  

 
Fig. 8: Simulated Waveform of Detailed Top Module 

(Encryption) 

For decryption, the same output is taken as the input. 

Input         : caa853032c6d94b35755fd8b2e0b1483 

Key           : 000102030405060708090a0b0c0d0e0f 

Mode        : 1 
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Output      : 00112233445566778899aabbccddeeff 

 This design outputs are secure enough without use 

of key expansion module 

 
Fig. 9: Simulated Waveform of Detailed Top Module 

(Decryption) 

VII. SYNTHESIS  RESULTS 

Logic Synthesis means converting higher level design into 

lower level design. Logic synthesis is a process of 

converting a high level description of design into an 

optimized gate level description of the design into an 

optimized gate level presentation, given a standard cell 

library and certain design constraints. The reports shown 

below are generated using Xilinx Vivado Tool. Synthesized 

design has so much information about combinational 

circuits and gate level information. 

 Timing Report A.

By providing various clock, input delay and output 

delay, we can get the timing summary that is shown below 

for this design, 

 
Fig. 10: Timing Summary 

Where we can see that this design is meeting all set 

timing constraints are met. Synthesized design also gives 

information regarding power consumption by all the gate 

level designs. 

 Power Report B.

 
Fig. 11: Power Summary 

 As observed from the results, most power is 

utilized by signals used in the AES design and total on-chip 

power is 0.361 w. This power report is generated on basis of 

synthesized netlist.  

 Utilization  Report C.

Utilization report gives information about which component 

have used how much area in this design. IO pins have used 

the most area that is available to them. 

 
Fig. 12: Utilization of Synthesized Design 

LUTs, Look up table entries are suing 99% of the 

resources available. All the registers are utilizing 29% of 

available hardware resources.   

 
Fig.13: Utilization Summary 

Graphically, utilization report is shown below, 

 
Fig. 14: Utilization Summary Chart 

VIII. CONCLUSION 

I have considered some of the core concept of involved in 

cryptography and cryptographic protocols. The 

implementation is designed in Verilog language featuring 

core aspects of AES including support for 128 bit key size 

with fixed 128 bit block size. Here without key expansion 

module this design provides security and reduces utilization 

of hardware resources. This design is   enhanced by using 

ECB mode as block cipher mode in this design. We can 

simplify the design rather than making it complex. 
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