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Abstract— World Wide Web is now an omnipresent entity 

and the web has influenced the process of engineering. 

We’ll elaborate this topic by covering topics such as the 

security issues and the semantics involved in this complex 

process. The web is a very volatile place and this may lead 

to outside interference resulting in lack of integrity of our 

data, hence it is important to maintain the integrity. This 

paper also includes the operations and maintenance jobs that 

can assist us take the next step in the engineering process. 
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I. INTRODUCTION 

Web is a ubiquitous entity and it can streamline the process 

of engineering into a wholesome commodity. The web 

based system development without particular releases as is 

the convention with regular software. Web Engineering isn’t 

a duplicate of software engineering as it is presumed to be 

even though each of them includes software development. 

 

Web engineering adopts many software engineering 

ideologies such as system analysis and design, hypertext and 

hyper media engineering, user interfaces development and 

human computer interaction. A precise web based system 

development and deployment is a process, not an event as 

many people think of it to be. Web engineering is a holistic 

approach and it deals with all the facets of web based system 

development ranging from conception and development to 

performance evaluation and continued maintenance. 

There are various maintenance issues involved in 

web application development such as identifying the user 

group, content maintenance strategy and assuring valid, 

accurate and complete data. Content management systems 

will hence provide a revamped technique of web 

engineering to inculcate better development speed and 

maintenance effectiveness. 

Security too is a very complex target to achieve in 

today’s high speed web enabled business environment filled 

with all kinds of data.Firstly, there is an attempt to identify 

specific web engineering elements that need to bereserved 

before the assessment from a security perspective. The 

second step is that these elements will help improve the 

security and make the Security Improvements Initiatives be 

more effective [1]. 

II. WEB SECURITY 

Currently the web engineering project majorly includes 

principles such as time sensitive development environment, 

a diverse end user population and usability focused result. A 

common exclusion from this list is security, which we 

believe is of prime importance in the present day scenario. 

An example of the importance of security was recently 

established in McAfee’s report where a Deloitte external 

examiner left a backup CD is an airline seat pocket. This CD 

contained integral information such as names and stock 

information and past and present day McAfee employees. 

So as to counter human short comings processes should be 

developed so that they aid in the minimization of breaches 

resulting from human inadequacies.  

It is well said “The problem is, building secure software 

is not easy.” According to a survey conducted by William 

Bradley Glisson and Ray Walland of the University of 

Glasgow in their paper of Web Engineering Security: 

Essential Elements, the five essential elements in security 

are [2]: 

(1) Web Application Development Methodology 

(2) Web Security Development Process Definition 

(3) End Users Feedback 

(4) Job Related Impact 

Web Application Development Methodology: A 

web application development methodology is essential in 

use in an organization; it can be of two types – explicit and 

implicit. An explicit helps foster mental understanding 

among existing employees and can be used to help new 

employee training. A web application development 

methodology also integrally provides a proper structure to 

the development environment. 

Web Security Development Process Definition: It 

is essential that each company should define a few terms so 

as to ensure there is no discrepancy in the security process. 

A company should understand what security means to a 

business and to a web application and what a web 

engineering development process includes. A web 

engineering security process should include security 

information that is prevalent in the web engineering security 

methodology. Clearly defining the web security 

development process will help to encourage clearer 

communication among employees and help with future 

employee training. 

End Users Feedback: It is noted that there is a lack 

of end user feedback in the internet development process. If 

a development process does not attempt to secure feedback 

from the end users this may result in large problems with the 

development process alignment with the needs of the 

business. The idea of including end users in the security 

aspect of the application development process is in the brand 

new one. This has been covered in previous topic such as 

Saltzer and Schroeder’s psychological acceptability. Their 

viewpoint was of reducing mishaps through human interface 

design but it does not address end user involvement in 

testing or observation. 

Job Related Impact:It is found that majority of the 

organizations do not have a job related impact for not 

following the software development process.There should 

be a job related impact in association with the security 

process compliancy.One solution is to stress on positive and 

negative reinforcements. The basic idea behind it is to 

revolve around the individuals that stick to the security 

process.On the other side of this issue there has to 

repercussions for the employees who do not follow the 

organizations security needs. 
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III.  OPERATIONS AND MAINTENANCE 

A modern method of web engineering is content 

management systems which help us improve the 

development speed and maintenance effectiveness. A 

system that supports the collection, creation, administration, 

publication and distribution of information is called a 

content management system (CMS). A CMS may be 

explained as a group of business rules and editorial process 

implemented on the content by the employees of an 

organization so as to align their efforts of online publication 

with the business aims of the organization. Present day web 

applications apply these CMSs so as to get efficient and 

effective control over their web content [3]. 

Web CMS is a particular kind of CMS which 

primarily focuses on web content. In spite of the utilization 

of WCMS in order to support their web applications the 

management of web based content has turned out to be a 

burden in terms of maintenance. According to Goodwin, 

Bames and Vidgen in their paper Web Content 

Management, WCMS play an integral role as a part of a 

practical response to a pressuring business problem and also 

in part a technology boost of software providers [4]. The 

second half of the statement could explain the dearth of 

organization readiness that the industries are facing in the 

present day world. 

Most organizations today are unable to cope up 

with organizational process when implementing the WCMS 

product according to a study by JurriaanSouer and Paul 

Honders [5]. The research area addressed by them is defined 

as “The application of systematic and quantifiable 

approaches to(concepts, methods, techniques and tools) cost 

effective requirements analysis design implementation, 

testing operation and maintenance of high quality web 

applications” which in layman’s terms means Web 

Engineering.  

Upon comparing traditional information system 

with WCMS based web applications a few specific web 

based issues are observed in the field of operation and 

maintenance: 

(1) Finding the user group: This is an integral 

identifying characteristic in comparison to legacy 

information systems. The organizational 

dependencies of the various sections and jobs do 

not determine the primary users of web application 

and thus no one can be pointed out. 

(2) Content maintenance strategy: A major issue is 

posed by the development of content and its related 

shape and navigation. The content stored within a 

web application is always being updated along with 

its functioning and anatomy since it is key to the 

overall organizations profits. 

(3) Ensuring validity, accuracy and completion of 

content: For a web application to remain important 

overtime the content has to be updated so as to 

reflect the variations in the environment. This in 

turn leads to valid, accurate and complete data. All 

in all up-to-date content is a must. 

(4) Operational content management activities – 

synchronization: Maintaining information and 

scaling the website shape and functions are two 

huge points that must be weighed in so as to ensure 

coordination in the content maintenance strategy.  

(5) Management of external content providers: 

Outsourcing of the content by the producers to the 

consumers can be done by organizations. Also 

external parties and web sources can be joined to 

form a single website which can provide content. 

These websites are colloquially called ‘mashups’. 

Lastly, such dependencies may be a big gamble for 

the organizations. 

WCMS Framework developed by the authors 

JurriaanSouver, Paul Honders, Johan Versendaal and Sjaak 

Brink Kemper specifically addresses the issues of content 

management process. The WCMS is a set of predefined 

guidelines. It can be divided into three managerial levels: 

strategic, tactical and operational. 

Overview of the WCMS Framework 

A. Strategic Management: 

This process consists of activities such as specifying the 

objectives, the various plans and policies which end up 

providing better management of information resources, 

which together make up the whole web strategy. 

B. Tactical Management:  

This field turns the basic strategic planning into functions 

with planning and control process quality and contract 

management and budget planning. The human beings ability 

to work also requires adequate management which is 

fulfilled by the planning and control process. 

C. Operation Management: 

The development and maintenance of the actual web content 

is the responsibility concerning operation management. It 

consists of production management, page definition, 

standards management and change and improvement 

management. 

IV.  WEB SEMANTICS 

The Sematic Web idea was first conceived by Tim Berners 

Lee who planned to have a web of data in the way of a 

single central database of information instead of a huge 

collection of webpages. Automatic linking of data across the 

various applications is enabled by Semantic Web Services 

(SWS). 

As is the common misconception, SW doesn’t 

seem to replace the current structure of web. They are just a 

way to go beyond from the current software by adopting 

software engineering and intern SW, it shall provide 

standardization and reduce the difficulty associated with 

finding the precise information. The inclusion of software 

engineering process to SW requires various changes that 

need to be adopted in each life cycle phase of the common 

software engineering process along with its umbrella 

activities such as change management and risk management 

which are integral to the quality. 

 

According to the research conducted by 

NiyatiBaliyan and Sandeep Kumar, there is a dire need for 

application and development tool support [6]. Software 

engineering framework has to be developed keeping in mind 

SW, so that smooth adaptation can take place. The 
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transmission from WS to SWS isn’t predefined. It can be 

done through Model Driven Architecture (MDA); 

ontologycan be regarded as the vocabulary of concepts and 

it is the preferred choice for such models. Producing 

meaningful and proper understandable code from seemingly 

abstract and incomprehensible modelling diagrams, which is 

also termed as forward engineering is the focus of MDA. 

In the present day scenario, majority of the books 

available are focused on reengineering since the SW trend is 

on the rise. Hence, existing apps are changing so as to 

exploit the benefits.  However in the future we shall have to 

ensure that SW is incorporated in the initial phases of the 

lifecycle itself.People have been trying to define the 

requirements of SW software and service which is basically 

semantics of web content that the machine can understand. 

However there is not any approach present in the market 

that is mature or complete enough to be called software 

engineering framework. 

There are plenty of frameworks constructed around 

SWS approaches but a single SE framework for SWS is still 

not out there. This is an open problem to supply a standard 

SE process for software that is enabled with SW.The aim of 

the research that was conducted wasto understand how SW 

can benefit from a SE process which is particularly 

constructed in such a way so as to complement SWS [7]. 

For applications such as health care, we need to ensure 

proper linking of data so that the automated process is 

standardized. This can be done by adapting the SE to SW. 

As the Bob Dylan says “The times they are a 

changing”, so is software engineering because of the fact 

that the very concept of software is evolving. The future 

shall hold the mainstreaming of SW technology and thus it 

is integral to construct a framework for the process behind 

the construction of software on these platforms.Simple 

integration of software development techniques with service 

deployment isn’t recommended and neither is the linear 

linkage between software development and service 

deployment. The two fields must be joined in a standardized 

yet flexible manner. 

V.  CONCLUSION 

After reviewing the four papers, we have come to the 

conclusion that web engineering is an essential element in 

the software development process. It provides security 

which is the most important issue of development of any 

software. The operations and maintenance of the system is 

carried out using Web Content Management Systems.The 

web engineering application can be further extended to 

various disciplines such as widespread mobile web 

applications and automatic testing methods and tools. 
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