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Abstract--- Web Service is a type of service that relies on 

XML messaging format over the internet. Web services has 

evolved over the years along with the growth of internet. 

Privacy preserving has turned out to be of vital importance 

for all users whose data needs to be stored and managed 

securely without disclosing details to a third party. 

Confidentially of user data can be achieved by using a 

suitable encryption scheme that makes it nearly impossible 

for an intruder to decrypt without having the key. The DES 

encryption Algorithm can be used for this purpose over the 

data that is stored in the Hippocratic database. Hippocratic 

database ensures the security and privacy of data stored in 

relational database systems. It permits only authorized users 

to access and modify their data. 

Keywords: - privacy policy, web service, security, 

encryption. 

I. INTRODUCTION 

Web service [5] is any kind of service that could be 

achieved over the internet. It is not confined or restrained to 

any programming language or operating system. Web 

service technology has even extended to the government and 

business sectors and is now being extensively utilized. Some 

real time examples of web services that could be highlighted 

include e-commerce where a user could perform 

transactions, make purchases and even book an airline ticket 

online. During the usage of the web service, users may have 

to reveal personal details including credit card number, bank 

account details etc. These details should be efficiently 

managed leaving them private and confidential at all times. 

 A third-party attack on database can either cause 

manipulation of stored information or retrieval of private 

data leaving the database [7] in a vulnerable state. 

Unauthorized access and intruder invasion into user’s 

confidential matters lead to in-depth financial loss. This will 

eventually result in lack of trust to continue using the 

services over the web. Incorporating data security is highly 

important and mainly focuses on the following goals [2]: 

maintenance of integrity of stored data, preservation of 

confidentiality of user revealed information, availability of 

user stored data whenever a request comes in from the user. 

 Hippocratic database [1] involves conjoining of 

privacy preservation techniques along with the proper 

management of stored vital information. In order to improve 

the security of stored database details, the information are 

encrypted before storing in the database. An efficient 

encryption algorithm like AES could be utilized for this 

purpose. 

II. LITERATURE SURVEY  

The concept of Hippocratic Databases was introduced by 

Agarwal [4] in 2002 to accomplish strict privacy preserving 

rules. This technology aims to automate and integrate 

privacy preserving policies within databases [3]. Hippocratic 

Databases not only protect the privacy information of the 

database users but also of the database itself. 

The Hippocratic databases are based on some 

principles like compliance, safety, limited collection, 

accuracy, limited retention and use and purpose 

specification. These databases use a standard and centralized 

annotation of privacy preserving rules by means of privacy 

policies. Natural languages P3P and EPAL are used to 

define these privacy policies which are found outside the 

database. The results obtained from the processing of natural 

languages outside the system are then translated to an 

equivalent Hippocratic database. This shows that the tables 

obtained from the policy rules are now found in the 

Hippocratic database. 

In 2008, Bhatti has researched on Hippocratic 

databases in medical information and business intelligence 

systems.  

In 2004, J. Byun, E. Bertino, N. Li., proposed 

security in relational databases where it makes use of P3P 

which is known as Platform for Privacy Preference. This 

standard ensures privacy by controlling the personal 

information given by the users while they log on to different 

websites over the internet. The privacy details of the user 

such as who can access the data, what data is collected and 

for what purpose, the duration for which the data will be 

stored in the websites are encoded to machine readable 

format by the use of P3P.  

In 2000, Ravi Sandhu and Fang Chen proposed 

multilevel security in relational databases where every detail 

of the user information are divided into different security 

levels and security clearance is assigned to each user. This 

allows users to access only those data to which they have 

security clearance. Hence there will be no flow of 

information from high security level to lower security level. 

In 2004, Lefevre proposed an approach which 

defines the privacy policies in database systems. This 

approach makes use of the principle limited data disclosure. 

Here the control of allowing which users to access whose 

information is maintained by the data providers. The models 

used in this approach are query semantics and table 

semantics. 

Features of Hippocratic database 

The Hippocratic database system [8] are based on 

the following principles which are described below  

 Purpose Specification – The purpose for which the 

personal details have been collected should be specified 

in the database along with the information. 

 Limited Information – The personal details that are 

collected and stored in the database should be limited. 

 Consent – The personal details and the purpose for 

storing the details should be stored only with the 

consent of the owner of the information. 

 Limited Disclosure – The personal details stored shown 

not be disclosed to a third-party for any purpose other 

than the purpose specified by the owner [6]. 
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 Limited Retention – The details should be retained only 

for a specific period of time that is until the purpose for 

which the data is stored has been fulfilled. 

 Accuracy – The details gathered and stored must be 

upto date and accurate. 

 Safety – The details stored must be protected from 

various attacks and thefts. 

 Openness – The personal details stored in the database 

should be accessible to the owner of the information. 

 Compliance – The owner of the details should comply 

with the above stated principles.  

III. PROPOSED METHOD 

 A Real Life Scenario A.

Consider the implementation of Hippocratic Database in 

Road Transport Department Online Application where 

services such as road tax, license renewal and many others 

are accessible by the user. The crucial information in this 

department include contact details of the user such as 

telephone number, residential and email address and also 

other details like identity card number and driving license 

number. 

If any e-service user of RTD wishes to renew his 

license, he wouldn’t wish to have any of his information 

retained once his transaction is over. This should be 

efficiently implemented by using the Hippocratic database 

where user details are made secure without enclosing details 

to a third party. Also, once the transaction completes, the 

RTD e-services sends him alerts regarding the availability of 

new car accessories as advertisement. He will also 

immediately receive notification of the expiry date of his 

license. 

In the current scenario, if the user wishes to retain 

acquire the notification message about the expiration date 

but not the availability of new car accessories, Hippocratic 

database should be accordingly designed to meet his needs 

and requirements. 

 Architecture Of Hippocratic Database B.

 

Fig. 1: Architecture of Hippocratic Database 

The main components in the architecture of 

Hippocratic Database include Active Directory, the User 

Interface and the Hippocratic Database. The Active 

Directory acts as the registry where registered user details 

are stored. The User Interface serves as the platform where 

user can make queries to the database or may update any 

stored details. The Hippocratic Database proves to be the 

heart of the architecture where entered details of the user are 

stored and managed in a highly secure manner. This could 

be achieved by implementing the DES algorithm for 

encryption of user information. 

 (a) DES Algorithm C.

 
       Fig2: DES Algorithm 

The DES Algorithm is the encryption algorithm 

used by the Hippocratic Database that encrypts the user 

entered details thereby not disclosing details to any outsider. 

The algorithm is fed two inputs: the plaintext to be 

encrypted as well as the key. The plaintext should be 64 bits 

in length and the key should be of 56 bits. 

The processing of the plaintext is carried out in 

three phases. First the plaintext is made to pass through an 

initial permutation (IP) that rearranges the bits to produce 

the permuted input. This phase is followed by another phase 

comprising of 16 rounds that includes both substitution and 

permutation functions. The 64 bits produced as output from 

the last round becomes a function of the inputted plaintext 

and the key. 

The preoutput is computed by swapping the left 

and right halves of the output. This preoutput is passed as 

input to a permutation (IP-1) which produces the 64-bit 

ciphertext. This permutation function is actually the inverse 

of the initial permutation function. The right hand side of the 

figure shows how the key for encryption is generated at each 

stage. Initially the key also is made to pass through a 

permutation function. Then, for each of the succeeding 16 

rounds, a subkey (ki) is generated by utilizing both a left 

circular shift and a permutation. 

(b) Key Generation 

Initially the user registers into the Road Transport 

Department Online Application and provides his username 

and password details. In order to protect from any kind of 

security breach, the entered password should be first 

padded with bits to fit a particular length or may have a salt 

value applied to it. The resulting message is then hashed 

using the SHA Algorithm to produce the message digest or 

hash value of 64 bits that is stored in the database. Any 

attacker who gets hold of the hash value will not be able to 

regenerate the password from it. 

The 64 bit hash value is taken as the key in the 

algorithm from which 8 bits are used for parity. The 

resulting 56 bit key is broken into 2 halves each comprising 

of 28 bits. At each round, the halves are subjected to left 
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circular shifts separately. These shifted halves are later fed 

as input to the next round. 

IV. CONCLUSION 

The privacy preserving features of Hippocratic Databases 

have been successfully analyzed and determined. The 

personal details are stored in such a manner that only 

relevant details will be displayed to a third party and for the 

purposes specified by the owner of the information. Owner 

has full access to the information stored in the database. 

Once the purpose of storing the information in the database 

is done, then the same would be removed from the database. 

The necessary details can be updated in the database by the 

owner and retrieved as and when required. 
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