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Abstract---Vehicular networks are becoming wide 

technology in traffic system. The entities that are part of a 

vehicular communication system can be private or public 

vehicles, road-side infrastructure, and authorities, with the 

latter considered primarily as network entities. The vision 

for vehicular ad hoc networks includes the frequent 

exchange of data by vehicles to facilitate route planning, 

road safety and e-commerce applications. Poorly designed 

VANETs that permit serious attacks on the network can 

jeopardize the goal of increased driving safety. In a 

VANET, for simpler attacks than data modification exist, 

such as for example transmitting fraudulent data about road 

congestion or vehicle position, and such attacks can be quite 

damaging. Hence, security in a VANET relies upon the 

potentially more challenging problem of handling intruders. 

Currently we promote a data centric approach for handling 

intruder exemption. Among these, we identify redundancy 

as a promising approach particularly for evaluating the 

scenario of multihop protocols. Representing a message 

transfer of a multihop protocol as a directed graph, we 

derive metrics to assess communication redundancy. As a 

future work of our project we  propose to integrate the 

VANET with the inexpensive wireless sensor network 

(WSN). That is sensor nodes are deployed along the 

roadside to sense road conditions and to buffer and deliver 

information about dangerous conditions to vehicles 

regardless of the density or connectivity of the VANET. We 

design a four-way handshake that allows the roadside mote 

and the information gathering car mote to mutually 

authenticate themselves, thereby preventing misbehaviour 

intrusion. 
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I. INTRODUCTION 

Vehicular Ad-Hoc Networks (VANETs) are a special class 

of Mobile Ad-Hoc Networks (MANETs) where nodes self-

organize and self-manage information in a distributed 

fashion. They contain vehicles and/or roadside units that 

assist within the management of the network Security plays 

a very important role within the system style with the event 

of VANETs. Due to the unreliable communications in 

VANETs, security protocols would like a lot of concerns, 

like privacy, authentication, and consistency of messages. 

However, the efficiency was unnoticed before; as a result of 

previous ways incur important communication overhead. 

Several Intrusion Detection approaches for conveyance 

unintentional networks (VANETs) are projected. However, 

not moving pretend vehicles and vehicles with a plausible 

quality model aren't thought-about in different approaches. 

Vehicular Ad-hoc Network (VANET) can be envisaged as 

the network of moving vehicles act in asynchronous and 

autonomous fashion. Economical and scalable data 

disseminated may be a major challenge because of the 

movement of vehicles that causes unpredictable changes in 

topology. For people living in developing countries the 

sheer volume of road traffic is also a daily nuisance. The 

road traffic conditions have an effect on the protection of the 

population since one point two million people worldwide 

are calculable to be killed once a year on the roads. For this 

reason, these days the motorcar motive business and 

governments invest several resources to extend road safety 

and traffic potency, in addition on cut back the impact of 

transportation on the setting. Two communication modes 

can be distinguished: the Vehicle-to-Infrastructure (V2I) and 

Vehicle to Vehicle (V2V) communications. The first mode 

requires the use of roadside sensors for vehicles to gather 

information such as traffic signal violation warning. In the 

second mode, vehicles can  communicate directly with each 

other's without passing by the road infrastructure. The 

objective is to increase the vehicle safety by relaying 

required information from vehicle to vehicle. For example, a 

vehicle detecting an icy road could inform other vehicles 

like those traveling in the opposite direction and those 

traveling in the same lane. Road Side Units (RSUs) collect 

and analyze vehicles' real-time travel information. After 

that, the RSUs generate traffic information, which contains 

the average speed of vehicles, vehicle density, and events 

like a traffic jam. Finally, the RSUs broadcast it to the 

vehicles in a very comparatively distance. This is suitable 

for urban traffic environment. Compared with the existing 

traffic broadcasting systems, it uses RSU to collect, create 

and distribute traffic messages, and the traffic messages are 

propagated reliably with data verification mechanism. 

Therefore, it can capture the real-time traffic information 

accurately, and meets the requirements of reducing traffic 

jam and improving road safety. To allow V2V 

communication, vehicles must form some kind of network, 

called Vehicle Ad hoc Network (VANET). VANET is a 

Mobile Ad-hoc Network (MANET) that has vehicles as 

network nodes. A VANET is a decentralized and self-

organizing network composed of high speed moving 

vehicles. 

II. SPECIFIC CHARACTERISTICS OF VANET 

Vehicular ad hoc networks can be considered as a special 

case of mobile ad hoc networks (MANETs). However, there 

are several important factors [2], which make this type of 

networks specific and which allow to treat them as a 

separate category. Here are the fundamental VANET 

features:  

(1) Very high dynamics of nodes resulting in fast topology 

changes. As the communication devices are put in 

within vehicles, the network nodes are way more 

mobile and that they move with a lot of high speed. 

Vehicles are restricted to maneuver exploitation roads 

and to abide by the traffic rules, therefore some quality 
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patterns will be discovered and a few statistical quality 

models for VANET are designed.  

(2) Information regarding this position, movement 

direction, current speed, town map and planned 

movement mechanical phenomenon of VANET nodes 

is offered, as a lot of and a lot of vehicles are equipped 

with GPS devices and navigation systems.  

(3) VANETs have lack of energy constraints, higher 

machine power and much unlimited memory capability, 

compared to other ad hoc networks (especially to 

sensing element networks).  

(4) VANET networks are sometimes of terribly giant size 

(case of traffic jams) however additionally during a 

exist in an exceedingly style of several tiny, 

neighboring networks with a high chance of rending 

and connection.  

(5) There is a giant diversity of VANET services and 

applications, and matched communication is a smaller 

amount necessary than some intelligent broadcast (for 

example geocast) needed by most safety connected 

applications.  

A. Security Challenges in VANET 

           VANET poses a number of the foremost difficult 

issues in wireless ad hoc and detector network analysis. 

additionally, the problems on VANET security become 

more challenging due to the distinctive options of the 

network, like high-speed quality of network entity or 

vehicle, and extremely great amount of network entities 

specifically, it's essential to create sure that “life-critical 

safety” data can't be inserted or changed by an attacker; 

likewise, the system ought to be ready to help establishing 

the liability of drivers; however at a similar time, it ought to 

protect as way as possible the privacy of the drivers and 

passengers. It is obvious that any malicious behavior of 

users, like a modification and replay attack with regard to 

the disseminated messages, might be fatal to alternative 

users [4]. VANET security ought to satisfy the following 

needs:-  

Message Authentication and Integrity:  

Message should be protected against any alteration and 

therefore the receiver of a message should corroborate the 

sender of the message. However integrity doesn't essentially 

imply identification of the sender of the message.  

Message Non-Repudiation: 

 The sender cannot deny of sent an information message.  

Entity Authentication: 

The receiver isn't solely ensured that the sender generated a 

message, however additionally has evidence of the liveness 

of the sender.  

Access Control: 

Access to specific services provided by the infrastructure 

nodes, or different nodes, is decided locally by police. As a 

part of access management, authorization establishes what 

every node is allowed to try and do in VANET.  

Message Confidentiality:  

The information of a message is kept secret from 

unauthorized to access it.  

Availability:  

The network and applications ought to stay operational even 

within the presence of faults or malicious conditions. This 

means not solely secure however additionally fault-tolerant 

styles, resilience to resource depletion attacks, further as 

survivable protocols, that resume their traditional operations 

when the removal of the faulty participants.  

Privacy and Anonymity:  

Conditional privacy should be achieved within the sense that 

the user connected info, as well as the driver’s name, the 

license plate, speed, position, and traveling routes at the side 

of their relationships, has got to be protected; whereas the 

authorities ought to be ready to reveal the identities of 

message senders within the case of a dispute like a crime/car 

accident scene investigation, which may be accustomed hunt 

for witnesses.  

Liability Identification: 

Users of vehicles are liable for their deliberate or accidental 

actions that disrupt the operation of other nodes, or the 

transportation system. Several attacks are known which will 

be classified depending on the layer the attacker uses. At the 

physical layer and link layers the attacker will disturb the 

system either by jamming or overloading the channel with 

messages. Flooding false messages or rebroadcasting a 

recent message is also an attainable attack.  

Jamming:  

The jammer deliberately generates interfering transmissions 

that prevent communication within their reception range. In 

the VANET scenario, an attacker can relatively easily 

partition the network, without compromising cryptographic 

mechanisms and with limited transmission power.  

Impersonation:  

An attacker can masquerade as an emergency vehicle to 

mislead other vehicles to slow down and yield. An 

adversary can also impersonate Road Side Units, spoofing 

service advertisements or safety messages. So an 

impersonator can be a threat. Message fabrication, 

alteration, and replay can all be used towards impersonation. 

B. Misbehavior Detection Scheme (MDS) algorithm: 

Security and privacy in VANETs involve the following 

important issues: authentication, location privacy, 

misbehavior detection and revocation. Amongst these 

authentication, location privacy and revocation has received 

a lot of attention. In this section we give a brief overview of 

the existing work on these three issues. 

         Authentication is done using two techniques: 1) group 

signature schemes and 2) pseudonyms. Pseudonyms also 

help in privacy protection. In a signature scheme, each user 

is given a private key, with which it signs the message. Each 

user can construct the public keys of all the users. When 

another user receives the signed message, it can verify the 

signature and check the authenticity of the message. Group 

signatures were introduced to provide anonymity to the 

signers .Another area of vehicular network security which 

has received a lot of attention is revocation of nodes. Most 

of the work in this area assumes that there is an underlying 

misbehavior detection mechanism, that has detected the 

misbehaving nodes.  Revocation can either be local or 

global. 

          We present a local revocation scheme using LEAVE 

protocol. The misbehaving node is revoked from the 

neighborhood, generally by voting. used a “suicide” 

mechanism called sting, in which revocation is done locally.  

A node accusing a misbehaving node is also blacklisted by 

the neighboring nodes, along with the accused node. This 
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sacrificing behavior demonstrates that the first node is 

honest. This scheme can be attacked in the following way: 

Consider the situation in which there is a benign node 

surrounded by misbehaving nodes. Once honest node issues 

accusation signal, it is revoked and cannot accuse the other 

misbehaving nodes. Also, if one of the misbehaving nodes 

accuses a honest node and is revoked, the other malicious 

nodes still remain in the network. A misbehaving node 

might accuse another misbehaving node and be considered 

honest by other nodes. Revocation of nodes means 

revocation of their certificates. However, the use of 

pseudonyms imply that the malicious node’s certificates 

must all be revoked. This increases the size of the 

certification revocation list (CRL).  

And also address the problem of verifying the 

validity of location information reported by neighbors. If 

wrong information is detected, the CA is contacted via the 

nearest RSU. CA knows the mapping of the pseudonym to 

the actual node ID of the misbehaving node. Convicted 

vehicle is not revoked. Instead, CA imposes a fine on it. 

Since the nodes change their pseudonyms on a regular basis, 

it might not be possible to link the alert message sent and 

the location information as coming from the same vehicle. 

We therefore impose the restriction on the lifetime of 

pseudonyms. There should be a certain time interval after 

sending an alert message, before the pseudonym can be 

changed. 

 
Fig. 1: Flowchart Diagram for Algorithm 

III. RELATED WORKS  

Ramon S. Schwartz, Anthony E. Ohazulikey, Christoph 

Sommerz, Hans Scholten, Falko Dresslerz and Paul Havinga 

[1] proposed on dissemination protocol that utilizes the 

available bandwidth efficiently by maximizing the data 

utility gain of vehicles in the neighborhood and controlling 

the network load inserted into the network. It combines both 

a data selection algorithm to distribute application data 

utility fairly over vehicles and an adaptive transmission rate 

control to limit the number of messages broadcast. High 

level of bandwidth utilization efficiency. The protocol relies 

only on local knowledge to achieve fairness with concepts 

of Nash Bargaining from game theory. 

 Nicolas Cenerario, Thierry Delot and Sergio Ilarri 

[2] proposed on dissemination protocol that vehicles can use 

to share information by using vehicle-to-vehicle 

communications. The dissemination approach considers the 

relevance of the data, represented by what we call the 

encounter probability, to decide when a rediffusion is 

needed. The protocol is able to disseminate data about any 

type of event in the network (e.g., available parking spaces, 

accidents or obstacles in the road, information about moving 

objects such as emergency vehicles that should get the right 

of way, etc.) by setting appropriate weights for the different 

factors that affect the computation of the encounter 

probability. Minimum network overload. Real time 

implementation is tedious. 

Koosha Paridel, TheofrastosMantadelis, Ansar-Ul-

Haque Yasar, Davy Preuveneers ,Gerda Janssens ,Yves 

Vanrompy ,Yolande Berbers [3] proposed on context-based 

grouping mechanism in which relevant information is shared 

in an intelligent way within and between the groups. We 

evaluate our approach based on groups with common spatio-

temporal characteristics. Context-based routing scheme and 

grouping mechanism significantly reduces the propagation 

of irrelevant and redundant information. Performance of the 

system is retarded due to transmission delay. Performance of 

the system is retarded due to transmission delay. No 

advanced realistic simulation. 

IV. SIMULATION RESULTS 

The nodes misbehave mostly because of selfish reasons, to 

reach their destinations faster. For example, vehicle might 

send false report on congestion, accident or roadblock. It is 

conceivable to believe that a vehicle does not have 

malicious intentions of causing accidents. Each vehicle 

normally sends valid and useful information. If all the 

certificates are revoked then useful information sent will be 

ignored. Therefore we argue that we do not need to classify 

vehicles according to their overall behavior, but instead to 

distinguish between correct and false information received 

from a vehicle. For example, how to verify the report about 

an approaching vehicle (possible emergency vehicle)? 

Therefore, it is important to identify false data and the 

sender efficiently, because a delay of even one second might 

cause traffic accident. This problem is termed as data-

centric misbehavior detection in contrast to entity-centric 

misbehavior detection, where the main goal is to find out 

and penalize a misbehaving node. The idea of data-centric 

misbehavior detection stems from Raya’s work on data-

centric trust, where the author considers trust on information 

rather than on the source of information. In our approach, 

we do not revoke nodes which misbehave. Instead, the 

misbehaving node receives a fine, depending upon its 

action. It can keep on sending information which might not 

necessarily be malicious.  

Intrusion detection has been studied extensively in 

the context of wireless ad hoc networks. However the 

existing solution approaches are not applicable for detecting 

malicious behaviour in VANETs 

When a packet is being transmitted to a specific 

vehicle in trouble, packet reaches both the real and 

duplicated. Solution to this problem is to prevent the transfer 

of packet to the duplicated node and make it reach only the 

real one. This is made possible and verification of correct 

delivery is done by means of checking necessary vehicular 

details. 
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Fig. 2: Frequency of send message details. 

 
Fig. 3: Data Dissemination graph before intruder arrive in 

the network 

Insider attack is a huge difficulty in case of VANET system.  

A duplicate vehicle node with the key identity of the 

original vehicle node introduced into the system is called an 

intruder. Intruder wishes to cause damage to the existing 

traffic system causing colliding acts as the original vehicle 

node is unaware of the duplicated vehicle node. 

 
Fig. 4: Attacker based Data Dissemination Graph 

When a packet is being transmitted to a specific vehicle in 

trouble, packet reaches both the real and duplicated.  

Solution to this problem is to prevent the transfer of packet 

to the duplicated node and make it reach only the real one. 

This is made possible and verification of correct delivery is 

done by means of checking necessary vehicular details. 

V. CONCLUSIONS AND FURTHER WORK 

We establish a data centric approach towards handling 

intrusion prevention into the system. And proceeding this 

we incorporate the redundancy measure of handling various 

multihop data dissemination protocols .As a future work we 

propose an integrated VANET-WSN system was proposed 

in this paper to overcome the inherent limitations of pure 

VANET-based system. In this paper automatic repositioning 

of vehicles in the system is implemented due to sensor based 

monitoring of network traffic thereby preventing accidents. 

Additionally insider attack in a VANET system is prevented 

through sensor based authenticated communication to the 

valid vehicle system so that, from then onwards message 

transfer reaches only the valid vehicle, whereas the 

duplicated remains unauthenticated. 
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