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Abstract---Present scenario in the computing world and the 

fast changing communication technologies giving us the hint 

that in near future there will be a change in the way we do 

computation today. As mobile communication and Internet 

has become our 24 hours need and today we are living in the 

era of Facebook, YouTube, Google search, twitter and 

Skype etc. Social networking is becoming a big tool to reach 

the masses faster and in larger scale. Many Governments are 

using electronic medium to reach their citizens for better, 

safer, convenient and corruption less governance. The 

requirement for large scale computing and to reach the large 

population faster is becoming a challenge to the 

governments. The concept of cloud computing is slowly –

slowly creating a new innovation in the way Information 

Technology is being proposed to be used and processed. The 

concept of cloud computing has been envisaged by the 

various governments across the globe for playing big role in 

implementing e-governance projects. In this paper I am 

making an analysis of likely role of cloud computing in e-

governance for which I will give new name G-e-C 

(Government-electronic-Cloud). 
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I. INTRODUCTION 

Cloud computing is no longer a new term for computer 

users and information technology savvy. However its actual 

meaning, application, capabilities and pros & cons are 

understood by the few. Cloud computing is defined by NIST 

as   “Cloud computing is a model for enabling ubiquitous, 

convenient, on demand network access to a shared pool of 

configurable computing resources (e.g., networks, servers, 

storage, applications, and services), software, and 

information that can be rapidly provisioned and released 

with minimal management effort or service provider 

interaction.” From this definition it emerges that one can 

draw an analogy of cloud computing likely vast use with the 

electricity grid as both are mainly meant for supplying 

vastly distributed resources and services. Figure 1 shows 

visual model of cloud computing definition [1]. As of now 

many governments have already started computerization of 

certain services by using the concept of cloud computing. 

They have to use integrated approach to all types of 

government services under the framework of more 

customized, distributed and scalable computing system and 

are termed as G-e-C (Government-electronic-Cloud) for 

achieving e-governance. 

 
Fig. 1: Visual Model of Cloud Computing 

In present situations e-governance is becoming essential for 

providing good governance. e - Government can transform 

citizen service; provide access to information to empower 

citizens, enable their participation in government and 

enhance citizen economic and social opportunities, so that 

they can make better lives, for themselves and for the next 

generation.  

According to the World Bank Website (2005), e - 

government can be defined as: “Information technologies, 

that have the ability to transform relations with citizens, 

business, and other arms of government and can serve a 

variety of different ends, better delivery of government 

services to citizens, improved interactions with and industry, 

citizen empowerment through access to information, or 

more efficient government management. The derived 

benefits can be less corruption, increase transparency, 

greater convenience, revenue growth, and/or cost 

reduction.” [2].This definition observable that e - 

government is not only the computerization of a government 

system, but contains the ability of high technology to 

achieve the high levels of improvement in various areas of 

government sectors, that provide convenient and effective 

services to citizens for improving high standards of 

governance. 

II. CLOUD COMPUTING 

Cloud computing model as shown in figure 1 and figure 2 is 

composed of five essential characteristics, three service 

models and four deployment models. 
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 Five Essential Characteristics: A.

1) On -demand self- service. 

A consumer can unilaterally provision computing 

capabilities, such as server time and network storage, as 

needed automatically without requiring human interaction 

with each service provider. 

2) Broad network access. 

Capabilities are available over the network and accessed 

through standard mechanisms that promote use by 

heterogeneous thin or thick client platforms (e.g., mobile 

phones, tablets, laptops, and workstations). 

3) Resource pooling. 

The provider’s computing resources are pooled to serve 

multiple consumers using a multi - tenant model, with 

different physical and virtual resources dynamically 

assigned and reassigned according to consumer demand. 

There is a sense of location independence in that the 

customer generally has no control or knowledge over the 

exact location of the provided resources but may be able to 

specify location at a higher level of abstraction (e.g., 

country, state, or datacenter). Examples of resources include 

storage, processing, memory, and network bandwidth. 

4) Rapid elasticity. 

Capabilities can be elastically provisioned and released, in 

some cases automatically, to scale rapidly outward and 

inward commensurate with demand.  To the consumer, the 

capabilities available for provisioning often appear to be 

unlimited and can be appropriated in any quantity at any 

time. 

 
Fig. 2: Three pillars of cloud computing 

5) Measured service. 

Cloud systems automatically control and optimize resource 

use by leveraging a metering capability at some level of 

abstraction appropriate to the type of service (e.g., storage, 

processing, bandwidth, and active user accounts). Resource 

usage can be monitored, controlled, and reported, providing 

transparency for both the provider and consumer of the 

utilized service. 

 Three Service Models: B.

1) Software as a Service (SaaS). 

The capability provided to the consumer is to use the 

provider’s applications running on a cloud infrastructure. 

The applications are accessible from various client devices 

through either a thin client interface, such as a web browser 

(e.g., web -based email), or a program interface. The 

consumer does not manage or control the underlying cloud 

infrastructure including network, servers, operating systems, 

storage, or even individual application capabilities, with the 

possible exception of limited user-specific application 

configuration settings. 

2) Platform as a Service (PaaS). 

The capability provided to the consumer is to deploy onto 

the cloud infrastructure consumer -created or acquired 

applications created using programming languages, libraries, 

services, and tools supported by the provider. The consumer 

does not manage or control the underlying cloud 

infrastructure including network, servers, operating systems, 

or storage, but has control over the deployed applications 

and possibly configuration settings for the application -

hosting environment. 

3) Infrastructure as a Service (IaaS). 

The capability provided to the consumer is to provision 

processing, storage, networks, and other fundamental 

computing resources where the consumer is able to deploy 

and run arbitrary software, which can include operating 

systems and applications. The consumer does not manage or 

control the underlying cloud infrastructure but has control 

over operating systems, storage, and deployed applications; 

and possibly limited control of select networking 

components (e.g., host firewalls). 

 Four Deployment Models: C.

1)   Private cloud. 

The cloud infrastructure is provisioned for exclusive use by 

a single organization comprising multiple consumers (e.g., 

business units). It may be owned, managed, and operated by 

the organization, a third party, or some combination of 

them, and it may exist on or off premises. 

2) Community cloud. 

The cloud infrastructure is provisioned for exclusive use by 

a specific community of consumers from organizations that 

have shared concerns (e.g., mission, security requirements, 

policy, and compliance considerations). It may be owned, 

managed, and operated by one or more of the organizations 

in the community, a third party, or some combination of 

them, and it may exist on or off premises. 

3) Public cloud. 

The cloud infrastructure is provisioned for open use by the 

general public .It may be  owned, managed, and operated by 

a business, academic, or government organization, or some 

combination of them. It exists on the premises of the cloud 

provider. 

4) Hybrid cloud. 

The cloud infrastructure is a composition of two or more 

distinct cloud infrastructure s (private, community, or 

public) that remain unique entities but are bound together by 

standardized or proprietary technology that enables data and 

application portability (e.g., cloud bursting for load 

balancing between clouds) 

III. E - GOVERNANCE 

E-Governance is a process of reform in the way and delivers 

services to external and internal clients for the benefit of 

both government and the clients that they serve. 

Governments have innumerable applications that can be 

automated. Government spending increases the productivity 

of the government and would help in decision making and 

policy enforcement etc. Applications in the government fall 

into the following broad categories: 
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Fig. 3: Types of e-Governance application 

Figure 3 lists the types of the e-Governance applications. All 

the applications fall under these categories: 

 Government to Government (G2G): A.

Various functions of the government interact to fulfill the 

work. Majority of these applications are both vertical and 

horizontal. Vertical applications target a specific 

application of the government and horizontal make it. 

These applications have a high degree of message passing 

across departments. 

 Government to Enterprise (G2E):   B.

Enterprises like Water Board, Electricity are controlled by 

the governments and should react quickly to government 

policies. Policy enforcements, security and auditing (for 

accountability) are the biggest challenges. 

 Government to Business (G2B): C.

Government interacts with various business in terms of 

policy enforcement, collection of taxes, contract 

management etc. The biggest area that falls under 

government is Contract Management. 

 Government to Consumer (G2C): D.

Government provides numerous services to their citizens. 

Different departments offer various services that could scale 

from a simple request resolution to a starting workflow 

related scenarios. 

 

 E-Governance Other Requirements: 

 Accountability Law: A.

An accountability framework for E-Governance requires an 

interactive model of building trust. It provides reassurance 

to citizens that they can collaborate with government on an 

equal footing for better governance. 

 Law for Privacy: B.

To avoid the misuse of the sensitive information, the law 

protects the privacy of personal data maintained by federal 

government. It imposes numerous requirements upon 

federal agencies to safeguard the confidentiality and 

integrity of personal data, and puts limits on the use of the 

data. 

 E-process checks and others: C.

Traceability to infrastructure changes, efficiency & 

effectiveness of the e-government projects implementation. 

IV. CLOUD COMPUTING AS A PLATFORM FOR E-

GOVERNANCE 

Cloud computing is a model for enabling convenient, on-

demand network access to a share pool of configurable 

computing resources such as network, servers, storage, 

applications, and services that can be rapidly provisioned 

and released with minimal management effort or service 

provider interaction. Since last few years many governments 

in the world have started using cloud computing as an 

alternative platform for hosting e-governance services. 

Cloud provides an attractive alternative to the common man 

as well as for organizations to transact and do business 

online. There are some key characteristics of cloud 

computing model that can help to host e-governance 

applications over internet are given in table 1. As more and 

more development and innovative cloud computing 

offerings being provided, many governments taking big 

initiatives to use cloud computing for e–governance. Some 

such examples are given in below paragraphs. 

In Japan, a document that outlines a Digital Japan 

Creation Project, dubbed the ICT Hatoyama Plan, Japan’s 

Ministry of Internal Affairs and Communications revealed 

plans to build a massive cloud computing infrastructure to 

support the government’s IT systems. Government 

formation systems are using innovative technologies such as 

cloud computing to develop the Kasumigaseki Cloud in 

stages, by 2015. The Kasumigaseki Cloud to will enable 

various ministries to Collaborate to integrate and consolidate 

hardware and create platforms for shared functions [3].  

Similarly in India, there are major initiatives that 

are being planned to tap the potential of cloud computing. 

India might soon become the first country in the world to 

deliver e-governance services to citizens using cloud- based 

IT services. The government is in a dialogue with the apex 

software industry; body NASSCOM, on how to roll out e-

governance services. [4] 

One of the biggest e-governance initiatives in 

India, the Unique Identification Authority of India (UIDAI) 

aims to provide unique biometric identity cards to the Indian 

citizens and this project will be one of the first to use cloud 

computing as a platform. According to UIDAI, the UID 

application will be architected for the cloud and will sit on 

e-governance cloud platform that will be assembled using 

open architecture and components. This might turn out to be 

one of the biggest such implementations in the world, 

considering the scale and reach to maximum possible 

numbers [5]. 

On the other hand, technology service providers are 

competing to provide cost effective and innovative solutions 

to host services on cloud. Many cloud service providers are 

partnering with governments to build and operate e-

governance platforms on cloud. If government services are 

moved to the cloud then these services can be easily 

accessed by users without the limitations of 
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country/state/organization jurisdiction and boundaries. 

Companies like Google, Rack space and Amazon in US and 

Europe are providing readymade platforms for hosting such 

initiatives. 

There are numerous technologies of ICT are 

available and all countries have to think on their capacity to 

use technical innovation for their benefits. These countries 

have to make cloud computing platform for providing more 

feasible and efficient e-solutions which improve citizen, 

intergovernmental and business access to information and 

services by supporting interoperability and collaboration. 

The typical cloud computing platform for e-governance 

application architecture includes core business important 

logic and business processes, necessary workflows and 

various application components. More importantly, 

integration with other sub-systems is more important and 

critical element in the e-government architecture as shown 

in figure 4 which indicates typical e-governance reference 

architecture. This e-governance architecture calls for 

scalability and interoperability given the various 

interconnects that are deployed. Typically a cloud 

infrastructure is built with virtualization as a key foundation 

component at all possible level like server, storage, 

application, etc. 

 
Fig. 4: An e-Governance Basic Architecture 

V. CLOUD COMPUTING SUGGESTED MODEL IN E-

GOVERNANCE 

Government services can be benefitted by cloud computing 

procedure in a big way. Every Government has a huge 

potential to use cloud computing for e-governance both in 

terms of technology and scale of data required for better and 

efficient& effective governance. Presently many 

governments all over world have taken up many projects for 

e-governance in various departments of government. Cloud 

computing model which can be suggested for e-governance 

is depicted below in figure 5. In this model the cloud 

computing services have to be planned at state/country level 

which I am naming G-e-C (Government –electronic- 

Cloud). This G-e-C has to be compatible with e-state, e-

district & e-village level. Each e-citizen/e-user has all the 

services of the government electronically linked and 

available to him/her for legal use.  In this model it is 

assumed that every e-citizen has required necessary and 

sufficient cloud computing facility at village level for all 

services offered to them such as agriculture, water, land, 

road, electricity, health, banking and education, law & order 

and administration. It is also required that all the users have 

sufficient basic skills to use the e-governance services 

through ICT. 

 
Fig. 5: G-e-C (Government-electronic-Cloud) Suggested 

Model 

As shown in figure-5 almost all government services 

functionally consist of many layers as far as manual systems 

are concerned. Without applying much change in the 

traditional levels of operation, a grid system can be set up 

which ads up more features like quick processing, 

transparency, reliable and above all accessible to common 

users.    

The political or regulatory body consists of the 

state and the highest level officials. The enforcement body 

will cover all districts and will consist of officials appointed 

by the state.  The serving body will cover divisions as well 

as sub-divisions & villages. This body will be the actual face 

of the government operations and will interact with the 

masses directly. The users are the citizen of the state viewed 

as part of a particular division or sub division. The grid 

system if incorporated will deem both government officials 

and citizen as its users as all of them will be using one or 

other services/applications available on the grid system (not 

the manual system).  

VI. KEY CHALLENGES WHILE USING CLOUD COMPUTING IN 

E-GOVERNANCE 

As nothing is perfect in this real world so is the case of 

cloud computing usage in e-governance. It has many serious 

issues which are required to be kept in consideration while 

adopting cloud computing for e-governance. One key 
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challenge for cloud service providers is the location of data 

storage. Many governmental regulations expect that 

sensitive data should be stored within the country’s 

geographical boundaries and should not be off shored. But 

given the basic cloud architecture and distributed nature of 

infrastructure on which cloud is based, it might be difficult 

to retain the data storage within the same country. Since 

public cloud providers span their infrastructure across 

countries and continents for disaster recovery purposes, 

there is every possibility that data could be replicated to a 

storage device located in a different geography. This is one 

of the key deterrents toward wide acceptance of cloud to 

host e-government services. There are various initiatives 

taken by the service providers to ensure data localization. 

According to a report published in 2008, Gartner reports 

data storage related risks as one of the key security risks in a 

cloud environment [6]. Other possible challenges can be 

listed as follows: 

 Data Scaling. 

 Auditing and logging. 

 Rolling out new Instances, Replication and Migration. 

 Disaster Recovery. 

 Performance and Improvement. 

 Reporting and Intelligence. 

 Policy Management. 

 System Integration and Legacy Software. 

 Obsolete Technologies and Migration to New 

Technologies 

VII. CONCLUSION 

Cloud computing enables advanced IT solutions to be 

rapidly available to all public offices, irrespective of 

locations or level of       technical competencies. Cloud 

computing architectures when applied for developing e-

governance applications have the potential to transform a 

nation into an information society. Integrating many 

processes and providing a large set of services through cloud 

computing will form the main bases of rolling out e-

governance initiatives. Apart from simplifying the process 

and changing the mindset of the people, it is the technology 

that will support the success of such programs. Cloud 

computing is one such vehicle that will help the growth of e-

governance and take such initiatives to every nook and 

corner of the geography. Cloud computing provides a firm 

base for e-services to various stakeholders and provide the 

deployment of e-government solutions. There are several 

countries which are using cloud computing for e-

government model and the results have been encouraging. It 

has been seen that if the government can afford the 

infrastructure cost, technology management and users 

adaptability than the use of cloud computing for e-

governance model is very good for all the stakeholders. 
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