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Abstract---The main focus of this project is to enhance the
data integrity in next generation encryption using TLS1.0.
Our aim is to remove the pre-existing vulnerabilities in the
present SHA algorithm and make it more attack resistant.
TLS 1.0 supports encryption, authentication and key
exchange. This project presents an enhancement (SHA-176)
in the authentication of the existing authentication algorithm
(SHA-160). The current algorithm used in TLS for message
authentication and data integrity is mainly Secure Hashing
Algorithm (SHA). This project tries to enhance the current
SHA-160 algorithm so as to make the algorithm more attack
resistant. The current SHA algorithm uses a 160 bit message
digest but is susceptible to certain attacks; it has helped in
coming over the vulnerabilities of MD5 but has certain
problems which have to be overcome. This project presents
an enhancement in the algorithm by forming a 176 bit
message digest thus increasing the size of the digest as
compared to the original algorithm. The SHA-176 uses 11
chaining variables of 16 bit each consisting of 80 rounds.
The proposed algorithm has proved to increase security for
the 'hashing techniques so that the user feels safe while
transmitting data over the transport layer. The hashing times
differ by a small factor but we can still use the SHA-176
model in TLS 1.0 for Message authentication as the security
in SHA-176 is more and it is a stronger algorithm as
compared to SHA-160.

I. INTRODUCTION

Secure communication is when two entities are
communicating and do not want a third party to listen in.
For that they need to communicate in a way not susceptible
to eavesdropping or interception. Secure communication
includes means by which people can share information with
varying degrees of certainty that third parties cannot
intercept what was said. Other than spoken face-to-face
communication with no possible eavesdropper, it is
probably safe to say that no communication is guaranteed
secure in this sense, although practical obstacles such as
legislation, resources, technical issues (interception and
encryption), and the sheer volume of communication serve
to limit surveillance. With many communications taking
place over long distance and mediated by technology, and
increasing awareness of the importance of interception
issues, technology and its compromise are at the heart of this
debate. For this reason, this article focuses on
communications mediated or intercepted by technology.

TLS is a network layer protocol that is used to
provide message encryption and authentication between
applications and servers where data is send through insecure
channel. TLS was released in response to the Internet
community’s demands for a standardized protocol. When a
server and client communicate, TLS ensures that no third
party may eavesdrop or tamper with any message. TLS is
the successor to the Secure Sockets Layer (SSL) .TLS

provides Message Authentication, Message Confidentiality
and Key Exchange.

Message Authentication is the act of confirming the truth of
an attribute of a datum or entity. This might involve
confirming the identity of a person or software program,
tracing the origins of an artifact, or ensuring that a product is
what its packaging and labeling claims to be. Authentication
often involves verifying the validity of at least one form of
identification.

Il. BACKGROUND

A. Literature Survey

(1) International Journal of Computer Applications(0975-
8887) Title is New Modified 256-bit MD5 algorithm
with SHA Compression Function.

e Description MD5 256 bit message digest along with
SHA compression function is used. The Hash value
can be increased to 512, 768, etc. by increasing block
size of compression functions or increasing the
number of blocks.

(2) JRIT International Journal of Research in Information
Technology. Title is An approach for high security by
using efficient SHA-176.

o Description: SHA-176 is used to remove the collision
attacks found in SHA-160 and to make it resistant to
all attacks.

(3) International Journal of Computer Technology and
Electronics Engineering(IJCTEE). Title is Performance
Analysis of SHA Algorithms: A Review.

e Description: SHA-192 algorithm is proposed which is
an enhancement in SHA-160.The enhancement is to
increase one chaining variable, i.e. to add an extra
chaining variable F.

(4) IOSR Journal of Computer Engineering(IOSRJCE)
Title is Evolution of SHA-176 Algorithm.

e Description: Easy to compute the hash value of any
input. Input bits of any length will be hashed to 176
bit of fixed length.

B. SHA-160

SHA was designed by NIST & NSA in 1993, revised in
1995 as SHA-1.The US standard for use with DSA signature
scheme are FIPS 180-1 1995, also Internet RFC317. The
algorithm is SHA,; the standard is SHS.SHA produces 160-
bit hash values. It is now the generally preferred hash
algorithm. The design of SHA is based on the design of
MD4 with key differences.

A retronym applied to the original version of the
160-bit hash function published in 1993 under the name
"SHA". It was withdrawn shortly after publication due to an
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undisclosed "significant flaw" and replaced by the slightly
revised version SHA

I11. MODIFIED ALGORITHM

A. Proposed Model
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Fig. 2: Proposed Model
Steps of Algorithm are as follows:

Step 1: Padding

The first step in SHA-176 is to add padding bits to the
original message. The aim of this step is to make the length
of the original message equal to a value, which is 64 bits
less than an exact multiple of 512. We pad message M with
one bit equal to 1, followed by a variable number of zero
bits.

Step 2: Append Length

After padding bits are added, length of the original message
is calculated and expressed as 64 bit value and these 64 bits
are appended to the end of the resultant message of step 1.

Step 3: Divide the input into 512 bit blocks

Divide the input message into blocks, each of length 512
bits, i.e. cut M into a sequence of 512 bit blocks
MLM?2....M". Each of M' parsed into thirty two 16 bit
words M*....M*,

Step 4: Initialize Chaining Variables

Before the hash function begins, the initial hash value H
must be set. The hash is 176 bits used to hold the
intermediate and final results. Hash can be represented as
eleven 16 bit word registers A,B,C,D,E,F,G,H,1,J,K. The
initial values of the chaining variable are:

A =6745
B =2301
C=EFCD
D = AB89
E =98BA
F =DCFE
G =1032
H =5476
1 =C3D2
J=EIF0
K = 4038

The compression function maps 176 bits value
H=(A,B,C,D,E,F,G,H,I1,J,K) and 512 bit block Mi into 176
bits value. The shifting of some of the chaining variables by
11 bits in each round will increase the randomness in bit
change in the next successive routines. If the minimum
distance of the similar words in the sequence is raised then
the randomness will significantly raises. A different
message expansion is employed in this hash function in such
a way that the minimum distance between the similar words
is greater compared with existing hash functions

Step 5: Processing
After pre-processing is completed each message block is
processed in order using following steps:

1) Fori=1to N prepare the message schedule.
Mit, 0 <t <31
Wt = (Wt-6 Wt-16 Wt-14 Wt-32) << 1

)} Initialize  the  eleven  working  variables
Al11,A12,B11,B12,C11,C12,D11,D12,E11,E12,F with (i-
1)st hash value.

1) Fort=0to 79

{

All=S2 (All XOR Al2);
Al2 =F;

B11 =S2 (B11 XOR B12);
B12 =Al1;

C11=S2 (C11 XOR C12);
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C12 = S11 (F);

D11 = S2 (D11 XOR D12)

D12 = E11 XOR Funct (B11,C11,D11) XOR Wt XOR Kt
E1l = S2 (E11 XOR E12)

E12 = S8 (E11 XOR Funct(B11,C11,D11) XOR Wt XOR
Kt)

F =852 (E11 XOR Funct(B11,C11,D11) XOR Wt XOR Kit)
}

Where Kt is a constant , F1 is a bitwise Boolean function,
for different rounds defined by,

Funct (B11, C11, D11) = IF B11 THEN C11 ELSE D11
Funct (B11, C11, D11) = B11 XOR C11 XOR D11

Funct (B11, C11, D11) = MAJORITY (B11, C11, D11)
Funct (B11, C11, D11) = B11 XOR C11 XOR D11
Where the “IF.... THEN...... ELSE “function is defined by

IF BI11 THEN Cl11 ELSE D11 = (B11AC11) V ((-Bl11)
ADI1)

And “MAJORITY* function is defined by

MAJ (Bll, Cl1, DI1) = (BIIACI1) V (ClIADI1) V
(D11ABI11)

Here, S2, S8 and S11 are left shift of 2 bit, 8 bit and 11 bit
respectively

V)~ HOL (i) = A1l + HO1 (i-1)
HO2 (i) = AL2 + HO2 (i-1)

H11 (i) = B11 + H11 (i-1)

H12 (i) = B12 + H12 (i-1)

H21 (i) = C11 + H21 (i-1)

H22 (i) = C12 + H22 (i-1)

H31 (i) = D11 + H31 (i-1)

H32 (i) = D12 + H32 (i-1)

H41 (i) = E11 + H41 (i-1)
H42 (i) = E12 + H42 (i-1)

H51 (i) =F + H5 (i-1)

IVV. SCOPE OF THE PROJECT

— Being an algorithm with larger message digest size that
SHA-160 the algorithm will act as an efficient and
reliable hashing technique.

— This model is also free from collision attacks where
SHA-160 fails as it is prone to this type of attack.

— The project compares the performance and efficiency of
SHA-160 and SHA-176.

— The time taken for hashing the SHA-176 digest can be
reduced to make it more efficient.

V. PROBLEM DEFINITION

Security for data transmission is a necessity to counter act
efforts of unauthorized data access and tampering. Many of
these transmitted messages contain data which if intercepted
could result into critical losses in many aspects.

The SHA algorithm was designed to overcome the
weaknesses of the MD5 algorithm. Hashing is a one-way
function that doesn’t allow the reverse process. Thus they
are more secure than other cryptographic algorithms .they
are used to provide integrity over the content being
transmitted.

But it was found the hash digest was prone to
collision attacks. The hash value could never be found out
but the message could be changed to generate the same hash
value thus the receiver never came to know of the
modification. This was possible in 2(L/2) attempts.

Thus there was a need to minimize the collision
attacks on SHA-160 algorithm. This led to the development
of the idea to develop the SHA-176 algorithm.

The SHA-176 algorithm has a larger message
digest size and is not very easily attacked and is more
powerful than SHA160.

Further the tests carried out in the project provide a
better understanding of the performance of the SHA-176 as
compared to SHA-160.

VI. IMPLEMENTATION
Stage 1: Implementation of AES Algorithm
Stage 2: Implementation of SHA 160 Algorithm
Stage 3: Implementation of SHA 176 Algorithm
Stage 4: Client-Server Channeling.

The results of the project have been formulated by running
the program files on the following two configurations.

A. Configuration 1:

Processor: Pentium(R) Dual-Core CPU T4400 @2.20GHz
2.20GHz

Installed Memory (RAM): 2.00 GB

System Type: 64-bit Operating System

B. Configuration 2:

Processor: Intel(R) Core(TM) i5-3210M CPU @ 2.50GHz
2.50GHz

Installed Memory (RAM): 4.00 GB (3.87GB usable)
System Type: 64-bit Operating System , x64-based
processor

VII. RESULTS

This section is providing analysis of presented algorithm on
the basis of different parameters like security and time
efficiency for encryption/decryption algorithm, java
implementation has been used to test these algorithms.

A. Comparison of Hashing Algorithms:

The hashing algorithms SHA-160 and SHA-176 were tested
based on the security and time needed to generate message
digests for the text data. Based on the testing results, it was
found that SHA-176 needs more time to generate a message
digest when compared with SHA-160 because the message
digest generated by the proposed algorithm is longer than
the existing SHA-160. Hence the security of the existing
algorithm gets improved. Thus the time to break 176 bit
message digest will be more when compared with the

All rights reserved by www.ijsrd.com 950



Improvement in Message Authentication Algorithm using TLS1.0
(IJSRD/Vol. 2/Issue 02/2014/247)

existing SHA-160. When comparing the bit difference, it is
found that the bit difference in SHA-176 is more, after
changing a single word in the message, as compared SHA-
160. Table 6.1 is showing bits wise comparisons between
existing SHA and SHA-176. Table 6.2 is showing execution
time comparison between SHA-160 and SHA-176.

; Hashing .
Algorithms Time Message Digested
0db19a43 abf50458 5 words
SHA 160 9.2ms fo474b74 458309cb | of 32 bits
cfe30450 each
3cf2 5061 9ble 6633 | 11 words
SHA 176 9.4ms 1f27 0641 f21a d709 | of 16 bits
ba93 ba38 4b56 each

Table. 1: Timing Comparison between Existing SHA-160

Bit Difference

60

55.68

10+

and SHA-176 algorithms for a 3.04KB file.

SHA 160

SHA 176

Message SHA 160 SHA 176

. 74 bits 98 bits

the lazy fox dJcL)Jmped over a changed changed
g 46.25% 55.68%

Table. 2: Bit Difference Comparison between existing
SHA-160 SHA-176 algorithm after changing a single
character

Figure 3 shows the graphical representation of table. 1, with
execution time of existing SHA-160 and SHA-176
algorithm. According to the graph, there is a tendency that
execution time for SHA-176 algorithm, increases with file
size. But required time for the execution through SHA-176
is more than execution time for compared SHA-160. The
time taken by SHA-176 algorithm is more as the message
digest length is greater than that generated by SHA-160.

Figure 4 shows the graphical representation of table 6.2, the
graph clearly shows that SHA-176 produces a greater
AVALANCHE EFFECT as compared to SHA-160, i.e. a
single change in the input produces a great change in the
output. A change of a single letter in the input text produced
a change of 98 bits in the output hash digest whereas in
SHA-160 only 74 bits change.

Hash Time For a 3.04 KB File

7.5+

Hash
Time
(ms)

2.5+

0

SHA 160

SHA 176

Fig. 3: Execution time (in mili Second) comparison
between SHA-160 and SHA-176 for a 3.04 KB file

Fig. 4: Bit Difference Comparison between existing SHA-
160 and SHA-176 algorithm after changing a single
character.

Figure 5 shows the timing comparison between the outputs
produced when hashing is done using SHA160 and SHA176
in TLS1.0.

Output time through Client Server Channel for a 213 Kb file

400
391

Time
(ms)

300

Through SHA 160 Through SHA 176

Fig. 5: Comparison of total time taken to encrypt a text and
perform authentication in TLS1.0 using SHA-160 and SHA-
176.

VIII.

At the end we have come to a conclusion that the use of the
improved authentication algorithm in TLS 1.0 will increase
the security and integrity of the message during transmission
of data from sender to receiver end. The SHA 176 model
also requires less security by the transmission system during
client server transmission as the improved algorithm is more
secure and is more difficult to break. If the security and
efficiency are the primary concern in TLS 1.0 authentication
then one can use SHA-176 instead of existing SHA-160.
The results show that SHA-176 algorithm is more powerful
and secure than SHA-160 and cannot be easily broken. In
future work can be done to improve the speed of the

CONCLUSION
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algorithms used and try and achieve speed that can be used
in 3G and 4G networks.
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