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Abstract---In the recent years, the art of information hiding 

has received much attention as security of information has 

become a big concern in this internet era. Sensitive 

information sharing via a common communication channel 

has become inevitable, therefore, Steganography – the art 

and science of hiding information has gained much 

attention. Steganography means to conceal the secret 

messages within some other ordinary media so that it cannot 

be observed. The final Stego image & the cover 

image(initial) should not be distinguishable from naked eye. 

In images, the most common noise component is the LSB 

(Least Significant Bit), so any changes to the LSB are 

imperceptible to naked eye. Image steganography schemes 

can be classified into two broad categories: spatial-domain 

based and transform-domain based. Frequency domain 

steganography is a technique for hiding a large amount of 

data with a good invisibility, high security and without any 

loss of secret message. 

Keywords: Steganography, cover-image, least significant 

bit, DCT. 

I. INTRODUCTION 

Digital media can be transmitted very much conveniently 

over the Internet with the development of various Internet 

technologies. Still, transmissions of messages over the 

Internet still have to face all kinds of security problems. 

Hence, how to protect the messages during transmission has 

become an essential issue for the Internet. Encryption 

(cryptography) is a very well-known procedure for secure 

data transmission. DES (Data Encryption Standard), AES 

(Advanced Encryption Standard) and RSA are the 

commonly used encryption schemes. These methods simply 

scramble the secret message so that it cannot be understood 

by the intruder. But, it also makes the message suspicious 

enough to attract eavesdropper’s attention. Hence, another 

scheme, called steganography, arises to conceal the 

messages within some other media such as images, music 

and video files so that it cannot be observed. Cryptography 

differs from steganography in the sense that where 

cryptography focuses on concealing the contents of a 

message, on the other hand steganography focuses on 

concealing the existence of a message. 

Watermarking and fingerprinting are the two other 

technologies that are closely related to steganography. 

Watermarking, a protecting technique which protects  the 

owner’s property right for digital media (by the means of 

some hidden watermarks. Therefore, the steganography goal 

is the secret message while the watermarking goal is the 

cover object itself. 

The word steganography means “covered writing” 

in Greek (Greek words “stegos” meaning “cover” and 

“grafia” meaning “writing”). The objective of 

steganography is to handle the communication securely in 

such a way that the true message is not visible to the 

observers. Which means that in any sense unwanted parties 

should not be able to distinguish between cover-image 

(initial image) and stego-image (a modified cover-image 

that contain the secret message). Thus the stego-image 

should not be deviated much from initial cover-image. 

These days steganography is mostly used on computers with 

digital data carriers and high speed delivery channels 

networks. 

 Steganographic Algorithms A.

Steganographic algorithms rely on replacement of some 

noise component of a digital object with a pseudo-random 

secret message. The least significant bits (LSBs) is the most 

common noise component in digital images. Changes in the 

value of the LSB are imperceptible to the human eye, thus 

making it an ideal place for hiding information without any 

perceptual change in the cover object. Thus, we have to 

embed the message mimicking the characteristics of the 

cover bits. 

Generally, both the sender and the receiver share a 

secret key and use it with a key stream generator. The key-

stream is used for selecting the positions where the secret 

bits will be embedded. 

The steps followed to convert the message into a secret 

message are: 

 The image is converted to binary form or frequency 

domain to insert the secret message 

 Transform the cover image with secret image by using 

suitable conversion method  

 By applying some conversion methods convert the 

cover image to the stego image which contain hidden 

data  

 Embedding methods are applied having some key based 

rule  

 Retransform the stego image into the cover image & 

secret at receiving side  

 

Fig. 1: Block diagram for Frequency Domain 

Steganography. 

Image steganography schemes can be classified 

into two broad categories: spatial-domain based and 

transform-domain based. Frequency domain steganography 

is a technique for hiding a large amount of data with high 
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security, a good invisibility and without the losses in secret 

message. Block diagram for Frequency Domain 

Steganography fig:1 

II. PROBLEM FORMULATION 

The proposed method should provide better security while 

transferring the data or messages from one end to the other 

end. The main objective should be to hide the message or a 

secret data into an image which acts as a carrier file having 

secret data and to transmit to the destination securely 

without any modification. If any distortions occur in the 

image or on its resolution while inserting the secret message 

into the image, there may be a chance for an unauthorised 

person to modify the data. So, the data encryption into an 

image and decryption and steganography plays an important 

role. 

The characteristics of information that are must to be 

retained in the entire process of image steganography are as 

follows: 

 Availability 

 Accuracy 

 Authenticity  

 Confidentiality    

 Integrity 

III. RELATED WORK 

Jozsef Lenti in their research paper Steganographic 

Methods[1] shared that they analyze and test several 

Steganographic techniques on still images. They show that 

embedding a large amount of data into the picture it can 

modify its visible properties. They compare the RSA and the 

elliptic curve (ECC) based digital signatures, and analyze 

their advantages and disadvantages in steganography.  

Initial research of 2007, Data Hiding: Current 

Status And Key Issues[2] by Nan-I Wu and Min-Shiang 

Hwang considered image steganography as a covert 

communication method that uses an image as the cover to 

hide the truth from potential attackers that some secret 

message hidden in the image is being transported. When we 

appreciate the astonishing beauty of a world famous picture 

in its digital form on the computer, it is hard to imagine that 

the picture might actually be working as a messenger, 

carrying some invisible important secret message along with 

it. 

According to Nedalm. S. Kafri and Hani Y. 

Suleiman as stated in their paper Bit-4 Of Frequency 

Domain-Dct Steganography Technique[3] published in 

2009, they described a new method of steganography based 

on embedding message bits in the 4th bit of the coefficients 

of a transform domain, such as the DCT and Wavelet, of an 

image. The proposed technique utilizes the idea of SSB-4 

technique in modifying the other bits (i.e, 1st, 2nd, 3rd 

and/or 5th), to obtain the minimum variation between the 

original and the modified coefficient. Since this approach 

uses significant bit, the hidden message resides in more 

robust areas, spread across the entire stego image, and 

provides better resistance against steganalysis processes. 

Hossein Malekmohamadi and Shahrokh 

Ghaemmaghami in 2009 in their paper Steganalysis Of Lsb 

Based Image Steganography Using Spatial And Frequency 

Domain Features[4] stated that in this paper, they proposed 

a method for steganalysis of grayscale images using both 

spatial and Gabor features. The basis of their work is to use 

Gabor filter coefficients and statistics of the gray level co-

occurrence matrix of images to train a support vector 

machine. 

Arvind Kumar and Km. Pooja in November 2010 

in their research paper Steganography- A Data Hiding 

Technique[5] mentioned that their paper will discuss how 

digital images can be used as a carrier to hide messages. 

Their paper also analyses the performance of some of the 

steganography tools. Steganography is a useful tool that 

allows covert transmission of information over the 

communication channel. Combining secret image with the 

carrier image gives the hidden image. The hidden image is 

difficult to detect without retrieval. 

Another research of 2011, Combining 

Steganography And Cryptography: New Directions[6] by 

Khalil Challita and Hikmat Farhat stated that they start by 

describing the main existing methods and techniques in 

steganography that allow us to hide the existence of a 

message, together with the mostly used steganalysis 

techniques to counter them and then illustrate two different 

approaches that help us achieve a higher level of secrecy 

and security, together with their limitations. The first 

method is about combining steganography and cryptography 

in such a way to make it harder for a steganalyst to retrieve 

the plaintext of a secret message from a stego-object if 

cryptanalysis were not used. The second method does not 

use any cryptographic techniques at all and relies solely on 

Steganographic ones. 

Yet another research of 2011 titled Steganography 

Algorithm To Hide Secret Message Inside An Image[7] by 

Rosziati Ibrahim and Teoh Suk Kuan stated that the authors 

have proposed a new algorithm to hide data inside image 

using steganography technique. The proposed algorithm 

uses binary codes and pixels inside an image. The zipped 

file is used before it is converted to binary codes to 

maximize the storage of data inside the image. By applying 

the proposed algorithm, a system called Steganography 

Imaging System (SIS) is developed. 

As stated by A. A. Abdul Latef in his research 

Color Image Steganography Based On Discrete Wavelet 

And Discrete Cosine Transforms[8] published in 2011, the 

color cover image is divided into equally four parts, for each 

part select one channel from each part (Red, or Green, or 

Blue), choosing one of these channel depending on the high 

color ratio in that part. The chosen part is decomposing into 

four parts {LL, HL, LH, HH} by using discrete wavelet 

transform. The hiding image is divided into four part n*n 

then apply DCT on each part. Finally the four DCT 

coefficient parts embedding in four high frequency sub-

bands {HH} in cover image. Experiments show that this 

method gets stego image with perceptual invisibility, and 

better secrecy.  

Another research, Steganography For Text 

Messages Using Image[9] by S.A. Khandekar and Mrs. Mr. 

Dixit that was published in 2012 suggested that the goal of 

steganography was and still is to convey messages under 

cover, concealing the very existence of information 

exchange. There have been a number of Steganography 

embedding techniques proposed over the past few years. 
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Lastly, Hemalatha S, U Dinesh Acharya, Renuka A and 

Priya R. Kamath in their research A Secure And High 

Capacity Image Steganography Technique[10] published in 

2013, this paper provides a novel image steganography 

technique to hide multiple secret images and keys in color 

cover image using Integer Wavelet Transform (IWT). Very 

good PSNR (Peak Signal to Noise Ratio) values are 

obtained for both stego and extracted secret images. The 

results are compared with the results of other techniques, 

where single image is hidden and it is found that the 

proposed technique is simple and gives better PSNR values 

than others. 

IV. PROPOSED WORK 

Our aim of research would be to study the existing methods 

and to develop a new method for image steganography using 

frequency domain and then check the robustness of our 

method using PSNR & MSE. We would also compare the 

proposed method with the existing methods and aim to 

achieve basic requirements such as high capacity for hidden 

messages, high security & good invisibility. 

The objective for making steganographic encoding 

difficult to detect is to ensure that the changes to the carrier 

(the original signal) due to the injection of the payload (the 

signal to covertly embed) are visually negligible. Which 

mean to say that the changes are indistinguishable from the 

noise floor of the carrier. 

V. CONCLUSION AND FUTURE WORK 

In this research, we would propose a new steganography 

technique which embeds the secret messages in frequency 

domain to improve security and image quality compared to 

the existing algorithms which are normally done in spatial 

domain. Unlike the space domain approaches, in frequency 

domain  secret messages are embedded in the high 

frequency coefficients. Coefficients in the low frequency 

sub-band are preserved unaltered to improve the image 

quality. According to the simulation results the stego-images 

of our method are almost identical to other methods’ stego-

images and it is difficult to differentiate between them and 

the original images. 

Some basic mathematical operations are performed 

on the secret messages before embedding. A well-designed 

mapping table and the mathematical operations mentioned 

above keep the messages safe from destroying by 

unintended users on the internet and away from stealing and 

hence provide satisfactory security. 

In future we could extend this research to make it 

suitable for audio & video transmission  instead of just 

images. 
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