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Abstract—Cryptography is a process of storing and 

transmitting data in a form that is intended for read and 

process. It is a technique of protecting information by 

encrypting it into an unreadable form. In this paper, we 

consider a new type of cryptography technique which can 

decode a concealed images without any cryptographic 

computation. This scheme is perfectly secure and very easy 

to implement. Visual cryptography is an emerging 

cryptography technology that uses the characteristics of 

human vision to decrypt the encrypted images. It does not 

need cryptography knowledge and complex computation. 

From security point of view it also ensures that hackers 

cannot perceive any clues about a secret image from 

individual cover images. 
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visual cryptography; 

I. INTRODUCTION 

During transmission of any private information, few 

unauthorized user tend to steal the data. To control the 

interruption, proper security of data is needed. Cryptography 

is a method by which we can provide security to data. 

Visual Cryptography is basically used to secure the images. 

In visual cryptography, the resulting processed confidential 

image is generally in poor contrast, image will not come 

clear than the original image. As in extended visual 

cryptography scheme, section of the share images and the 

reconstructed image is similar as for the original halftone 

secret image. This will maintain the perfect security of the 

original image. In new work Hopfield model is being used 

for securing the halftone image by using the visual 

cryptography. 

 Cryptography is a process of storing and transmitting 

data in an intended form that is intended for read and 

process. It is a technique of protecting information by 

encrypting it into an unreadable form. The ultimate and 

main goal of cryptography is to encrypt information from 

unauthorized clients, many algorithms can be broken into 

sections and the information can be shown if the unknown 

attacker has sufficient time, desire, and resources. So, main 

goal of cryptography is to make information too work-

intensive to be worth for the attacker. 

II. SYMMETRIC VERSUS ASYMMETRIC CRYPTOGRAPHY 

ALGORITHMS  

 Cryptography algorithms use either symmetric key, 

other name is known as secret keys, or asymmetric keys, 

also called public keys. As if encryption was not 

complicated, the names that are used to give description 

about the key types only make it worse. 

 

 Symmetric Cryptography     A.

In a crypted system which  uses symmetric cryptography, 

both user will  use identical  key for encryption and 

decryption. This provides dual functionality which is more 

useful. Symmetric keys are also known as the secret keys 

because this kind of encryption relies on every user to keep 

the key a secret and properly protect them. If key got into an 

unauthorized hand, that intruder will have the power to 

decrypt any intercepted message encrypted with the  key. 

Every user which basically is willing to exchange data using 

symmetric key encryption should have their own set of keys. 

The protection of the symmetric encryption process 

is completely dependent on how well users can protect the 

key. If a key is exposed, then every  messages encoded with 

that key can be decoded and read by an unauthorized users. 

Symmetric cryptosystems can give more  confidentiality, 

but they cannot provide authentication. If two user use same 

key, there is no chance to prove who  has actually sent a 

message. Symmetric systems are very rapid and can be hard 

to break it. Compared to asymmetric systems, symmetric 

algorithms scream in speed. They can encrypt and decrypt 

huge amounts of data that would take much  time if an 

asymmetric algorithm was being used. 

 Asymmetric Cryptography B.

In symmetric key cryptography, a secret key is used 

between entities, where in public key systems, every entity 

has asymmetric keys. One key is used to encode the 

message and other is used to decode  the message. In a 

public system, the pair of keys is made of one public key 

and secret key. The public key should  be known to 

everyone, and the secret or private  key must only be known 

to the owner. 

III. VISUAL CRYPTOGRAPHY 

For traditional visual cryptography, it considers the 

encryption of a secret image which can be decrypted easily 

by human visual system. The basic model consists of a 

printed secret and several printed transparencies (shares) 

which are served as secret keys. The original secret image is 

revealed by placing over a fixed amount of the 

transparencies in a stack; even each of those transparencies 

is indistinguishable from random noises. It is just because of 

the needless of any decrypt computation, it can be easily 

used by anyone without the knowledge of cryptography. The  

simple text is revealing  by keeping the transparency with 

the key over the page with the cipher, even when each one 

of them is indifferent from random noise . The picture is 

blocked in n shares like if any m transparencies are placed 

together. If fewer than m transparencies are placed all  

together, nothing is seen. This  scheme is made by showing 

the secret picture as a set of black or white pixels and then 

handle each pixel differently. The basic concept of secret 
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sharing was formed many years back, when Adi Shamir has 

given this idea in his paper in 1979. In paper he concluded 

that "How can we divide data D into n pieces in a way that 

D can be easily reconstructed from any k pieces, but even 

complete knowledge of k - 1 pieces shows absolutely no 

information at all about D". He has used the idea to save the 

key to use  the encryption . In 1994, Naor & Shamir has 

shown a good concept using images in their paper ‘Visual 

Cryptography’.  

 Visual cryptography scheme where 2 shares can be 

produced from the original image and by stacking them 

together, the secret will be  revealed out. The basic of the 

technique, however if we more than 2 shares are created and 

some or all of them stacked to get the real secret is called 

visual secret sharing.. 

IV. EXISTING WORK 

In the paper [1] proposed a method for processing the  

halftone images that enhances the quality of the share 

images and the recovered secret image in visual 

cryptography scheme for which the size of the  images and 

the recovered image is identical as for the original halftone 

secret image. The resultant scheme maintains the perfect 

security of the original extended visual cryptography 

approach. The  Visual cryptography is a secret sharing 

scheme which uses images distribution as shares such that, 

when the shares are superimposed, a hidden secret image is 

revealed. In extended visual cryptography, the share images 

are made up  to contain cover images, providing 

opportunities for integrating visual cryptography. 

In the paper [2] they have discussed two different 

cryptographic smethods which is  based on DNA binary 

strands. In first approach, DNA based cryptography itself is 

used for encrypting and decrypting the message and another 

approach DNA strands are used to produce key for 

encryption and decryption.  Biological issues and 

cryptography computing difficulties will provide a security 

safeguards for the two schemes and makes it hard for 

intrusion. 

In the paper [3] has introduced structure, and 

programming techniques of Cryptography API: Next 

Generation, which was then released as a substitute of the 

previous (Cryptography API) library from Microsoft. As  it 

is made with individual modules based on plug-in 

architecture, one can reconfigure the incorporated functions 

in CNG at any time. This means CNG is helpful in the cost 

of development and for  the facility of extension. On the 

opposite side of these advantages, considerations on security 

issues are not sufficient in work. Therefore, research on 

security assurance is strongly required in the environment of 

distributing and utilizing the CNG library. In this paper, they  

have introduced current security issues of CNG and the 

related works on it. 

In the paper [4] proposed a new k-n secret sharing 

process for color image where as  encryption of the image is 

done using Random Number generator and to decrypt the 

image at least a group of k shares out of n shares reveals the 

secret information, less of it will not reveal information. The 

concept of visual information pixel synchronization and 

error diffusion is used to attain a color visual cryptography 

encryption method that will produces meaningful color 

shares with high visual quality. VIP synchronization retains 

the positions of pixels carrying visual information of 

original images throughout the color channels. 

  In the paper [5] proposed the new algorithms for the  

visual cryptography and visual secret sharing. Our proposed 

schemes are literally developed for gray scale image and by 

stacking the shares; the resultant image achieved in same 

size with secret image. They used random and pixel reversal 

approach in all methods. Visual secret sharing is the 

technique that divide the secret image into n multiple shares. 

Each share constitutes some information and when k shares 

out of n stack together the secret will reveal. However; less 

than k shares are not working. The beauty of the visual 

secret sharing scheme is its decryption process . 

 In the paper [6] proposed extended visual 

cryptography to make binary images as shares, but they 

have poor quality... In this paper, a technique named as 

halftone visual cryptography is made to achieve visual 

cryptography. This method utilizes cluster algorithm to 

encode a secret binary image into halftone shares carrying 

significant visual information. The simulation shows that the 

visual quality of the obtained halftone shares has better 

performance than that attained by the available visual 

cryptography method. 

 In the paper [7] proposed a novel technique named 

halftone visual cryptography via halftoning. Based on the 

blue-noise principles, the proposed method uses the cluster 

algorithm to encode a secret binary image into halftone 

shares carrying significant visual information. The 

simulation is showing that the vision quality of the obtained 

halftone shares are better than that attained by available 

visual cryptography method. 

 In the paper [8] proposed three methods for visual 

cryptography of gray-level and color images based on 

previous work studies in black-and-white visual 

cryptography, the halftone technology, and the color 

decomposition method. Our methods not only retain the 

benefits of black-and-white visual cryptography, which 

destroys the human visual system to decode secret images 

without computation, but also have the low compatibility 

with the previous work results in black-and-white  

cryptography, like the t out of n threshold scheme, and can 

be used for gray-level and color pictures. 

 In the paper [9] proposed Visual Cryptography is a 

encryption technique to hide information in images, which 

divide secret image into multiple layers. Each layer is 

holding some of the information. The receiver is aligning 

the layers and the secret information is shown by human 

vision without complex computation. The decoding requires 

only selecting some subset of these 3 images, making 

transparencies of them, and stacking them on top of each 

other, so the forth picture is reconstructed by printing the 

three output images onto transparencies and stacking them 

together. The reconstructed image achieved in same size 

with original secret image. 

V. CONCLUSION  

Visual Cryptography provides one of the secure ways to 

transfer images on the Internet. Advantage of visual 

cryptography is that it exploits human eyes to decrypt secret 

images without the requirement of computation. Visual 

cryptography is a secret sharing scheme which uses images 
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distributed as shares and when the shares are superimposed 

a hidden secret image is generated. In extended visual 

cryptography the share images are constructed to contain 

meaningful cover images thereby providing opportunities 

for integrating visual cryptography and other security 

techniques. In this paper. we have discussed about the 

cryptographic techniques and visual cryptography. From our 

studies we concluded that there is a requirement of more 

research on extended visual crypytography. 
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