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Abstract---Steganography is the process of hiding a secret 

message within a cover in such a way that someone cannot 

know the presence of the hidden message. The goal of 

Steganography is to maintain secret communication between 

two parties. Hiding secret information in images, there are a 

large variety of stenographic techniques in which some are 

complex than others and all have strong and weak points. In 

this paper, we define Security, methods of protecting 

information, data hiding applications and requirements, 

overview of steganography, and different methods such as 

LSB, MLSB, Pixel indicator etc. are used to implementing 

steganography. So steganography is the process of hiding 

information. In this paper we review all the techniques of 

steganography. 

Keywords: Steganography, Cryptography, LSB, PIT, 

MLSB, DCT, DWT. 

I. INTRODUCTION 

Since the rise of Internet the most important factor is 

information technology and communication. Internet users 

want to send, store, or receive private information. The rapid 

development of technology has increased the 

communication through various wired and wireless 

networks specially internet.  The most common way is to 

transform data into a different form. Internet has become the 

most widely used channel for the transmission of the multi-

media data like image, video, text etc. But this transmission 

is under threat of the hackers. So we have a secure our 

information from unauthorized persons. So to protect 

information is known as encryption. The drawback of 

encryption is that data is not hidden. Data that is encrypted 

is unreadable but there still exists data. If enough time is 

given, then someone could eventually unencrypt the data. 

Solution of this problem is steganography. 

Steganography is differ from cryptography. Now-a-

days steganography is very close to cryptography. 

Cryptography is used for concealing the content of the 

message. But the encrypted message is attracted and comes 

to know that some data is hidden in this cover image. 

Cryptography scrambles a message so that it cannot be 

understood. Cryptography is a technique that is used for 

securing the secret of communication and many methods 

have been developed to encrypt/decrypt data to keep the 

message secret. It is not enough to keep a message’s secret, 

but it is also necessary to keep the existence of the secret 

message.  A technique is used to implement this ,called 

steganography. Steganography goes a step further and 

makes the cipher text invisible to unauthorized users. So, to 

solve this problem we use another technique called 

Steganography. Both sciences may be combined to produce 

protection of the message. 

The remainder of this paper is organized as 

follows. In section 2.we briefly mention Applications of 

data hiding , Section 3. Requirements for data hiding, 

Section 4.Steganography,Section 5.Review of existing 

Techniques, Section 6. Results, Section 7.Conclusion and 

Future Work. 

II. APPLICATIONS OF DATA HIDING 

 Copyright Protection: A.

To protect copyrights and ownership of a Multimedia 

content. Generally a watermark is inserted in the medium 

that is used to protect against copyright . 

 Content Authentication: B.

To verify authenticity of a multimedia content and ensure 

whether same piece has been received that was transmitted 

by transmitter or a changed has received of the version of 

original piece. 

 Broadcast Monitoring: C.

Broadcast monitoring refers to monitor if the contracted 

number of commercials were broadcasted in a given time 

slot or not. 

 Fingerprinting D.

Fingerprinting is used to discourage unauthorized 

duplication and distribution by embedding a distinct 

watermark or a fingerprint in each copy of the data. 

 Metadata: E.

Metadata refers to additional information about embedded in 

an image that can serve many purposes. 

 Covert Communication: F.

Covert communications used to transmit information 

secretly from transmitter to receiver. 

III. REQUIREMENTS FOR DATA HIDING 

Data hiding systems have a variety of applications. Each 

data hiding application has its own requirements. Some 

general requirements that most of the applications have are 

given below: 

 Transparency: A.

The data hiding algorithm should be such that the 

information embedded in the cover medium should not 

deteriorate the quality of cover data. 

 Payload: B.

Payload refers to amount of information that can be 

embedded in cover medium. 

 Security: C.

Security helps us not to detect the presence of the secret data 

or remove by an unauthorized party. Thus a data hiding 

technique is truly secure if knowing the exact algorithms for 

embedding and extracting the hidden data. 
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 Robustness: D.

Robustness is a requirement for copyright protection and 

fingerprinting applications but less important for 

applications like steganography where capacity and security 

are of prime importance. 

IV. STEGANOGRAPHY 

Steganography is a type of hidden communication that 

“covered writing”. It has been derived from Greek Words 

stegano means “cover” in which you want to hide messages 

and graphics means “to write” The rapid development of 

technology has increased the communication through 

various wired and wireless networks specially internet. This 

has resulted in serious challenges to integrity and security of 

data being communicated. Steganography in such a scenario 

is being used to avert adversaries. The goal of 

steganography is to hide information inside a harmless cover 

medium in such a way that it is not possible even to detect 

that a secret message exists in cover medium. Generally, a 

steganography message will appear to be simple picture, a 

shopping list, an article or some other message. To keep the 

existence of message secret, the technique used for this, is 

called steganography. 

Several examples of steganography existed before the 

prisoner’s problem was proposed in 1983. Hidden messages 

placed under the wax of writing tablets were used to alert 

the Greeks of Xerxes’ hostile intentions. Microdot 

technology, where messages are reduced to the size of a dot 

and hidden in periods, was used during World War I . 

Messages written between lines of text with invisible ink 

were used during the start of World War II. Steganography 

is mostly used on computers in these days with the digital 

data & networks being high speed delivery channels. The 

advantage of steganography is transmit secret messages 

without the fact that the transmission was going on. 

 Steganography Terms A.

There mainly exists two terms in steganography: message 

and cover image. Message is the secret data that is hidden in 

cover image and cover image/carrier is the term that takes 

the message in it. 

 

 
 

Fig 1 : Steganography Diagram 

 Types Of Steganography B.

Steganography can be divided into 3 parts. 

1) TextSteganography 

2) ImageSteganography 

3) Audio Steganography 

In Text Steganography, information hiding in text is the 

most important method of steganography. This method 

hides a secret message of every word of text message. Text 

steganography is achieved by altering the text formatting, or 

by altering characteristics of textual elements. 

Image Steganography refers to hiding information 

inside the images is a popular technique now.  

Over the World Wide Web, an image with a secret message 

can easily be spread. The most common methods are used in 

Image Steganography is  the least-significant bit or LSB, 

filtering,  masking  and transformations on the cover image. 

In Audio Steganography. In this, secret message is 

embedded into digitized audio signal .To hide information in 

audio files is called Audio Steganography. Same techniques 

are used for image files. 

 Steganography Applications C.

Steganography has become an essential tool for data hiding 

and provides our protected information so that the unwanted 

people may not access the information. The various 

applications of steganography are as : 

 Steganography can be a solution to send news and 

information without the fear of messages being 

intercepted and traced back to us. 

 To enhance the robustness of an image search engines 

and smart identity cards where the details of individuals 

are embedded in their photographs. 

 Steganography is used to store information on a location. 

For e.g, our private banking information, some military 

secrets, can be stored in a cover source. 

 Steganography is used to implement watermarking. 

Many Steganographic techniques are used to store 

watermarks in data. 

 E-commerce uses steganography. Fingerprint images 

allow a secure option to open ecommerce transaction 

verification by steganography. 

 Governments are interested in two types of hidden 

communications. First is that supports national security 

and Secondly that does not. Digital steganography is 

used for both types. 

 Businesses have similar concerns such as new product 

information or trade secrets. 

 The transmission of sensitive data is another use of 

steganography. 

 Steganography Techniques D.

1) Substitution Technique 

In the substitution technique; the redundant parts are 

covered with a secret message. This technique includes the 

Least Significant Bit Substitution method. 

a) LSB (Least Significant Bit) : 

It ia a simple method in which the least significant bits in an 

image is replaced by bits of secret message. In this 

technique a large amount of data can be embedded by LSB . 

Advantages:Very effective, easy to implement, takes less 

space low imperceptibility. 

b) BPCS (Bit plan complexity segmentation 

steganography) : 

In this segmentation of image are used by measuring its 

complexity. It replaces the noisy blocks of bit plan with the 
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binary patterns mapped from a secret data. Noisy blocks are 

determined with help of complexity. 

Advantages: Less degradation of  original image,large 

embedding capacity. 

Disadvantages: By simple attacks, hidden data can be easily 

destroyed, Less robust. 

2) Transform Domain Technique 

In the transfer domain technique; the secret message is 

embedded in the transform or frequency domain of the 

cover. Embedding data in the frequency domain is much 

stronger the time domain. The cover image is split into 8*8 

blocks and each block is used to encode one message bit. It 

uses the significant region of the cover image to hide the 

secret information. Transform domain techniques are 

broadly classified such as DFT, DCT , DWT, DCT, 

Advantages: It is more robust against various attacks such as 

cropping, compression, etc 

3) Spread Spectrum Technique 

This method spreads bandwidth of a narrowband signal 

across a wide band frequencies. After spreading, The signal 

in every frequency band is too small to difficult to detect. 

Even if parts of the messages are removed from several 

bands, there would still be enough information present in 

other bands to recover the message. 

Advantage: Difficult to detect and/or remove a signal &a 

considerable level of robustness. 

Disadvantage: Spread spectrum technique used transform 

functions which can cause a delay. 

4) Phase Coding 

Phase Coding works by substituting the phase of an audio 

segment with a reference phase, this phase represents the 

hidden data. 

Advantages: Basic technique 

Disadvantages: Low Payload , Can be easily removed by 

the attackers. 

5) Statistical Techniques 

In the statistical techniques, the information is encoded by 

changing several properties of the cover. The cover is split 

into blocks and each block is used to hide one message bit 

.If the message bit is one, then the cover block is modified 

otherwise the cover block is not modified. 

6) Distortion Techniques 

In Distortion Techniques, the information is stored by 

distorting the signal. The encoder applies a sequence of 

modifications to the cover. Distortion techniques need 

knowledge of the original cover image during the decoding 

process. The decoder measures the differences between the 

original cover and the distorted cover to detect the sequence 

of modifications and consequently recover the secret 

message. 

Advantage : The decoder knows the original cover and the 

distorted cover to detect the sequence of modifications and 

then recover the secret message. 

Disadvantage : This method is not used in many 

applications because the decoder must have access to the 

original cover. 

7) Masking and Filtering Technique 

These techniques hide information by marking an image. 

These techniques embed information in the most significant 

areas than hiding it into the noise level. The Secret message 

is integral to the cover image. Filtering is used to remove 

noises form high level processing steps like embedding 

secret image can carry on the original data. 

Advantages: more robust than LSB , only hides a little bit of 

data. 

Disadvantages: Apply to gray scale images , restricted to 24 

bits. 

V. REVIEW OF EXISTING TECHNIQUES 

Information hiding is a new and multidisciplinary field 

thathave cryptography, coding theory, information 

theoryand theory of human perception. In the last few years 

a lot ofresearch attention has been paid in this direction. 

Yang et al. [1] presented a pixel group trace model 

for analyzing the MLSB steganography.  This model and 

some statistical characteristics of the images, two 

quantitative steganalysis methods were proposed for two 

MLSB steganography. The pixel group trace model 

simulatedthe MLSB embedding by operation, and it traced 

the transition relationship between the structures of pixel 

group’s value. Triple pixel group show that the steganalysis 

methods could estimate  low embedding ratio with a smaller 

error. 

Parah et al.[2] presented a secure and high capacity 

data hiding technique with blind detection. The image in 

which the data was embedded had been broken into its 

constituent bit planes. The data to be embedded in the cover 

medium has been divided into three variable length data 

vectors. The data vectors were embedded in first three ISB 

planes using a private key generated by PNRG. The Pseudo 

random embedding of data at various pixel locations, 

providing security to the data carried by the cover mage. 

The technique average provided improvement in PSNR. 

Bailey et al. [3] presented a technique utilizing the 

LSB of the pixels.We knew that insertion of hidden bits into 

lowest order LSB in all the color RGB channels of image 

pixels was not noticeable. In Stego-2bits method, two bits of 

lower order LSB were used in RGB image steganography ; 

Stego-2bits doubled the message’s capacity hiding with 

security reduction. The capacity could be enhanced more as 

in Stego-3bits and more in stego-4bits, which increased 

security. Weakness of this technique was that the hidden bits 

were revealed because of the sequential storage of data. 

Marwaha et al. [4] presented the attributes of the 

image would be encrypted and saved to provide us the 

information if the image was edited or modified or the 

image extension had been changed. After hiding the data in 

the image, the image would be sent to the receiver. The 

receiver should had the private key which would be used to 

decode the data. The steganocryptic algorithm combined the 

features of cryptography and steganography and hence 

provided a higher level of security than either of the 

techniques alone. 

Shaheen et al. [5] presented the pixel indicator 

technique (PIT) ]which was utilizing RGB images as cover. 

This technique used least 2 significant bits of one ofthe 

channels Green, Red, or Blue as an indicator of secret data 

existence in the other two channels. The channel was chosen 
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as indicator in the sequence from R, G and B, such as. RGB, 

RBG, BRG and BGR,GBR, GRB. 

Babitaet al. [11] presented a 4 LSB of each RGB 

channel to embed data bits. To enhance the quality of the 

stego image they used median filtering and then encode the 

difference of cover and stego image as key data. In decoding 

phase the stego-image added with key data to extract the 

secret data. It increases complexity to applying filtering and 

also has to manage stego-key. Proposed scheme had high 

secret data hiding capacity. 

Kamlesh et al. [13]  presented a technique for 

secure image transmission, in this technique cover image 

was used for hiding secret image using LSB algorithm. In 

this paper a key was generated with help of 3DES algorithm 

which was used to hide secret image in the original image. 

Firstly Secret image was encrypted and then inserted the 

encrypted image into the cover image. The samekey was 

used at the receiver side to get the secret image inside the 

cover image. 

M. Chaumont et al.[14] have presented a DCT 

based data hiding method. It hides the color information in a 

compressed gray-level image. It followed the color 

quantization, colortransform (DWT); Then the coefficients 

of DWT were then permuted with the verification code and 

then embedded in the special domain of the cover image. 

The verification code was also computed by special 

coefficient of the DWT. 

Parvinder et al. [16] proposed an improved 

LSB(least Significant bit) based Steganography technique 

for images for better information security  It first encrypted 

the secret message and then detected edges in the cover-

image using improved edge detection filter. Message bits 

were then embedded in the least significant byte of 

randomly selected edge area pixels and 1-3-4 LSBs of RGB 

components across randomly selected pixels across smooth 

area of image. This approach was better in PSNR value and 

Capacity than existing techniques. 

Mamta et al. [17] proposed a approach for RGB 

Color Images using a Hybrid Feature detection technique; 

Two Component based LSB Substitution Technique and 

Adaptive LSB substitution technique for data hiding. 

Random Pixel Embedding imparted resistant to attacks and 

Hybrid Filtering made it immune to various disturbances 

like noise. The proposed work was a direct implementation 

of the principle that areas of edge being high in color, 

contrast, frequency and density can tolerate changes in their 

pixel values so it could be embedded with a large volume of 

secret data while it retains the original characteristics of 

image. The proposed approach achieved Capacity, Improved 

Imperceptibility, along with Better Resistance to various 

Steganalysis attacks like Chi-Square and RS Analysis as 

proven experimentally. 

Gupta et al. [18] analysed the performance of 

different cases of LSB steganography which facilitated 

simple memory access and provided good image quality . 

They presented the results of test image that optimized the 

speed ¸design and power and as well as executed on the 

hardware implementation. Gupta et al. calculated the SNR, 

PSNR and BER for different message bit for hide bit and 

analysis effect on the results. 

Rawat et al. [19] proposed a steganographic 

technique using aimproved LSB for 24 bit color image that 

was capable of producing a secret-embedded image. This 

paper also showed that an improved LSB for 24 bit color 

image was better than LSB method for 8 bit color image. 

The LSB technique for 8 bit &24 bit color image were 

described firstly , then improved LSB technique for 24 bit 

color image and then compare the result by calculating 

PSNR , MSE and finally by histogram analysis. In case of 

24 bit image two methods were described. In the first 

method the last 2 LSB of each plane of cover image (red, 

green and blue) was replaced by two Most Significant Bit of 

secret image. In second method the last LSB of each red 

plane was replaced by first  Most Significant Bit of secret 

image, then last 2 LSB of green plane ,last 3 LSB of blue 

plane was replaced by Most Significant Bit of secret image. 

This meant that the total 6 bits of secret image can be hidden 

in 24 bit color image. Experimental results showed that in 

the case of 24 bit image the stegoimage was 

indistinguishable from the original image . 

VI. RESULTS 

A survey was conducted to review the papers on various 

Steganographic techniques used in recent years. A research 

has been done to gather information about Steganographic 

techniques. We have observed that many of researchers 

were not interested in the year 2003. The work has really 

done in the field of steganography from 2004 to 2011 & 

some better results were found. Maximum work was done in 

the year 2012 & 2013 & many papers were published which 

means that researchers have given their great contribution in 

the field of steganography. These were the years when 

researchers made the maximum use of LSB technique rather 

than MSB. As LSB was the most popular technique during 

these years, so many researchers gained advantages in their 

work, they made the best use of LSB in which way they can. 

The steganography was most widely used in 2012 & 2013 

and at that time steganography was most popular technique 

used by many researchers for stronger information security. 

We have observed that maximum reviewed papers used the 

LSB technique. Some of authors used Spatial domain, 

Transform domain, Distortion techniques, Masking and 

Filtering etc. techniques in their work which provide strong 

ways to secure the transmission of information through 

internet. Some of the authors gave new or different 

methodologies and applications. Some applications also 

provide a greater opportunity for the use of different 

steganography techniques 

Mostly papers have discussed here were sourced 

from IEEE Explore, IJCSE, IJCA etc. In our opinion the 

importance of steganography in various applications is 

useful and effective. Some papers were very good and 

highly effective for future work and they can provide a 

better platform for the beginners to work in this field.  If the 

beginners read this paper, then they have not to read the all 

papers completely. They just go through this review paper 

and may get some ideas for their work. Of course other tools 
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provide a best information security but its importance can’t 

be ignored because it provides very beneficial results. 

VII. CONCLUSION AND FUTURE WORK 

Internet users mostly used to send & receive their private 

information. But this transmission is under serious threat of 

the hackers. So, security has become one of the most 

valuable tool for securing and protecting data from 

unauthorized persons so that they do not hack our useful 

information. Thus protecting of information is known as 

encryption. The methods of securing information such as 

encryption, cryptography are not well suited because the 

data is hidden not its existence. Data that has been 

encrypted, although unreadable, still exists as data. If 

enough time is given, then someone could unencrypted the 

data. Solution of this problem is steganography. This paper 

reviewed the methods for establishing hidden 

communication in information security and has gained 

attraction in last years that is Steganography. This paper 

discussed an overview of security, the requirements and 

applications of data hiding, cryptography and 

steganography, history, types and various methods to 

implement steganography . Some of the  future work 

includes : 1) Combining the technology of cryptography 

with steganography to achieve a higher level of security that 

even the intruder detects the hidden message, the message 

cannot be decoded. 2) Researchers continue to discover new 

platforms that could potentially use to hide information 

apart from the traditional platforms such as audio, video and 

images. 3) The concept of using DNA computing in the 

fields of cryptography and steganography as a possible 

technology for unbreakable algorithms 
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