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Abstract---Biometric identification systems can be attacked 

at many vulnerable points. One of the vulnerable point is 

biometric database. Biometric authentication system can be 

easily spoofed by applying stolen protected template at 

matcher sub-system of biometric identification systems . 
This type of malicious manipulation is termed as replay 
attack. We propose a visual cryptography based technique 

which provide security against replay attack and also 

generate trustable biometric authentication system. In 

proposed work two shares are created based on protected 

template. One share (Share1) will be stored in database and 

another (Share2) is in secondary memory (RF ID card). So, 

stolen share1 is not useful for replay attack. Also without 
use of share2 one cannot generate original protected 

template. Therefore, system provides security against replay 

attack and it is trustable. 

Keywords: Fingerprint, Enrollment, Authentication, 

Minutia, visual cryptography. 

I. INTRODUCTION 

In 21
st
 century biometric identification systems are widely 

used for authentication of a human being. Therefore now a 

days, securing biometric data and establishing a trustable 

biometric authentication system are major issues. Theft of a 

biometric data compromise user’s privacy because they are 

unique and every human being have limited biometric traits. 

These makes the issue of security/integrity of biometric data 

extremely critical. A number of raw biometric data 

protecting techniques have been proposed to impart 

revocability to the biometric traits. These techniques are 

broadly classified as; 1) feature transformation based 

methods [2],[4],[5] and; 2) biometric crypto system[2],[6].  

Another template protection scheme is based on 

watermark. Authors in [8] proposed a two level 

watermarking scheme to secure two vulnerable points at 

biometric database and biometric feature matcher subsystem 

. Watermark W1 is used for database authentication and 

made resistive to lossy compression. It is derived using 

block based singular values (SV's) of a fingerprint image. 

W1 establish linkages between watermark and fingerprint 

image. Watermark W2 is used to secure feature matcher 

subsystem. It is computed using second and third order 

moments of the fingerprint image. But watermark based 

protection schemes are not secure against replay attack. Also 

as the watermark is added to the fingerprint data, distortion 

must be limited such that it will not increase false rejection 

rate. 

In all mentioned techniques raw biometric data are 

transformed in different form and generate non-reversible 

template known as protected template. Such biometric 

authentication system can be easily spoofed by applying 

stolen protected template at matcher sub-system of 

biometric identification systems [1]. This type of malicious 

manipulation is termed as replay attack. 

Authors in [9],[10],[11],[12] suggested a visual 

cryptography scheme in which a image is divided in to two 

shares. Original image is retrieved only if both the shares are 

available. The concept was applied on simple binary images. 

From that, we choose visual cryptography concept. In 

proposed method visual cryptography concept is applied on 

fingerprint image instead of simple binary image. Thus 

using visual cryptography, original fingerprint data are 

divided in to two shares (share1 and share2). Share1 is 

stored in system database while share2 is given to user in 

form of secondary memory (RF ID card). As share1 is with 

user, the proposed system is trustable at user point of view. 

Also as the original fingerprint cannot be recovered without 

share1 and share2, share2 alone from system database 

cannot be used for replay attack. 

II. PROPOSED METHOD 

We first review visual cryptography technique as enrollment 

and authentication in proposed biometric system depends on 

it. 

A. Visual cryptography 

Visual Cryptography is a special encryption technique to 

hide information in images in such a way that it can be 

decrypted by the human vision if the correct key image is 

used. Each pixel of the images is divided into smaller 

blocks. There are always the same number white 

(transparent) and black blocks. If a pixel is divided into two 

parts, there are one white and one black block. If the pixel is 

divided into four equal parts, there are two white and two 

black blocks. 

            Figure 1 shows that a pixel, divided into four parts, 

can have six different states. If a pixel on layer 1 has a given 

state, the pixel on layer 2 may have one of two states: 

identical or inverted to the pixel of layer 1. If the pixel of 

layer 2 is identical to layer 1, the overlayed pixel will be half 

black and half white. Such overlayed pixel is called grey or 

empty. If the pixels of layer 1 and 2 are inverted or opposite, 

the overlayed version will be completely black. This is an 

information pixel. 

                     We can now create the two layers. One 

transparent image, layer 1, has pixels which all have a 

random state, one of the six possible states. Layer 2 is 

identical to layer 1, except for the pixels that should be 

black (contain information) when overlayed. These pixels 

have a state that is opposite to the same pixel in layer 1. If 

both images are overlayed, the areas with identical states 
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will look gray, and the areas with opposite states will be 

black. 

                      If the pixel states of layer 1 are truly (crypto 

secure) random, both empty and information pixels of layer 

2 will also have completely random states. One cannot know 

if a pixel in layer 2 is used to create a grey or black pixel, 

since we need the state of that pixel in layer 1 (which is 

random) to know the overlay result. If all requirements for 

true randomness are fulfilled, Visual Cryptography offers 

absolute secrecy according to the Information Theory. 

 
Fig. 1:  Visual cryptography [13] 

B. Enrollment module 

In Biometric authentication system using visual 

cryptography, during enrollment module, the steps are as 

follows.  

1) Sensor captures the biometric data of user. 

2) Features are extracted  

3) Two shares are generated using visual cryptography 

technique.  

4) One share is stored in system database and another 

share is stored in user library.  

It is illustrated in figure 2.  

C. Authentication module 

During Matching or identification module, the steps are as 

follows. 

1) Sensor captures the biometric data of user. 

2) Features are extracted. 

3) Get share 1 from system database and share 2 from user 

library. 

4) Inverse visual cryptography operation is done to get 

original template back. 

5) Features matching are done between user biometric data 

and the biometric data recovered using visual 

cryptography technique. 

6) Permission is granted to the system, if features are 

matched. 

It is illustrated in figure 3. 

 

 
Fig. 2:  Enrollment module 

 

Fig. 3:  Authentication module 

III. EXPERIMENTAL RESULT 

Figure 4 shows the result showing original fingerprint, 

share1, share2 and recovered fingerprint after combining 

share1 and share2. 

 



Secure and Trustable Biometric system using Visual Cryptography 

(IJSRD/Vol. 2/Issue 02/2014/137) 

 

 All rights reserved by www.ijsrd.com 517 

 
Fig. 4:  Result showing original fingerprint, share1, share2 

and recovered fingerprint. 

Performance of the algorithm is evaluated using a database 

containing fingerprint under different types of attacks such 

as noise attack, replay attack and copy attack. To evaluate 

the performance noise such as salt and paper noise, 

Gaussian noise with 0 mean and 0.1 variance , Gaussian 

noise with 1 mean and 0.5 variance and Gaussian noise with 

2 mean and 1 variance is added to the database. Table 1 

shows the similarity result without and with noise, 

corresponding error and authentication decision. As shown 

proposed system is sensitive against malicious attack due to 

Gaussian noise and less sensitive to the non-malicious attack 

due to salt and paper noise. 

Table 1 also shows the result after applying replay attack by 

using only shar1, only share2 and interchanging share1 and 

share2. As observed proposed system is 100 percent 

sensitive to replay attack. Also copy attack is applied by 

combining share1 of one user and share2 of another user. 

The system is 100 percent safe against copy attack also as 

observed from table 1. 

To evaluate the performance of the system with 

false match and false non-match ratio, we stored 100 

watermarked versions of genuine fingerprint images in a 

database and used 100 genuine and 100 illegal images as 

query images to the database. From the result, obtained 

using matching algorithm based on thresholds, false match 

and false non-match rate are calculated to plot receiver 

operating characteristics (ROC) curve for proposed 

biometric authentication system using visual cryptography 

as shown in figure 5. The threshold for similarity score 

selected based on this is 0.50. 

Type of 

Attack 

Similarity 

score 

without 

attack 

Similarity 

score after 

applying 

attack 

Error Decision 

No attacks 1 1 0 Authentic 

Gaussian 

noise 

(m=0, 

v=0.1) 

1 0.22401 0.77599 Unauthentic 

Gaussian 

noise 

(m=1, 

v=0.5) 

1 0.046898 
0.95310

2 
Unauthentic 

Gaussian 

noise 

(m=2, 

1 0 1 Unauthentic 

v=1) 

Replay 

attack 

using 

share1 

1 0 1 Unauthentic 

Replay 

attack 

using 

share2 

1 0 1 Unauthentic 

Replay 

attack by  

interchang

ing share1 

and share2 

1 0 1 Unauthentic 

Copy 

attack by 

combining 

share1 and 

share2 of 

two 

different 

user 

1 0 1 Unauthentic 

Table 1: Error and decision upon different attack. 

 
Fig. 5:  ROC curve for proposed method 

IV. CONCLUSION 

The biometric authentication system based on visual 

cryptography technique has been proposed. The proposed 

algorithm is robust against replay attack, copy attack and it 

is extremely sensitive to other malicious manipulations as 

shown in table 1. The method is also trustable at user point 

of view. The qualitative comparison of proposed method 

with [4], [5] and [8] is as shown in table 2 to indicate its 

efficacy. Results indicate that proposed method is better 

than [4], [5] and [8].   

Feature 

M.V.Joshi  

et.al [8] 

 

U. 

Uludag 

et. al 

[5] 

N. K. 

Ratha 

et. al 

[4] 

 

Proposed 

method 

Effect of 

false 

rejection 

due to 

distortion 

Yes Yes Yes No 

Survive 

against 

Replay 

No No No Yes 
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attack 

Survive 

against 

copy 

attack 

Yes No No Yes 

Trustable 

at  user 

point of 

view 

No No No Yes 

Table. 2: Feature based comparison of proposed method, 

[4], [5] and [8]. 
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