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Abstract---Software Testing is an essential process in
Software development life cycle. Before releasing product
to the masses we have to check software for issues and
flaws. Software testing allows one to test the software in real
time situations.It is needed to check adaptability and
effectiveness. This paper gives idea about different Software
Testing techniques and their significance.
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I. INTRODUCTION

to carry out software testing. Since it typically consumes
almost half of development efforts, and consumes more
effort for systems that require higher levels of reliability, it
is a neseccery part of the software engineering. Modern
software systems must be extremely reliable and correct.
Automatic methods for ensuring software correctness range
from static techniques, such as (software) model checking or
static-analysis, to-dynamic techniques, such as testing. All
these techniques have strengths and weaknesses: model
checking (with abstraction) is automatic, exhaustive, but
may suffer from scalability issues. Static analysis, on the
other hand, scales to very large programs but may give too
many spurious warnings, while testing alone may miss
important errors, since it is inherently incomplete.

Institute ~ of  Electrical and  Electronics
Engineers(IEEE) designed an entire set of standards for
software and to be followed by the testers. i.e. Standard
Glossary of Software Engineering Terminology, Standard
for Software Quality Assurance
Plan,Standard for Software Configuration Management Plan

A. What is Software Testing?

Software testing is extension of error detection; Testing
software is checking the software under controlled
conditions, to (1) verify that it behaves “as specified”; (2) to
detecterrors, and (3) to validate that what has been specified
is what the user actually wanted.

1) Verification

is the checking or testing of items, including software, for
conformance and consistency by evaluating the results
against pre-specified requirements.In short, Verification
means Are we building the system right?

2) Error Detection

Testing should take such cases for which things go wrong to
determine if things happen when they shouldn’t or things
don’t happen when they should.

3) Validation

It looks at the correctness of the system-— i.e. is the process
of checking that what has been specified is what the user
actually wanted.

The definition of testing according to the
ANSI/IEEE 1059 standard is that testing is the process of
analysing a software item to detect the differences between
existing and required conditions (that is defects/errors/bugs)
and to evaluate the features of the software item.

The purpose of testing is verification, validation
and error detection in order to find problems and the
purpose of finding those problems is to get them fixed.

Il. OBJECTIVES

— A good test case is one that has a probability of finding
an as yet undiscovered error.

— A good test lacks redundancy

— A successful test is one that uncovers a yet
undiscovered error.

— A good test should be “best of its class”

— A good test should be generalized.

— To check if the system perfoms as per expectation.

— To check if the system is “Fit for purpose”.

— Executing a program with the intent of finding an error.

IIl. SOFTWARE TESTING LIFECYCLE — PHASES
A. Requirements study

— Testing Cycle starts with the study of client’s
requirements.
— Understanding of the requirements is very essential for
testing the product.
B. Test Case Design and Development

— Component Identification
— Test Specification Design
— Test Specification Review
C. Test Execution

— Code Review
— Test execution and evaluation
— Performance and simulation

D. Test Closure

— Test summary report
— Project De-brief
— Project Documentation

E. Test Process Analysis

— Analysis done on the reports and improving the
application’s performance by implementing new
technology and additional features.
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IV. TESTING METHODOLOGIES AND DIFFERENTTYPES

There are two types of testing: static testing and dynamic

testing

— There are different approaches to  software
testing. Reviews, walkthroughs, or inspections are
referred to as static testing, whereas actually executing
programmed code with a given set oftest cases is
referred to as dynamic testing.

— Static testing is often implicit, as proofreading, plus
when programming tools/text editors check source code
structure or compilers (pre-compilers) check syntax and
data flow as static program analysis.

— Dynamic testing takes place when the program itself is
run. Dynamic testing may begin before the program is
going to complete in order to test some sections of code
and are applied to discrete functions or modules. Typical
techniques for this are either using stubs/drivers or
execution from a debugger environment.

— Static testing involves verification, whereas dynamic
testing  involves validation. =~ Together they help
improve software quality. Among the techniques for
static analysis, mutation testing can be used to ensure the
test-cases will detect errors which are introduced by
mutating the source code.

A. The Box Approach:

— The Black Box Testing approach

— The White Box Testing approach
These are the two approaches that are used to describe
the point of view that a test engineer takes when he is
designing test cases.

w

Black box Testing:

Input

Output "

Black-box testing It treats the software as a "black box",
examining only functionality without any knowledge of
internal implementation like code. The testers are only
aware of what the software features, not how it does it.

Black Box testing methods include:

— equivalence partitioning,
— boundary value analysis,

— all-pairs testing,

— state transition tables,

— decision table testing,

— fuzz testing,

— model-based testing,

— use case testing,

— exploratory testing

— specification-based testing.

C. Specification-based testing

It aims to test the functionality of software according to the
requirements. This level of testing usually requires full
fledged test cases to be provided to the tester, who just have
to simply verify that for a provided input, the output value
(or behavior), either "is" or "is not" the same as the expected

value as mentioned in the test case. Test cases are built
around specifications and requirements, i.e., what are the
functionalities of the software. It uses external descriptions
of the software, including specifications, requirements, and
designs to derive test cases. These tests can
be functional or non-functional, though usually functional.
Specification-based testing may be necessary to assure
correct functionality, but it is insufficient to guard against
complex or high-risk situations.

One advantage of the black box technique is that anyone
with little knowledge about software can test it. Whatever
biases the programmers may have had, the tester likely has a
different set and may emphasize different areas of
functionality.

D. White box Testing:

White-box testing (also known as clear box testing, glass
box testing, transparent box testing and structural testing)
tests internal structures or workings of a program, as
opposed to the functionality exposed to the end-user. In
white-box testing an internal perspective of the system, as
well as programming skills, are used to design test cases.
The tester chooses inputs to exercise paths through the code
and determine the appropriate outputs.

While white-box testing can be applied at
the unit, integration and system levels of the software testing
process, it is usually done at the unit level. It can test paths
within a unit, paths between units during integration, and
between subsystems during a system—level test. Though this
method of test design can uncover many errors or problems,
it might not detect unimplemented parts of the specification
or missing requirements.

Techniques used in white-box testing include:

— API testing (application programming interface) —
testing of the application using public and private APIs

— Code coverage — creating tests to satisfy some criteria
of code coverage (e.g., the test designer can create tests
to cause all statements in the program to be executed at
least once)

— Fault injection methods — intentionally introducing
faults to gauge the efficacy of testing strategies

— Mutation testing methods

— Static testing methods

Code coverage tools can evaluate the completeness
of a test suite that was created with any method, including
black-box testing. This allows the software team to examine
parts of a system that are rarely tested and ensures that the
most important function points have been tested.

Code coverage as a software metric can be reported as a
percentage for:
— Function coverage, which reports on functions executed
— Statement coverage, which reports on the number of
lines executed to complete the test 100% statement
coverage ensures that all code paths, or branches (in
terms of control flow) are executed at least once. This is
helpful in ensuring correct functionality, but not
sufficient since the same code may process different
inputs correctly or incorrectly.
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E. Some more testing methods are as follows:

1) Visual Testing:

The aim of visual testing is to provide developers with the
ability to examine what was happening at the point of
software failure by presenting the data in such a way that the
developer can easily find the information he or she requires,
and the information is expressed clearly. At the core of
visual testing is the idea that showing someone a problem
(or a test failure), rather than just describing it, greatly
increases clarity and understanding. Visual testing therefore
requires the recording of the entire test process — capturing
everything that occurs on the test system in video format.
Output videos are supplemented by real-time tester input via
picture-in-a-picture webcam and audio commentary from
microphones.

Visual testing provides a number of advantages.
The quality of communication is increased dramatically
because testers can show the problem (and the events
leading up to it) to the developer as opposed to just
describing it and the need to replicate test failures will cease
to exist in many cases. The developer will have all the
evidence he or she requires of a test failure and can instead
focus on the cause of the fault and how it should be fixed.

Visual testing is particularly well-suited for
environments  that  deploy agile  methods in  their
development of software, since agile methods require
greater communication between testers and developers and
collaboration within small teams.

Ad hoc testing and exploratory  testing are
important methodologies for checking software integrity,
because they require less preparation time to implement,
while the important bugs can be found quickly. In ad hoc
testing, where testing takes place in an improvised,
impromptu way, the ability of a test tool to visually record
everything that occurs on a system becomes very important.
Visual testing is gathering recognition in customer
acceptance and usability testing, because the test can be
used by many individuals involved in the development
process. For the customer, it becomes easy to provide
detailed bug reports and feedback, and for program users,
visual testing can record user actions on screen, as well as
their voice and image, to provide a complete picture at the
time of software failure for the developer.

F. Grey Box Testing:

Grey-box testing (or gray-box testing) involves having
knowledge of internal data structures and algorithms for
purposes of designing tests, while executing those tests at
the user, or black-box level. The tester is not required to
have full access to the software's source code. Manipulating
input data and formatting output do not qualify as grey-box,
because the input and output are clearly outside of the
"black box" that we are calling the system under test. This
distinction is particularly important when
conducting integration testing between two modules of code
written by two different developers, where only the
interfaces are exposed for test.

However, tests that require modifying a back-end
data repository such as a database or a log file does qualify
as grey-box, as the user would not normally be able to
change the data repository in normal production
operations. Grey-box testing may also include reverse -

engineering to determine, for instance, boundary values or
erTor messages.

By knowing the underlying concepts of how the
software works, the tester makes better-informed testing
choices while testing the software from outside. Typically, a
grey-box tester will be permitted to set up an isolated testing
environment with activities such as seeding a database. The
tester can observe the state of the product being tested after
performing certain actions such as
executing SOQL statements against the database and then
executing queries to ensure that the expected changes have
been reflected. Grey-box testing implements intelligent test
scenarios, based on limited information. This will
particularly apply to data type handling, exception handling,
and so on.

V. TESTING LEVELS

A. Unit Testing:

Unit testing, also known as component testing, refers to tests
that verify the functionality of a specific section of code,
usually at the function level. In an object-oriented
environment, this is usually at the class level, and the
minimal unit tests include the constructors and destructors.

These types of tests are usually written by
developers as they work on code (white-box style), to ensure
that the specific function is working as expected. One
function might have multiple tests, to catch corner cases or
other branches in the code. Unit testing alone cannot verify
the functionality of a piece of software, but rather is used to
assure that the building blocks the software uses work
independently of each other.

Unit testing is a software development process that
involves synchronized application of a broad spectrum of
defect prevention and detection strategies in order to reduce
software development risks, time, and costs. It is performed
by the software developer or engineer during the
construction phase of the software development lifecycle.
Unit testing aims to eliminate construction errors before
code is promoted to QA; this strategy is intended to increase
the quality of the resulting software as well as the efficiency
of the overall development and QA process.

B. Integration Testing:

Integration testing is type of software testing that is
developed to verify the interfaces between different
components of a single software. They may be integrated in
an iterative way or all together. It is good to test integrity
before testing other components. So Integration testing is
essential before carrying out other phases of testing a
software.

1) Top Down Integration:

Develop the skeleton of the system and populate it with
components.

2) Bottom Up Integration:

Integrate infrastructure components then add functional
components.

C. Functional Testing:

— Itis a Black box type testing developed to test
functional requirements of an application.
— Done by testers.
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D. System Testing:

It tests the whole ystem to check whether it’s working or
not. For example, Joining different modules of a web site
and then test the whole web site.

E. Acceptance Testing:

At last the system is delivered to the user for Acceptance
testing.

F. Alpha Testing:

Alpha testing is done by selected people or development
team itself. It is tested using different test caes which are
designed by themselves to check the correctness of the
software.It cultivates the software before going out for beta
testing.

G. Beta Testing:

It is done after alpha testing. Beta versions of software are
released for outside world which they are going test under
real world conditions. It is rolled out to limited amount of
users.

H. End to End Testing:

It has quite Similarities with system testing; It involves
testing of a full application environment in a situation that
generates real-world use.

I. Regression Testing:

Regression Tests

T
T

T T2

3 C Ta

T4

TestSequence 1 TestSequence 2 TestSequence 3

Re-testing is done after fixing or modifying the software.

J. Sanity Testing:
It determines whether new version is performing good
enough to accept it for major testing.
K. Load Testing:

— Testing an application by applying heavy load.

— 1i.e.Testing of a web site under different loads and note

response time.

L. Stress Testing:
Testing which that happens under unusually heavy loads,
successive repetition of particular actions or inputs, input of
large numerical values.
M. Performance Testing:
Testing which is used to measure the performance of the
Softwrare.
N. Install/uninstall Testing:

Testing of whether it is installed or uninstalled or upgraded
properly.

O. Recovery Testing :

Testing how well a system recovers from exceptions , errors
, crashes and failures.

P. Compatibility Testing :
Testing how well software performs in a particular
hardware, Software and Network environment.

Q. Loop Testing :

This white box technique focuses on the validity of loop
constructs. four different classes of loops can be defined
(1).simple loops  (2).nested  loops(3).concatenated
loops(4).Unstructured loops

R. Recovery Test :

— Confirms that the system recovers from expected or
unexpected events without loss of data or functionality

— 1i.e.Shortage of disk space and unexpected loss of
communication Power out conditions

VI. TESTPLAN

A. Purpose of preparing a Test Plan:

— To validate acceptance of Software System.

— Help the people outside the test group to understand
‘why’ and ‘how’ of product validation.

— A Test Plan should be

— Thorough enough (Overall coverage of test to be
conducted)

— Useful and understandable by the people inside and
outside the test group.

B. Scope:

— The areas to be tested by the Quality Analysis team.
— Specify the areas which are out of scope (screens,
database, mainframe processes etc).

C. Test Approach :

— Details on how the testing is to be performed.
— Any specific strategy is to be followed for testing
including configuration management.

VII. CONCLUSION

— Testing can show the presence of faults in a system; it
cannot prove there are no remaining faults.

— Use experience and guidelines to design test cases in
defect testing.

— Interface testing is designed to discover defects in the
interfaces of composite components.

— Equivalence partitioning is a way of discovering test
cases - all cases in a partition should behave in the same
way.

— Structural analysis relies on analysing a program and
deriving tests from this analysis.
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