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Abstract--- Big data refers to a large collection of information 

and data that becomes difficult to manage with traditional 

database management tools. A huge amount of data is being 

dumped to the servers of various data centers and they are 

stored for performing analysis on them. Analysis on big data 

helps in making more accurate decisions and modeling 

problems that would otherwise have been difficult with the 

traditional database systems. But since via this, a large 

volume of data is now exposed for analytics, securing the 

privacy and the integrity of the data becomes an important 

point of concern. In this paper we discussed various security 

issues and challenges to big data analytics and their probable 

mitigation techniques. 
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I.  INTRODUCTION 

Big data is a massive collection of digital information that 

has recently gained popularity in analytics as well as in 

researches, due to its enormous impact on our lives. Big data 

has been formally defined by the three attributes viz. 

Volume (the amount of data), Velocity (the speed of 

generating data), and Variety (the different forms of digital 

data) [1]. Figure 1 depicts the big data evolution. 

Big data is data that exceeds the processing 

capacity of conventional database systems. The data is too 

big, moves too fast, and doesn’t fit into the capacity and 

structures of traditional database architecture. To leverage 

the advantages it provides, we need alternative techniques to 

process the data and perform analysis on it to help in the 

decision making process of organizations precisely. Various 

analytical tools have been devised since the impact of big 

data is realized.  

One of the primary generators of big data has been 

the social networking sites, where millions and millions of 

users share and post various types of contents such as texts, 

images, videos etc. On a single day, human beings create 2.5 

quintillion bytes of data [2]. As in 2012, Facebook has 

reported that its server gets more than 500 Terabytes of data 

per day. All these enormous volume of data has helped 

Facebook to understand the need and behavior of the users 

online and forecast sustainable model to increase the 

revenues for the company keeping all the millions of users 

happy. 

Keeping only the data does not leverage any gain to 

an organization until it is analyzed to understand and solve a 

particular problem. Various advanced tools have been 

developed to facilitate analytics on big data. However, 

advancements in big data analytical tools have also created 

security issues and violation of privacy. Since data now can 

be availed from the public platforms, violations of secrecy 

and privacy have become easier. Proper security 

measurements need to be taken for maintaining data 

confidentiality and appropriate analysis on the data.  

 
Fig. 1: Big Data evolution 

The primary focus of this paper is to discuss the various 

security threats and their possible mitigation mechanisms. 

The rest of the paper is organized in the following way- 

section 2 discusses the analytical techniques on big data, 

sections 3 talks about the security and privacy requirements 

of big data, section 4 discusses the top threats on big data. 

Section 5 discusses about our contribution. 

II. TECHNIQUES FOR BIG DATA ANALYTICS 

Analytics on big data basically means processing the large 

volume of data using various analytical tools and data 

mining techniques to gain useful insight and derive 

information that leads to a better understanding of the 

business and decision making process of an organization. 

The need to analyze and leverage trend data collected by 

business is one of the main drivers for Big Data analysis 

tools. 

The driving force of the technologies advances in 

storage, processing power and analysis of big data are [3]— 

 Rapidly decreasing cost of storage disks and CPU 

power 

 The flexibilities and efficiencies of data centers mostly 
because of cloud computing 

 Development of advanced analytical frameworks such 
as hadoop. 
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Processing big data can be primarily be classified into two 

categories— 

 Batch Processing: In this category, processing is carried A.

out on the data that are at rest. Large set of data are stored 

archived in the storage media and the data are later 

processed for various analytical requirements. Various 

organizations perform in depth analysis of past data to 

understand the present scenario and forecast the future. 

Various technical batch processing tools are available now. 

The most popular being Hadoop [4]. Hadoop is a framework 

that provides developers with the Hadoop Distributed File 

System (HDFS) for storing large files scattered in multiple 

nodes for parallel processing and MapReduce programming 

model for performing analysis on the stored data. The 

Hadoop technology is evolving day by day as new 

technologies are being integrated with it and making it the 

most desired big data processing platform. 

 Stream Processing: Sometimes data does not need to B.

reside in memory as processing may have to be carried out 

on data in motion. Data, such as in real time processing 

systems do not need to be in memory as they are processed 

on the go. One of the best examples of real time data 

processing is the stock exchange data, where results in a 

fraction of seconds can make huge difference. Technologies 

in the stream processing do not have a dominant one like 

hadooop in batch processing. One of the models for stream 

data processing is Complex Event Processing which 

considers information flow as notifications of events that 

need to be aggregated and combined to produce high level 

results. Other technologies are InfoSphere Streams [5], 

Jubatus [6], Storm [7] etc. 

The following diagram depicts the processing on 

big data in pictorially— 

 
Fig. 2: Processing Big Data 

III. SECURITY IN BIG DATA 

With the growth in the amount of data, more and more 

companies have developed new technologies to enable 

analysis on the big data. But as these new technologies 

evolve, any company can collect, manage and analyze the 

incredible large data sets. Once the analysis is done, the next 

big question is to secure the data. Moreover, since data is 

open, proper mechanisms need to be taken to ensure privacy 

and integrity of user data. 

Big data introduces bigger security issues and bigger 

responsibilities. As most of the largest big data generation 

platforms are public, companies must make sure that there 

data is secured and protected from malicious attackers and 

theft. With large sets of data, any attacker can gain 

meaningful insight into a company’s operations and 

functioning. Organizations need to make sure that their 

confidential data is not vulnerable to threats and attacks. 

Security issues and challenges are magnified with the 

increase by the velocity, volume and variety of big data, 

such as large scale cloud infrastructure, diversity of data 

sources, and formats, streaming of nature data acquisition 

and high volume inter cloud migration. As big data is a 

source of huge revenues for various organizations and 

individuals which understand the behaviors of customers, 

there is a huge competition among them to possess the 

control of the data. In such a scenario, violating the standard 

compliance guidelines should be expected and therefore, 

securing the big data is a much more challenging task. Since 

data here is represented in digital format, for performing 

computations and analysis, potential threats and security 

attacks can easily penetrate through the big data 

infrastructure given any security breach.  

Moreover, big data has largely been enabled by 

Cloud Computing, which is now a ubiquitous computing 

technology. Various security attacks and vulnerabilities exist 

in cloud technology which hinders the development and 

large adoption of the technology. Cloud appears to be a 

black box to the users, as users only put their data or 

computing requirements and requests over to the cloud 

based interface and the cloud eventually returns with some 

results. Though users now are freed from handling and 

maintaining the infrastructure, he is completely unaware of 

the internal processing. Hence, users cannot be sure about 

the secrecy and integrity of their data and applications. 

Recent cases of attacks on various cloud platforms have 

certainly raised a lot of questions in the minds of the cloud 

service users, which eventually could be serious threat to big 

data infrastructure. 

Keeping all these in mind, therefore, the traditional 

security mechanisms, which are tailored to secure small 

scale of data, infrastructure and storage systems, are 

inadequate. Some advanced techniques needs to be devised 

and implemented to secure the infrastructure and perform 

analysis over the big data in a completely secured way 

although we are yet to achieve full privacy and data integrity 

over the cloud. 

IV. TECHNIQUES FOR BIG DATA SECURITY 

Having understood the security requirements for big data, it 

now time to turn towards the mitigation techniques and 

privacy policies. Various standards and compliance 

guidelines exists to make sure that proper security 

measurements are in place and no violations of rules have 

taken place. Established compliance standards such as PCI 

DSS, HIPAA etc make sure that proper security 

measurements have been taken to ensure privacy of user 

data and help in proper security assessment. It has been 

mandated to adhere to any of the standard guidelines for all 

the organizations carrying out online transactions of user 

data. Though it secures the communication and provides a 

certain level of security, it is not the ultimate security 

measurement that we can take. 

Researchers around the World have come up with a 

number of security challenges and their counter measures in 
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order to provide a secured analysis on big data 

infrastructure. One such technology is cryptography, which 

basically transforms the plain text data in cipher text form 

that cannot be understood by any third party apart from the 

sender and the receiver. But traditional ciphers do not help 

in gaining the full benefits of cloud based infrastructures 

because of its All-or-Nothing encryption property. 

Moreover, once the data is encrypted, it is completely 

meaningless unless decrypted to obtain its original form. 

Security in big data infrastructure needs more 

control specific access to the data as to whom the access 

should be provided and whom not to.  Recently, 

cryptographers have come up with some brilliant schemes 

such as Fully Homomorphic Encryption [8] and Functional 

Encryption [9] that provides fine grained access control to 

the data. Functional Encryption is a newly developed 

encryption that provides specific functionalities to be carried 

out on the data based on the secret key issues to the user. 

With the help of this, data in big data infrastructure can be 

encrypted and then specific analysis can be performed on 

the data based on the specific allowed access. This would 

secure the data from misuse and unauthorized data access 

and manipulation. Fully Homomorphic Encryption is the 

underlying infrastructure of Functional Encryption that 

ultimately helps in performing computations on the 

encrypted domain. Both these schemes promise to secure the 

cloud computing and big data analytics cryptographically 

without actually hampering the purposefulness of these 

technologies [10] [11]. 

V. OUR CONTRIBUTION 

Big Data has been a very useful and one of the most 

prominent resources, not only for the profit making 

organizations, but also for various engineering and scientific 

researches. Various scientific and engineering problems 

require big data to make precious modeling and help in 

forecasting. Areas such as Environmental modeling, Climate 

modeling, Weather Forecasting, Cyclone Prediction etc. use 

extensive amount of real time data and process them on high 

performance computing infrastructure to derive results for 

the models. Through this project work, we have identified 

the various scientific fields and areas where big data has a 

sheer role to play.  

In this project, our primary objective has been to 

identify the important issues and challenges regarding the 

security of big data. We have analyzed the various case 

studies available on big data security and tried to identify 

the potential vulnerabilities and security breaches. We have 

also performed analysis on the existing security mechanisms 

and techniques adopted to secure big data and infrastructure. 

Possibilities of adopting advanced encryption techniques 

have also been introduced and research in that area is still 

being carried out. 

This work has helped us to come across and 

understand a lot of interesting notions of big data and its 

enormous impact on the society. Big data can be used today 

to predict weather, traffic conditions and various other real 

life problem solving solutions that would, otherwise, have 

been very much difficult to solve. Organizations are craving 

for data and their sources to gain an upper hand on their 

competitors. Scientists and Researchers are making use of 

big data to solve various large scale modeling problems and 

obtain their solutions efficiently with the help of super 

computers. But security of such analyses and data must be 

guaranteed before and after big data analytics. Further work 

is being carried out to develop a security model for securing 

the big data analytics process. 

VI. CONCLUSION 

Big data is a long-staying technology as we practically 

cannot imagine any application that does not consume data. 

As computing resources such as storage, CPUs and 

databases are becoming cheaper day by day and analytics 

systems become more shared and accessible over the cloud, 

security, access control, compression, compliance and 

encryption introduces new mode of challenges that need to 

be addressed precisely to gain more from it. Existing 

cryptographic schemes are not enough to provide the level 

of required security for big data, maintaining its advantages 

intact. In this paper, we provided a brief study on big data 

and its security measurements. We also discussed some of 

the techniques to address and mitigate the security 

challenges occurring in big data infrastructure. 
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