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Abstract---Privacy is an important issue when one wants to
make use of data that involves individual’s sensitive
information. Research on protecting the privacy of
individuals and the confidentiality of data has received
contributions from many fields, including computer science,
statistics, economics and social science. This is an area that
attempts to answer the problem of how an organization,
such as a hospital, government agency or insurance
company, can release data to the public without violating the
confidentiality of personal information. The technique used
in this paper mainly focuses on Randomization for
perturbation of values. The Randomization method is a
technique for privacy preserving data mining in which noise
is added to the data in order to mask the attribute values of
records. The noise added is sufficiently large so that
individual record values cannot be recovered. Therefore,
techniques are designed to derive aggregate distributions
from the perturbed records. Subsequently, data mining
techniques can be developed in order to work with these
aggregate distributions.
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I. INTRODUCTION

The collection of digital information by governments,
corporations, hospitals and individuals has created
tremendous opportunities for knowledge-based decision
making. Driven by benefits, or by regulations that require
certain data to be published, there is a demand for the
exchange and publication of data among various parties.
For example, licensed hospitals in California are required
to submit specific demographic data on every patient
discharged from their facility. Data publishing is equally
ubiquitous in other domains. For example, Netflix, a
popular online movie rental service, published a data set
containing movie ratings of 500,000 subscribers, in a
drive to improve the accuracy of movie recommendations
based on personal preferences. AOL published a release
of query logs but quickly removed it due to the re-
identification of a searcher.

A. Need of the System

Detailed person-specific data in its original form often
contains sensitive information about individuals, and
publishing such data immediately violates individual
privacy. The current practice primarily relies on policies and
guidelines to restrict the types of publishable data and on
agreements on the use and storage of sensitive data.

The limitation of this approach is that it either distorts
data excessively or requires a trust level that is impractically
high in many data-sharing scenarios. For example, contracts

and agreements cannot guarantee that sensitive data will not
be carelessly misplaced and end up in the wrong hands. A
task of the utmost importance is to develop methods and
tools for publishing data in a more hostile environment, so
that the published data remains practically useful while
individual privacy is preserved. This undertaking is called
Privacy Preserving Data Publishing (PPDP) as in [3],[10].

In the past few years, research communities have
responded to this challenge and proposed many approaches
[2],[12],[13],[14]. While the research field is still rapidly
developing, it is a good time to discuss the assumptions and
desirable properties for PPDP, clarify the differences and
requirements that distinguish PPDP from other related
problems, and systematically summarize and evaluate
different approaches to PPDP.

Consider an example for the need of privacy preservation
from the tables given below:

ID DOB SEX | ZIPCODE | DISEASE
1001 | 25/01/1980 | Male 560001 Heart
1021 | 30/05/1963 | Female | 560063 Hepatitis
1121 | 02/06/1983 | Male 537109 Heart

Table 1: Hospital Database
1D NAME DOB SEX | ZIPCODE
100001 | Arun | 03/06/1990 | Male 560001
200005 | Sita | 01/01/1980 | Female | 560001
100210 | Ravi | 25/01/1980 | Male 560001

Table 2: Voter ID Database

As shown when performing a join on the two tables shown
in Table 1 and Table 2 above taken from a hospital patient
database with the voter database respectively, would reveal
the identity of the patient. The DOB, SEX and ZIPCODE
would reveal the name of the person from the voter database
thereby revealing his identity.

B. About the System

Most methods for privacy computations use some form of
transformation on the data in order to perform the privacy
preservation [4]. Typically, such methods reduce the
granularity of representation in order to reduce the privacy.
This reduction in granularity results in some loss of
effectiveness of data management or mining algorithms.
This is the natural trade-off between information loss and
privacy [5],[9].

The randomization method is a technique for privacy-
preserving data mining in which noise is added to the data in
order to mask the attribute values of records. The noise
added is sufficiently large so that individual record values
cannot be recovered. Therefore, techniques are designed to
derive aggregate distributions from the perturbed records.
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Subsequently, data mining techniques can be developed in
order to work with these aggregate distributions.

The technique used here mainly focuses on data
perturbation. In order to perturb the data we need to have
groups of attributes to which perturbation can be done. Such
grouping of similar attributes can be done by the usage of
un-supervised data mining technique such as Clustering.
The clusters thus formed have similar attributes grouped
together, to which randomization can be applied to preserve
the privacy.

Il. RANDOMIZATION TECHNIQUES

The randomization method has been traditionally used in the
context of distorting data by probability distribution for
methods such as surveys which have an evasive answer bias
because of privacy concerns[16]. This technique has also
been extended to the problem of privacy-preserving data
mining [7].

The method of randomization can be described as
follows. Consider a set of data records denoted by X = {x; .
.. Xn}. For record x; € X, we add a noise component which is
drawn from the probability distribution fY (y). These noise
components are drawn independently, and are denoted v, . .
. Yn. Thus, the new set of distorted records are denoted by
X1+Y1 . . . Xy +y,. We denote this new set of records by z; . . .
z,. In general, it is assumed that the variance of the added
noise is large enough, so that the original record values
cannot be easily guessed from the distorted data. Thus, the
original records cannot be recovered, but the distribution of
the original records can be recovered [11].

Thus, if X be the random variable denoting the data
distribution for the original record, Y be the random variable
describing the noise distribution, and Z be the random
variable denoting the final record, we have:

Z=X+Y
X=Z-Y

Now, we note that N instantiations of the
probability distribution Z are known, whereas the
distribution Y is known publicly. For a large enough number
of values of N, the distribution Z can be approximated
closely by using a variety of methods such as kernel density
estimation [8]. By subtracting Y from the approximated
distribution of Z, it is possible to approximate the original
probability distribution X. In practice, one can combine the
process of approximation of Z with subtraction of the
distribution Y from Z by using a variety of iterative methods
such as those discussed in [14]. Such iterative methods
typically have a higher accuracy than the sequential solution
of first approximating Z and then subtracting Y from it. In
particular, the EM method proposed in [5] shows a number
of optimal properties in approximating the distribution of X.

We note that at the end of the process, we only
have a distribution containing the behaviour of X. Individual
records are not available. Furthermore, the distributions are
available only along individual dimensions. Therefore, new
data mining algorithms need to be designed to work with the
uni-variate distributions rather than the individual records.
This can sometimes be a challenge, since many data mining
algorithms are inherently dependent on statistics which can

only be extracted from either the individual records or the
multi-variate probability distributions associated with the
records. While the approach can certainly be extended to
multi-variate distributions, density estimation becomes
inherently more challenging with increasing
dimensionalities. For even modest dimensionalities such as
7 to 10, the process of density estimation becomes
increasingly inaccurate, and falls prey to the curse of
dimensionality. One key advantage of the randomization
method is that it is relatively simple, and does not require
knowledge of the distribution of other records in the data.
This is not true of other methods such as k-anonymity which
require the knowledge of other records in the data.
Therefore, the randomization method can be implemented at
data collection time, and does not require the use of a trusted
server containing all the original records in order to perform
the anonymization process. While this is strength of the
randomization method, it also leads to some weaknesses,
since it treats all records equally irrespective of their local
density. Randomization technique can be further divided
into the following sub sections.

A. Additive Randomization

Additive randomization techniques were originally used for
statistical databases which were supposed to maintain data
quality in parallel to the privacy of individuals. Later on
additive randomization techniques were also found useful in
privacy preserving data mining. In noise addition, generally
a random number (noise) is drawn from a probability
distribution having zero mean and a small standard
deviation. This noise is then added to a numerical attribute
in order to mask its original value.

Generally noise is added to the confidential
attributes, of a micro data file before the data is released, in
order to protect the sensitive information of an individual.
However, adding noise to both confidential and non-
confidential attributes can improve the level of privacy by
making re-identification of the records more challenging.
The main objective of noise addition is to protect individual
privacy by masking the micro data while introducing the
least amount of incorrectness in it. Fig 1 depicts the
generalized view of additive randomization.

DataBase
USER
i1
X1, X2,....Kn
i2

Fig. 1: Depiction of Additive Randomization

B. Multiplicative Randomization

The most common method of randomization is that of
additive perturbations. However, multiplicative
perturbations can also be used to good effect for privacy-
preserving data mining [6]. Multiplicative perturbation
algorithms aim at improving data privacy while maintaining
the desired level of data utility by selectively preserving the
mining task and model specific information during the data
perturbation process. By preserving the task and model
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specific information, a set of “transformation-invariant data
mining models” can be applied to the perturbed data
directly, achieving the required model accuracy. Often a
multiplicative perturbation algorithm may find multiple data
transformations that preserve the required data utility. Thus
the major challenge is to find a good transformation that
provides a satisfactory level of privacy guarantee.

I1l. DESIGN

System design gives an overview of the logical flow.
However this suffices the user to understand the logic. This
depicts the basic knowledge about the system design and the
architecture. The proposed system flow is shown in the
figure ( Fig 2). Each block identifies the essential
operations that can be undertaken, in a sequential flow in
achieving a privacy preserved data publication.

The design begins with the identification of the dataset
which has to be privacy preserved. The sensitive and non-
sensitive attributes have to be identified. The sensitive
attributes are those that identify a sensitive parameter such
as a disease affected or a credit level. Non-sensitive
attributes are those that have all the other attributes of the
person. Randomization techniques can be applied only to
non-sensitive attributes and the sensitive attributes are
retained as it is.

Identify the Data set

Iy

Detemmmine the sensitive and
non-zensitive attributes

1L

Cluster the attributes

]!

Calculate MNoize for each
cluster of attnbutes

1l

Add the Woise to each
attrbute

Il

Classify the perturbed data

Fig. 2: Design Flow of the System
To group similar attributes together, clustering techniques
should be applied so that we would have similar kind of
attributes grouped together. A density based clustering
technique would be appropriate, since the grouping would
be based on the notion of density of attributes. After the
process of clustering, the Randomization technique of noise
addition can be done. Doing so would allow the calculation
of noise cluster by cluster. The noise calculation would be
done from within the attribute values within the cluster. The
Randomization technique should be applied to multiple
attributes, thereby allowing the non-disclosure of individual
identity from two or more databases. The Randomized data,

would be compared with the classified original data, so as to
be sure that the randomized data would not uniquely identify
the individual but still not losing the meaning of the data
published.

A. Determination of Sensitive attributes

The identification of whether the attribute is sensitive or
not has to be done initially before proceeding. No noise shall
be added to the sensitive attribute since the dataset would
lose its meaning.

ID DOB SEX ZIPCODE | DISEASE
1001 | 25/01/1980 | Male 560001 Heart
1021 | 30/05/1963 | Female | 560063 Hepatitis
1121 | 02/06/1983 | Male 537109 Heart

Table 3: An example dataset

In the example table as shown above, the DISEASE
attribute would be the sensitive attribute and the other
attributes such as ID, DOB, SEX and ZIPCODE would be
the non-sensitive attribute.

B. Clustering the attributes

A density based clustering algorithm would be a feasible
option. For this purpose we shall use the DBSCAN (Density
Based Spatial Clustering of Applications with Noise)
algorithm. DBSCAN's definition of a cluster is based on the
notion of density reachability. Basically, a point-‘q’
is directly density-reachable from a point ‘p”if it is not
farther away than a given distance ‘¢’ (i.e., is part of its e-
neighbourhood) and if ‘p’is surrounded by sufficiently
many points such that one may consider ‘p’ and ‘q’ to be
part of a cluster. ‘q” is called density-reachable from ‘p’ if
there is a sequence pq,...... ,pn Of points with p; = p and p, =
g where each p j.4is directly density-reachable from p;.

A cluster, which is a subset of the points of the database,
satisfies two properties:

i. Al points within the cluster are mutually density-
connected.

ii. If a point is density-connected to any point of the
cluster, it is part of the cluster as well.

Borderpoint

Fig. 3: DBSCAN based Clustering
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Point A would be the core point. Points B,C and D would
be the directly density connected points and hence part of
the same cluster as A. But the point N would neither be a
core nor a border point and hence would be considered as a
noise.

An example scenario of clustering, considering the
attribute AGE is as shown below:

NAME | SEX | AGE | DISEASE | Cluster

XYZ M 27 Heart 1

ABC F 29 Hepatitis 1
QRS M 31 Heart 1
PQR M 56 Heart 2

WXY F 60 Heart 2

Table. 4: Cluster formation using DBSCAN considering
AGE attribute

C. Randomization Technique to Calculate Noise

The technique which would be used here is that of Additive
Random Perturbation. In this methodology we shall
calculate Noise for each set of clusters that are formed by
using the clustering algorithm. The Noise is calculated based
on the mean and range of the values with the cluster. This
noise component would be added to the non-sensitive
attribute and hence would prevent the disclosure of the
privacy of individual records.

The pseudo code to achieve the desired randomization is
shown below. It needs to be applied individually to each
clustered attributes:

MeanRange( Cluster C)
for each cluster generated using DBSCAN
Mean = ( Sum of all attributes within cluster ) / Number of
records in a cluster

Range = MaxValue — MinValue

MRange = Mean + Range

for each attribute within the cluster
Noise = Equalizer (C , MRange )
Add Noise to individual attributes

Equalizer (C, MRange )
for each cluster
for each clustering attribute value in the cluster
if (value < MRange )
Noise = MRange — value
else
Noise = value — MRange
return Noise

As shown in the pseudo code, the MeanRange function first
calculates the arithmetic mean for the values of the selected
attribute within the cluster. Then the range of the cluster is
calculated. The mean and range calculated is added and the
noise to be derived for each value can be done using the
Equalizer function.

An example scenario depicting the noise calculated is
shown below in Table 5:

RANDO
NAME | SEX | AGE | DISEASE | NOISE | MIZED
AGE
XYZ M 27 Heart +6 33
ABC F 29 Hepatitis +4 33
QRS M 31 Heart +2 33

Table 5: Depiction of randomization process for noise
addition for AGE within a cluster

This would be the published data where the non-sensitive
attribute (AGE in this case) would be overwritten by the
randomized value (RANDOMIZED AGE). For better
privacy the same methodology can be applied to multiple
attributes.

D. Classification of Perturbed Data

The classification process[1] is conducted as a verification
measure, to ensure that the exact individual identification of
a record cannot be made after the randomization process.
Firstly, a classification tree can be constructed using a
classification technique such as ID3 algorithm. The newly
created randomized dataset can then be compared against
the tree and verify that the exact identification is not made.

E. Complexity

DBSCAN visits each point of the database, possibly
multiple times (e.g., as candidates to different clusters). For
practical considerations, however, the time complexity is
mostly governed by the number of search invocations.
DBSCAN executes exactly one such query for each point,
and if anindexing structureis used that executes such
a neighbourhood query in O(log n), an overall runtime
complexity of O(n.log n) is obtained. Without the use of an
accelerating index structure, the run time complexity is O(n?).

Often the distance matrix of size (n?n) / 2 is materialized to
avoid distance re-computations. This however also
needs O(n?) memory.

CONCLUSION

In this paper, we propose a methodology of realizing
privacy preserving data mining. The basic premise was that
the non-sensitive values in a user’s record will be perturbed
using a randomization technique so that they cannot be
estimated with sufficient precision. Randomization would be
done using  Additive  Randomized  Perturbation.
Randomization in this technique would be applied to
clustered data hence we preserve sufficient accuracy even
though we perturb the data with noise. The effect of our
privacy preserving work can be verified using any
classification technique.
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