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Abstract—Here, a graphical password system with a 

supportive sound signature to increase the remembrance of 

the password is discussed. In proposed work a click-based 

graphical password scheme called Cued Click Points (CCP) 

is presented. In this system a password consists of sequence 

of some images in which user can select one click-point per 

image. In addition user is asked to select a sound signature 

corresponding to click point this sound signature will be 

used to help the user to login. System showed very good 

Performance in terms of speed, accuracy, and ease of use. 

Users preferred CCP to Pass Points, saying that selecting 

and remembering only one point per image was easier and 

sound signature helps considerably in recalling the click 

points. 
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I. INTRODUCTION 

Human factors are often considered the weakest link in a 

computer security system. There are three major areas where 

human computer interaction is important: authentication, 

security operations, and developing secure systems. It is 

now beyond any doubt that user authentication is the most 

critical element in the field of Information Security. For the 

vast majority of computer systems, passwords are the 

method of choice for authenticating users. Authentication is 

the first step of information security. Authentication refers 

to the process of confirming or denying an individual’s 

claimed identity. Authentication schemes require users to 

memorize the passwords and recall them during log-in time. 

Mostly user select password that is predictable. This 

happens with both graphical and text based passwords. 

 Unfortunately, these passwords can also be easily 

guessed or broken. According to a recent Computerworld 

news article, the security team at a large company ran 

network password cracker and within 30 seconds, they 

identified about 80% of the passwords. On the other hand, 

passwords that are hard to guess or break are often hard to 

remember. Studies showed that since user can only 

remember a limited number of passwords, they tend to write 

them down or will use the same passwords for different 

accounts.  

 The primary goal of improving the current user 

authentication technology is to make the method secure yet 

easier to remember for the user. Graphical password 

authentication systems (GPAS), which consist of clicking or 

dragging activities on the pictures rather than typing textual 

characters, might be the option to overcome the problems 

that arise from the text-based password system. Graphical 

password schemes have been proposed as a possible 

alternative to text-based schemes, motivated particularly by 

the fact that humans can remember pictures better than text. 

Psychological studies have shown that people can remember 

pictures better than text. Pictures are generally easier to be 

remembered or recognized than text, especially photos, 

which are even easier to be remembered than random 

pictures. It has also been suggested that graphical passwords 

may be hard to guess or broken by brute force search. If the 

number of possible pictures is sufficiently large, the possible 

password space of a graphical password scheme may exceed 

that of text-based schemes and thus presumably offer better 

resistance to dictionary attacks. Because of these 

advantages, there is a growing interest in graphical 

password. 

 This project tries to propose an authentication 

mechanism which supports both usability and security. Cued 

click points (CCP) is a click-based graphical password 

scheme, a cued-recall graphical password technique. In 

addition user is asked to select a sound signature during 

registration process. Various GPA Shave been proposed as 

alternatives to text based passwords. It can be used as 

password for folder lock, web-driven applications, desktop 

lock etc. 

 The objective of this project is to provide the 

security for any folders in a computer system by using 

graphical passwords with view port, sound signature and 

persuasive cued click-points. Here a graphical password 

system with a supportive sound signature to increase the 

remembrance of the password is developed. Here a click-

based graphical password scheme called Cued Click Points 

is presented. In this system, a password consists of sequence 

of some images in which user can select one click-point per 

image. 

 The next image is based on the previous click-

point. During login phase, if the selected click-point is not 

the appropriate one then the system will load an image 

which is not a part of the password image-sequence. In 

addition user is asked to select a sound signature during 

registration phase. This sound signature will be used to help 

the user in recalling the click point on an image during login 

phase. That is, during login phase, if the user clicks the 

appropriate point on the image then the sound that the user 

selected during registration phase will be played. Persuasion 

is used to influence user choice in click-based graphical 

passwords, encouraging users to select more random, and 

hence more difficult to guess, click-points. It can be used as 

password for folder lock, hard disk locking, web-driven 

applications, desktop lock etc. 

 PROBLEM STATEMENT A.

A major goal of this research is to discover how to create 

knowledge-based authentication schemes that are 

memorable, usable, and secure. The interplay between 

usability and security, an issue that is not well understood in 

current systems, is also investigated. The research is focused 

on click-based graphical passwords because of their 

potential for increased memorability and security. The main 
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research question is: Can click-based graphical passwords 

simultaneously support both memorability and security, 

while maintaining usability? The work began with a general 

investigation, with new ideas being formed and tested as 

progressed with the research. 

In this project, a graphical password system with a 

supportive sound signature to increase the remembrance of 

the password is discussed. The main objective in graphical 

password authentication is to provide the sound signature in 

graphical system and reduce the chances to forget the 

password. Another problem is the presence of hotspots. 

Hotspots are areas of the image that have higher likelihood 

of being selected by users as password click-points. 

Attackers who gain knowledge of these hotspots through 

harvesting sample passwords can build attack dictionaries 

and more successfully guess Pass Points [1] passwords. In 

order to reduce selecting the hotspots, implementation of 

viewport is essential. CCP are used to develop this system, 

because CCP reduce the time limit & increase the system 

speed and accuracy. Users preferred CCP to Pass Points, 

saying that selecting and remembering only one point per 

image was easier and sound signature helps considerably in 

recalling the click points. 

II. EXISTING SYSTEM 

 Pass faces A.

Pass faces are graphical passwords that use faces as a unique 

verification technology for secure logon. Offering two factor 

authentications to provide a high level of authentication 

assurance, Pass faces supports a wide range of operating 

environments in which strong authentication is required. 

Pass faces Web Access easily integrates with existing 

security systems in financial, government, healthcare, and 

corporate networks. 

 Recognition Based Technique B.

Picks several pass pictures out of many choices. Users will 

be provided with number of images out of which the users 

will select few images as their passwords. It Takes longer to 

create than text password, creates heavy load on database. 

 Convex Hull of Pass Objects C.

Click within an area bounded by pre-registered picture 

objects. It is Very much predictable, creates loads of decoy 

faces on database. 

 Et- al Graphical Passwords D.

Type in the code of pre-registered picture objects. It is hard 

to memorize both picture objects and their codes. 

 Draw a Secret E.

Users draw something on 2D grid. Instead of entering an 

alphanumeric password, this authentication method allows 

users to use a set of gestures drawn on a grid to authenticate. 

The user's drawing is mapped to a grid on which the order of 

coordinate pairs used to draw the password is recorded in a 

sequence. New coordinates are inserted to the recorded 

"password" sequence when the user ends one stroke and 

begins another on the grid. The drawback of this system is 

that the drawing sequence is hard to remember. 

III. METHODOLOGY 

In the proposed work we have integrated sound signature to 

help in recalling the password. No system has been 

developed so far which uses sound signature in graphical 

password authentication. Study says that sound signature or 

tone can be used to recall facts like images, text etc. In daily 

life we see various examples of recalling an object by the 

sound related to that object .Our idea is inspired by this 

novel human ability. The complete methodology of the 

project is listed below. 

 Algorithm A.

1) Registration Process 

Step. 1 : Register with user_id, which is unique. 

Step. 2 : User will select a sound. 

Step. 3 : Select tolerance level. 

Step. 4 : Select security question. Then user selects 

sequence of images, in it by selecting one point per 

image. 

Step. 5 : Then user selects sequence of images, in it 

by    selecting one point per image. 

Step. 6 : The information will be stored in the 

database and this is known as profile vector. 

The proposed system creates user profile as follows-  

Master vector - 

(User ID, Sound Signature frequency, Tolerance)  

Detailed Vector -  

(Image, Click Points)  

As an example of vectors – 

Master vector = (Smith, 2689, 50)  

Detailed Vector = 

Image & Click points  

I1 (123,678)   I3 (450,297)  

I2 (176,134)   I4 (761,164) 

 Login Process B.

Step. 1 : Enter user_id. 

Step. 2 : After this process the system fetches user 

profile vector from the database. 

Step. 3 : System will display the images which user 

selected at the time of registration. 

Step. 4 : When user selects a point on the 

respective image then login vector is created. 

Step. 5 : After creation of login vector, system 

calculates the Euclidean Distance between login vector 

and profile vectors stored. 

Step. 6 : If the Euclidean Distance is within the 

tolerance level correct sound will be played. 

Step. 7 : If a user click at the wrong point, a 

random sound will be played which will be a hint to 

the user that the selected point is wrong. 

Step. 8 : Using the hint user will understand that 

the selected point is wrong and user can retry. 

Step. 9 : If above process is correct then it is a, 

valid user else invalid user. 

 System Tolerance C.

After creation of login vector system calculate the Euclidean 

distance between login vector and profile vector which is 

already stored. 
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1) EUCLIDEAN’S DISTANCE FORMULA: 

Euclidean’s distance between two vectors x and y is given 

by:                        

 D(x, y) =√ [( x2-x1)
2
 + (y2-y1)

2
] 

IV. RESULT ANALYSIS 

Data collected from 10 participants. Each participant was 

asked to register himself/herself and then each was invited 

to for login trail 5 times as legitimate user and 5 times as 

impostor randomly. Participants were final year engineering 

students of age group 20-28 Y. Table 1 shows the detail of 

the data generated by legitimate users and Table 2 contains 

the data generated by imposters. 

No. Login ID 
Login 

Trials 

Times 

Accepted 

Times 

rejected 

1 U1 5 5 0 

2 U2 5 4 1 

3 U3 5 5 0 

4 U4 5 5 0 

5 U5 5 5 0 

6 U6 5 3 2 

7 U7 5 5 0 

8 U8 5 5 0 

9 U9 5 5 0 

10 U10 5 4 1 

Table. 1: Attempts by legitimate user (5 attempts per   login 

ID by randomly selected imposters) 

No. 
Login 

ID 

Login 

Trials 

Times 

accepted 

Times 

rejected 

1 U1 5 0 5 

2 U2 5 0 5 

3 U3 5 0 5 

4 U4 5 1 4 

5 U5 5 0 5 

6 U6 5 0 5 

7 U7 5 0 5 

8 U8 5 0 5 

9 U9 5 0 5 

10 U10 5 0 5 

Table. 1: Attempts by imposter (5 attempts per login ID by 

randomly selected imposters) 

V. CONCLUSION 

Graphical passwords are easy to remember as compared to 

the text based password. It is difficult to break graphical 

passwords using a traditional attack method such as brute 

force attack, dictionary attack, or spyware. The System uses 

sound signature to recall graphical passwords which is very 

useful when user is logging after long time. 
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