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Abstract--- With the rapid advances in security threats, more 

reliable security techniques have become the business 

necessity. The security services must assure that the 

communication is not interfered with in such a way that the 

third party can masquerade for the purpose of unauthorized 

transmission or reception. To maintain the security services 

(confidentiality, authenticity and integrity), the security 

mechanisms should be used. This paper describes a review 

on steganography system based on LSB data hiding 

technique with Blowfish cryptography technique to protect 

the information transmission for secure open channel 

communication system. The purpose of this system is to 

transport information reliably across an insecure channel 

and to ensure complete confidence between participants. 

Keywords: - Blowfish Encryption, LSB steganography, 

Security Enhancement.  

I. INTRODUCTION 

A lot of applications are Internet-based and it is important 

that communication be made secret. As a result, the security 

of information passed over an open channel has become a 

fundamental issue and therefore, the confidentiality and data 

integrity are required to protect against unauthorized access 

and use. The rapid growth of internet usage over high 

bandwidth and low cost computer hardware has propelled 

the explosive growth of data hiding or steganography [1]. 

Steganography is an art and science of invisible 

communication.  This  is  accomplished  through  hiding 

information  in  other  information,  thus  hiding  the  

existence  of  the  communicated  information. It increase 

privacy of information transmitted across World Wide Web. 

The word steganography  is  derived  from  the  Greek  

words “stegos”  meaning  “cover”  and “grafia” meaning 

“writing” defining it as the “covered writing” [2]. In 

steganography, the data is embedded in a cover image file 

and the image file is transmitted. Some implementations of 

steganography which lack a shared secret are forms of 

security through obscurity, whereas key-dependent 

steganographic schemes provide highest security.  

Basically, cover files represent the container of 

hidden data or secret messages. Essentially, many kinds of 

digital media such as image, audio, text, and video files can 

be used as cover files of steganography. However, the 

ability of such files to embed secret data depends on the 

availability of redundant or insignificant areas within these 

files. 

Additionally, some parts or characteristics of cover 

files will be modified, changed, or manipulated in order to 

hide these secret messages. However, these manipulations, 

which occur during the hiding procedure, should remain 

imperceptible to anyone not involved in the communication 

process. Therefore, the appearance or format of cover files 

must remain intact after hiding the secret data. 

  Steganography Procedure:- The process of doing 

steganography is that the original secret message(can be 

text, image, audio, video file) is hide into cover file which is 

sent over the communication channel. For this, both 

messsge and cover file is being passed into the encoder 

before sending, resulting in a steganographic image or stego 

file containing the hidden message. Therefore, the stego file 

represents the original cover file along with the secret 

message embedded inside this cover file. In pure 

steganographic system, no key is used before embedding 

process. Thereby generates less secure system. A key is 

often used to protect the hidden message. The key is called 

as stego key which is usually a password that is used before 

embedding process. 

II. APPLICATIONS 

Usage in Modern Printers : Steganography  is used  in some  

printers ,including  HP  and  Xerox  brand color laser 

printers[3]. Tiny yellow dots are added to each page. The 

dots are barely visible and contain encoded printer serial 

numbers, as well as date and time stamps. 

In Banking, Military and E-commerce :  It is also 

possible to simply use steganography to store information 

on  a  location. For example, several  information  sources  

like  our  private banking information, some military secrets, 

can be stored in a cover source. When we are required to 

unhide the secret information in our cover source, we can 

easily reveal our banking data and it will be impossible to 

prove the existence of the military secrets inside. 

Use by Intelligence Services : In 2010, the Federal 

Bureau of Investigation alleged that the Russian foreign 

intelligence service uses customized  steganography  

software for embedding encrypted text messages inside 

image files for certain communications. 

In Distributed Steganography:  There are many 

distributed steganography  methods ,including  

methodologies  that distribute the payload through multiple 

carrier files in diverse locations to make detection more 

difficult. 

In Business World: Steganography can be used to 

hide a secret chemical formula or plans for a new invention. 

Steganography can also be used for corporate espionage by 

sending out trade secrets without anyone at the company 

being any the wiser. 

In Embedding Watermark: Today steganographic 

techniques are used to embed watermarks in pictures,music 

and video to help copyright owners protect their intellectual 

property. 

III. HISTORY 

The idea and practice of hiding information has a long 

history. The first recorded uses of steganography can be 

traced back to 440 BC when the Greek historian 

Herodotus  mentions two examples in his Histories. In first, 

http://en.wikipedia.org/wiki/Shared_secret
http://en.wikipedia.org/wiki/Security_through_obscurity
http://en.wikipedia.org/wiki/Hewlett-Packard
http://en.wikipedia.org/wiki/Xerox
http://en.wikipedia.org/wiki/Federal_Bureau_of_Investigation
http://en.wikipedia.org/wiki/Federal_Bureau_of_Investigation
http://en.wikipedia.org/wiki/Foreign_Intelligence_Service_(Russia)
http://en.wikipedia.org/wiki/Foreign_Intelligence_Service_(Russia)
http://en.wikipedia.org/wiki/Herodotus
http://en.wikipedia.org/wiki/The_Histories_of_Herodotus


A Review on LSB Steganography with Blowfish Encryption 

 (IJSRD/Vol. 2/Issue 04/2014/207) 

 

 All rights reserved by www.ijsrd.com 816 

Demaratus sent a warning about a forthcoming attack to 

Greece by writing it directly on the wooden backing of a 

wax tablet before applying its beeswax surface. In second, 

Herodotus writes of a nobleman, Histaeus, who needed to 

communicate with his son-in-law in Greece. He shaved the 

head of one of  his  most  trusted  slaves  and  tattooed  the  

message  onto  the  slave’s  scalp.  When the slave’s hair 

grew  back  the slave  was  dispatched  with  the  hidden  

message[2].  

IV. BLOWFISH ENCRYPTION 

Security of information is one of the most important factors 

of information technology and communication. 

Cryptography techniques often used for securing the secrecy 

of information. Various methods have been developed to 

encrypt and decrypt data in order to keep message secret. 

Blowfish is one of the cryptography techniques.Encryption 

technique makes data  fato  unreadable  and  meaningless  or  

unnatural.  Sometime meaningless message may be attracted 

by unauthorized user, so new technique must be used for 

secure data transmission known as “steganography”. 

Blowfish was designed in 1993 by Bruce Schneier as a fast, 

free alternative to existing encryption algorithms. Blowfish 

is unpatented and license-free, and is available free for all 

uses. Blowfish [3] is a 64-bit block cipher with a variable-

length key. Key expansion and data encryption are the two 

parts of Blowfish algorithm. The key expansion step 

converts 448 bit key into 4168 bytes. It uses a Single P-array 

that has size of 18 and four S-boxes that have size of 256. 

Data encryption has a simple function which is iterated 16 

times.  

Blowfish Algorithm is a Feistel Network, iterating 

a simple encryption function 16 times. In each round a 32 

bit subkey is XOR-ed with leftmost 32 bits of plaintext and 

the result is then passed to the F function of Blowfish 

[4].Blowfish incorporated a bitwise exclusive-or operation 

to be performed on the left 32-bits before being modified by 

the F function or propagated to the right 32-bits for the next 

round. Blowfish also incorporated two exclusive-or 

operations to be performed after the 16 rounds and a swap 

operation. Blowfish is a variable-length key block cipher. It 

is suitable for applications where the key does not change 

often, like a communications link or an automatic file 

encryptor. It is significantly faster than most encryption 

algorithms when implemented on 32-bit microprocessors 

with large data caches. Blowfish[5],[6] is  the  best 

performing  algorithm  compared  with  all  other  most  

widely  used  symmetric  key  algorithms. 

 
Fig. 1: Round Function of Fiestel Cipher 

Applications that using Blowfish Encryption: 

 AEdit: A free Windows word processor incorporating 

text encryption. 

 Coolfish: An encrypting text editor for Windows[7]. 

 Foopchat: Encrypted chat and advanced file sharing 

using a client/server architecture. 

 JFile by Land-J Technologies: A database program for 

the PalmOS platform. JFile is one of the famous 

application that use blowfish method. JFile5 is the new 

version of the JFile. It is a flat-file database application 

for the PalmOS. 

 Freedom by Zero-Knowledge: Privacy for web 

browsing, e-mail, chat, telnet, and newsgroups. 

 Advantages and Drawbacks of Blowfish Encryption: A.

Blowfish is one of the fastest block ciphers in general use, 

except when changing keys. Blowfish is not subject to any 

patents and is therefore freely available for anyone to use. 

This has contributed to its popularity in cryptographic 

software [8].  

The advantages of Blowfish encryption is that it is one of 

the strongest algorithms available and the speed of the 

algorithms and key strength is also very good. These days, 

the use of DES is not recommended due to the short length 

of the key. In the past, the advantage was that the encryption 

made your information confidential unless you had the 

unlock key. In today's environment, DES is easily crackable. 

Going towards the use of 3DES, Blowfish would be more 

desirable. 

One of the main disadvantages of Blowfish is the 

time required to initialize the algorithm with the key. Once 

the algorithm has been initialized although, it can encrypt 

and decrypt data efficiently; therefore, Blowfish would be 

more applicable for applications that change the key value 

infrequently and encrypt or decrypt large streams of data. 

The disadvantages of Blowfish are it must get key to the 

person out of band specifically not through the unsecured 

transmission channel. Each pair of users’ needs a unique, so 

as number of users increase, key management becomes 

complicated. Blowfish can’t provide authentication and non-

repudiation as two people have same key [7].  

V. LSB STEGANOGRAPHY  
Steganography has been widely used, including in recent 

historical times and the present day. Steganography can be 

categorized into various types depending upon the nature of 

cover object:- 

 Text  Steganography 

 Image Steganography 

 Audio Steganography 

 Video Steganography 

 Protocol Steganography 

Hiding information in text is historically the most 

important method of steganography.  An obvious method 

was to hide a secret message in every nth letter of every 

word of a text message. In Image Steganography, cover file 

(only image) is used to hide secret information that can be 

text or an image. In Audio Steganography, software can 

embed audio, image, text message in WAV, AU, and even 

MP3 sound files and it is done by slightly altering the binary 

sequence of a sound file. Least significant bit (LSB) coding 

is the simplest way to embed information in a digital audio 

http://en.wikipedia.org/wiki/Demaratus
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file [10]. Video Steganography is the process of hiding some 

secret information inside a video. A video file is 

combination of both image and an audio. The cover file here 

used is video so, video steganography is nothing but a 

combination of image and audio steganography.  

A number of ways exist to hide information in digital 

media. Common approaches include- 

 Least significant bit insertion 

 Masking and filtering 

 Redundant Pattern Encoding 

 Encrypt and Scatter 

 Algorithms and transformations 

 Least significant bit (LSB) insertion: It is a common and A.

simple approach to embed information in an image, sound 

file. In this method the LSB of a byte is replaced with a 

message’s bit. To the human eye, the resulting image will 

look identical to the cover object. This technique works well 

for image, audio and video steganography. It can be implied 

on 8 bit or 24 bit image formats. In this technique, least 

significant bit i.e. the eighth bit inside an image is changed 

to a bit of the secret message. When using a 24-bit image, 

one can store 3 bits in each pixel by changing a bit of each 

of the red, green and blue colour components, since they are 

each represented by a byte. On average, only half the LSBs 

need to change. The difference between the cover (i.e. 

original) image and the stego image will be hardly 

noticeable to the human eye. 

The problem with 256 colors images is that they 

make use of an indexed palette, and changing a LSB means 

that we switch a pixel from a position to an adjacent one. If 

there are adjacent contrasting colors in the palette, it can 

happen that a pixel in the image changes its color abruptly 

and the hidden message becomes visible. To solve this 

problem different methods have been studied, like 

rearranging the palette so that adjacent colors don't contrast 

so much or even reducing the palette to a smaller number of 

colors and replicating the same entry in the table in adjacent 

positions, so that the difference after the embedding of the 

message is not visible at all. Moreover for most images the 

reduction of colors from, for instance, 256 to 32 is hardly 

visible. 

However, one of its major limitations is small size 

of data which can be embedded in such type of images using 

only LSB. LSB is extremely vulnerable to threats and 

attacks. LSB techniques implemented to 24 bit formats are 

difficult to detect contrary to 8 bit format [8]. Example of 

LSB technique is: Consider a grid for 3 pixels of a 24-bit 

image and the number 300 is to be embedded using LSB 

technique. The resulting grid is as follows: 

PIXELS: (01010101   01011100   11011000) 

 (10110110   11111100   00110100) 

 (11011110   10110010   10110101)  

C: 10000011  

(01010101   01011100   11011000) 

(10110110   11111100   00110100) 

(11011111   10110011   10110101) 

Here the number C was embedded into the first 8 

bytes of the grid, only the 2 bits needed to be changed 

according to the embedded message[9] .On average, only 

half of the bits in an image will need to be modified to hide 

a secret message using the maximum cover size. 

VI. SECURITY CHALLENGES  

As the use of internet increases providing security to the 

information is also important thing. The aim of security 

principles in open channel communication is to secure 

information and resources from attacks. Within the 

framework  of application-to-application  communication, 

there are  some precise security requirements, which 

include: 

 Authentication:  The process of proving one's identity. 

(The primary forms of host-to host authentication on the 

internet today are name-based or address-based, both of 

which are notoriously weak.) 

 Integrity:  Assuring the receiver that the received 

message is original one. It has not been altered in any 

way from the original. 

 Privacy/confidentiality: Ensuring that no one can read 

the message except the intended receiver. 

 Non-repudiation: A mechanism to prove that the sender 

really sent this message or one cannot deny sending a 

message it has previously sent [2]. 

VII. CONCLUSION AND FUTURE SCOPE 

LSB Insertion is good for steganography, we can try to 

improve one of its major drawback: The ease of extraction. 

We don’t want that a malicious attacker be able to read 

everything we are sending. This is usually accomplished 

with two complementary techniques: Encryption of the 

message, so that who extracts it must also decrypt it before 

it makes sense.  

Randomizing the placement of the bits using a 

random function (scattering),so that it's almost impossible to 

rebuild the message without knowing the seed for the 

random function. Most of the experts, anyway, advise to use 

8-bit grayscale images, since their palette is much less 

varying than the color one, so LSB insertion is going to be 

very hard to detect by the human eye.  

In this way, the message is protected by two 

different keys, acquiring much more confidentiality than 

before. This approach protects also the integrity of the 

message, being much more difficult (we could say at least 

computationally infeasible) to counterfeit the message. 
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